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Abstract

With the exponential proliferation of Internet of Things (IoT) devices and the contin-

uous evolution of wireless connectivity, computing paradigms are undergoing a fun-

damental shift from solitary cloud centers to the IoT-Edge-Cloud computing contin-

uum. While this continuum significantly expands computational boundaries, its intrin-

sic multi-dimensional heterogeneity, highly dynamic stochastic workloads, and strin-

gent data privacy constraints impose unprecedented challenges on distributed resource

management. Traditional rule-based or static model-driven scheduling approaches strug-

gle to effectively balance the trade-offs between latency, energy consumption, scalability,

and security within such massive and complex environments. To address these chal-

lenges, this thesis proposes a systematic AI-driven intelligent resource management so-

lution suite, delivering holistic innovations spanning theoretical algorithms, architec-

tural frameworks, and practical deployment to enable adaptive, robust, and scalable

resource management across heterogeneous IoT-Edge-Cloud continuum.

The primary research contributions of this thesis are summarized as follows:

1. Conceptualization of a Systematic Taxonomy: To resolve the theoretical frag-

mentation in intelligence resource management in the IoT-Edge-Cloud computing

continuum, this thesis establishes a novel orthogonal taxonomy based on control

scope and training paradigms. This framework clarifies the design principles and

applicability boundaries of DRL architectures, providing a theoretical foundation

for the subsequent algorithmic innovations.

2. Development of Adaptive Optimization for DAG Tasks: Addressing the stochas-

ticity in edge-fog environments, the DRLIS algorithm is proposed. By employing

a customized deep reinforcement learning policy with a composite reward mech-
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anism, it achieves an effective trade-off between response time and load balancing

for complex DAG-structured IoT applications.

3. Design of Transformer-Enhanced Distributed Scheduling: To tackle scalability

bottlenecks in large-scale concurrent scenarios, the TF-DDRL technique is engi-

neered. By synergizing attention-based sequence modeling with a high-throughput

distributed actor-learner architecture, it effectively captures long-term spatiotem-

poral dependencies, significantly reducing exploration costs and improving con-

vergence speed in high-throughput environments.

4. Implementation of a Modular and Extensible Software Platform: Bridging the

gap between algorithmic theory and system deployment, a modular, container-

ized, and extensible framework, ReinFog, is developed. Furthermore, a novel

memetic algorithm (MADCP) is devised to optimize the physical placement of

DRL components themselves, minimizing the inherent management overhead of

intelligent systems.

5. Establishment of a Cross-Architecture Collaborative Learning Framework: To

overcome model incompatibility across the Cloud-Edge-IoT continuum, the KD-

AFRL framework is proposed. It introduces environment-oriented knowledge dis-

tillation to break structural barriers, enabling resource-constrained devices to ac-

quire complex decision-making capabilities through adaptive federated learning.

6. Construction of a Robust Decentralized Cooperation Protocol: Addressing data

silos and adversarial risks in cross-organizational collaboration, the fully decen-

tralized DeFRiS framework is constructed. Utilizing a dual-track mechanism based

on gradient fingerprints and tracking, it guarantees robust convergence and secu-

rity in Non-IID environments without a central coordinator.

7. Orchestration of Multi-Agent Coordination in Dynamic Topologies: Targeting

extreme dynamism in aerial computing, the AirFed framework is proposed. It

integrates dual-layer dynamic Graph Attention Networks (GATs) with multi-agent

reinforcement learning, effectively solving the joint optimization of UAV trajectory

control and task offloading under time-varying network topologies.
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8. Synthesis of Key Insights and Future Roadmaps: Drawing upon the compre-

hensive investigation across the proposed theoretical models, algorithmic tech-

niques, and system implementations, this thesis synthesizes generalizable design

methodologies for the IoT-Edge-Cloud continuum. Furthermore, it identifies piv-

otal future directions for building ubiquitous, trustworthy, and sustainable next-

generation computing infrastructure.

This research establishes a real-world heterogeneous testbed comprising cloud in-

stances (AWS, Azure, Nectar) and various edge and IoT devices to extensively evaluate

the proposed frameworks and algorithms. The experimental results validate the effi-

cacy, scalability, and robustness of the proposed AI-driven techniques in handling com-

plex resource management tasks within dynamic environments. This thesis not only

achieves innovation at the algorithmic level but also provides a comprehensive system

architecture, laying a solid foundation for building the next generation of ubiquitous,

intelligent, and trustworthy IoT-Edge-Cloud computing infrastructure.
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Chapter 1

Introduction

This chapter establishes the foundation for the thesis by introducing the paradigm shift from cen-

tralized cloud computing to the heterogeneous IoT-Edge-Cloud computing continuum. It elucidates

the intrinsic complexities of resource management within this continuum, which is characterized

by extreme dynamism, scale, and data privacy constraints. Furthermore, it motivates the necessity

of AI-driven approaches, particularly Deep Reinforcement Learning (DRL), as a superior decision-

making mechanism. Subsequently, the chapter identi�es seven critical research challenges limiting

current solutions, de�nes the corresponding research objectives, and summarizes the main contri-

butions of the thesis. These contributions range from theoretical taxonomies and optimization algo-

rithms to comprehensive system frameworks. Finally, it outlines the organizational structure of the

remainder of the thesis.

1.1 Background and Motivation

With the exponential growth of Internet of Things (IoT) devices globally [1, 2] and the

continuous evolution of ubiquitous wireless connectivity, we are witnessing a profound

transformation in computing paradigms. This paradigm shift not only fundamentally

reshapes the patterns of data generation, transmission, and consumption, but also im-

poses unprecedented challenges on the underlying distributed resource management

mechanisms. This section �rst elucidates the evolutionary logic of computing archi-

tectures shifting from a solitary cloud center toward a ubiquitous continuum. Subse-

quently, it dissects the intrinsic complexity of resource management within this context.

Finally, it argues why data-driven Arti�cial Intelligence (AI) methods, particularly Deep

Reinforcement Learning (DRL), constitute the inevitable scienti�c choice for addressing

these complex challenges.

1



2 Introduction

1.1.1 The Evolution of Computing Paradigms

Over the past few decades, Cloud Computing, with its powerful resource pooling ca-

pabilities and economies of scale, has served as the core pillar for processing large-scale

data and complex applications [3]. However, as the digitization of the physical world

accelerates, billions of heterogeneous terminal devicesranging from smart sensors and

wearable devices to autonomous vehicleshave generated massive amounts of data dis-

tributed in a streaming fashion. A fundamental contradiction has emerged between

the decentralized nature of this data generation and the centralized processing mode

of cloud computing. Constrained by the physical limits of the speed of light, the high

latency caused by long-distance data transmission cannot satisfy the demands of ap-

plications requiring immediate feedback. Simultaneously, the upload of massive raw

data places increasing pressure on backbone network bandwidth and exacerbates data

privacy risks.

To resolve these contradictions, Edge Computing and Fog Computing have emerged

as novel computing paradigms [2, 4]. Following the principle of Data Gravity, these

paradigms push computing, storage, and intelligent services from the network core

down to the network edge, located in physical proximity to data sources. This architec-

tural shift signi�cantly reduces service response latency, alleviates network congestion,

and enhances local data privacy [5].

However, Edge Computing is not a replacement for Cloud Computing; rather, it is

an extension and complement in physical space. The current computing environment

is evolving into a tightly coupled, multi-tier ecosystem, namely the IoT-Edge-Cloud

Computing Continuum [6, 7], as illustrated in Figure 1.1. Within this continuum, re-

sources are no longer isolated silos but form a complete spectrum spanning resource-

constrained terminals (IoT devices), edge nodes with moderate computing power, and

cloud data centers with virtually unlimited capacity. This continuum architecture aims

to overcome the resource bottlenecks of any single tier through seamless cross-tier syn-

ergy, thereby supporting the stringent requirements of future intelligent applications

regarding computing power, latency, and energy ef�ciency [8].
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Figure 1.1: The Architecture of the IoT-Edge-Cloud Computing Continuum.

1.1.2 The Complexity Challenges of Resource Management

Although the IoT-Edge-Cloud continuum provides an ideal architectural blueprint for

distributed computing, achieving ef�cient resource managementincluding task of�oad-

ing, job scheduling, and resource allocationwithin such a massive and complex system

faces severe challenges stemming from the intrinsic nature of the system [9, 10]. These

challenges are primarily manifested in the following three dimensions:

First, the complexity of task �ows and the diversity of Quality of Service (QoS).

Modern intelligent applications are no longer simple atomic tasks; they typically man-

ifest as Directed Acyclic Graph (DAG) structures with strict data dependency relation-

ships [11]. The temporal constraints between subtasks require scheduling decisions to

possess a global perspective. Simultaneously, the QoS demands of different applications

exhibit extreme divergence: mission-critical tasks demand deterministic low latency at

the millisecond level, whereas compute-intensive tasks prioritize the long-term energy

ef�ciency ratio of the system [12]. Balancing these con�icting objectives on heteroge-

neous resources represents a typical multi-objective optimization problem [13].

Second, multi-dimensional system heterogeneity and scale effects. The continuum

is essentially a highly heterogeneous system [14, 15]. Compute nodes differ vastly in

hardware architecture (CPU/GPU/TPU/NPU), processing capability, storage capacity,

and energy supply modes. Communication links encompass hybrid networks ranging

from wired �ber to various wireless protocols, exhibiting distinct bandwidth �uctua-
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tion and packet loss characteristics. Furthermore, as the number of connected devices

surges, the expansion of system scale causes the solution space for resource scheduling

problems to explode exponentially, rendering the search for a global optimum compu-

tationally infeasible (NP-hard) within polynomial time [16].

Finally, high environmental dynamism and stochasticity. In real-world continuum

environments, uncertainty is the norm rather than the exception [17]. Task arrival pat-

terns often follow complex stochastic distributions. The network topology structure may

undergo spatial-temporal evolution at any moment due to node mobility (e.g., mobile

edge nodes, UAV relays). Additionally, wireless channel quality �uctuates dramatically

due to environmental interference. This non-stationary characteristic implies that any

of�ine resource management strategy based on static model assumptions will rapidly

become ineffective [18].

1.1.3 The Necessity of AI-driven Approaches

Faced with the aforementioned systemic complexities, traditional resource management

approaches have proven inadequate. Mathematical analytical methods based on Con-

vex Optimization or Queueing Theory typically rely on idealized system models and

strict assumptions, which are dif�cult to uphold in highly dynamic real-world environ-

ments [9]. Conversely, Rule-based or Meta-heuristic algorithms, while reducing depen-

dency on models, often lack online learning capabilities. They struggle to make adap-

tive adjustments to environmental changes within millisecond-level time scales and are

prone to getting trapped in local optima.

In this context, Deep Reinforcement Learning (DRL), as an emerging data-driven

decision-making paradigm, has demonstrated unique advantages in solving such prob-

lems and has become a focal point for both academia and industry [8, 19]:

1. Model-free Adaptation: DRL agents do not require the pre-establishment of pre-

cise mathematical models of the system, such as state transition probability ma-

trices. Instead, they learn optimal policies through continuous interaction with

the environment (trial-and-error mechanisms) [20]. This enables them to naturally

adapt to highly non-linear systems that are dif�cult to model [21].
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2. High-dimensional Perception and Decision-making: Combining the feature ex-

traction capabilities of Deep Neural Networks (DNNs), DRL can process high-

dimensional, continuous, and complex input states, such as heterogeneous re-

source states and dynamic topologies [21]. Consequently, it can make more precise

decisions within immense solution spaces.

3. Online Continuous Evolution: DRL possesses the potential for lifelong learning.

When network environments, load patterns, or device topologies drift, trained

DRL agents can quickly adapt to new environmental distributions through online

�ne-tuning, maintaining high system robustness and performance [8, 17].

In summary, leveraging AI-driven approaches, particularly DRL and its derivative

technologies (such as multi-agent collaboration and federated learning mechanisms), to

build an intelligent, adaptive, and scalable resource management system is not only key

to resolving current technical bottlenecks but also the inevitable path to unleashing the

full potential of the IoT-Edge-Cloud continuum [5, 8].

1.2 Research Challenges

While Deep Reinforcement Learning (DRL) offers a revolutionary paradigm for address-

ing highly dynamic and complex resource management problems, migrating it from ide-

alized, isolated experimental environments to the realistic IoT-Edge-Cloud continuum is

not a simple application transplant. Existing research efforts are predominantly con�ned

to speci�c, isolated scenarios or predicated on simpli�ed assumptions [8, 21]. How-

ever, the real-world continuum environment inherently exhibits multi-dimensional het-

erogeneity, Non-Independent and Identically Distributed (Non-IID) data, and extreme

dynamics [14, 22]. These intrinsic characteristics create a substantial chasm between

theoretical models and practical deployment.

Speci�cally, to achieve ubiquitous, intelligent, and robust resource management, this

study identi�es seven core challenges that must be overcome:

Challenge 1: Theoretical Fragmentation

Despite the proliferation of DRL applications in edge computing, the existing lit-
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erature remains highly fragmented [8, 9]. Researchers often struggle to �nd clear

guiding principles for architectural choices, such as Single-Agent vs. Multi-Agent,

and Standard vs. Federated Training, when facing speci�c problems. The absence

of a uni�ed, orthogonal taxonomy leads to blindness in algorithm design and dif-

�culties in identifying structural defects and gaps in existing solutions from a sys-

tem perspective [21, 23].

Challenge 2: Inef�ciency in Dynamic Multi-Objective Optimization

In fundamental edge-fog computing environments, task scheduling necessitates

striking a delicate balance between system load balancing and application response

time [9]. In particular, modern IoT applications typically manifest as Directed

Acyclic Graphs (DAGs) with complex dependencies, which drastically increases

the complexity of the state space and decision constraints [11]. When handling

such structured task �ows, generic DRL state representations and reward mech-

anisms often fail to capture critical path features effectively, resulting in agents

struggling to ef�ciently converge to policies that satisfy weighted-cost optimality

within stochastic dynamic environments [24, 25].

Challenge 3: Scalability Constraints in Large-Scale Systems

As the system scale expands to encompass hundreds or thousands of concurrent

requests in IoT scenarios, the centralized DRL training paradigm faces severe scal-

ability challenges [26, 27]. On the one hand, massive concurrent data streams

lead to the curse of dimensionality, causing exploration costs to skyrocket; on the

other hand, the spatiotemporal patterns of task arrivals often possess long-term

dependencies, which traditional fully connected neural networks struggle to cap-

ture [28]. Ensuring scheduling decision quality while signi�cantly reducing train-

ing and inference overhead in large-scale scenarios remains an urgent problem to

be solved [8].

Challenge 4: Gap between Algorithm and Deployment

In practical deployment, constructing a uni�ed software framework capable of

�exibly supporting diverse DRL paradigmssuch as enabling native algorithm de-

velopment versus third-party library integration, and switching between central-
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ized and distributed architecturesremains an unresolved engineering challenge [29].

More critically, the DRL agent itself is a resource-consuming software component.

In the resource-constrained and heterogeneous continuum, the physical placement

of DRL components (e.g., the distribution of learners and actors) signi�cantly im-

pacts communication overhead and overall system latency, yet this system-level

optimization problem is frequently overlooked in existing studies [30, 31].

Challenge 5: Model Incompatibility due to Device Heterogeneity

When scheduling scenarios extend to multi-domain environments, the heterogene-

ity of device computational power becomes a primary barrier to collaborative

learning [15]. Cloud servers can execute deep neural networks, whereas resource-

constrained IoT devices can only host lightweight models. Traditional federated

learning methods typically mandate identical model architectures across all par-

ticipants to facilitate parameter aggregation, which is evidently impractical in the

heterogeneous continuum [14]. Breaking the constraint of identical model struc-

tures to enable cross-architecture knowledge sharing is a critical challenge for re-

alizing ubiquitous intelligence [22].

Challenge 6: Data Silos and Adversarial Risks

In cross-organizational silo-cooperative scheduling scenarios, data across different

management domains often exhibits signi�cant Non-IID characteristics [22, 32].

Direct aggregation of model parameters can lead to severe performance degra-

dation. Simultaneously, decentralized cooperative environments naturally lack a

trust basis and are vulnerable to poisoning attacks from malicious nodes or noise

interference from faulty nodes [33, 34]. Designing a robust collaboration mech-

anism that can adapt to Non-IID distributions and withstand adversarial attacks

while preserving data privacy is extremely challenging [35].

Challenge 7: Coordination in Extreme Dynamic Topologies

In many mobile edge computing scenarios, the network topology structure changes

momentarily with the rapid movement of nodes [36]. This highly dynamic charac-

teristic renders spatial proximity relationships and communication links between

nodes extremely unstable. Traditional DRL methods based on �xed vector inputs
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struggle to capture these dynamic spatial topological relationships [37]. Further-

more, such networks are typically subject to strict communication bandwidth and

energy constraints. How to achieve ef�cient multi-agent coordination and joint

trajectory-task optimization in environments with highly time-varying topologies

and constrained communication (such as aerial computing networks) represents a

signi�cant and urgent challenge in this �eld [38, 39].

1.3 Research Objectives

In view of the aforementioned seven core challenges, the primary objective of this the-

sis is to design and develop a comprehensive solution suite encompassing theoretical

frameworks, optimization algorithms, system implementations, and cross-domain col-

laboration mechanisms, to achieve intelligent, ef�cient, and robust resource manage-

ment in the IoT-Edge-Cloud continuum. Speci�cally, this research aims to achieve the

following seven core objectives:

Objective 1: Constructing a Systematic Classi�cation Taxonomy for DRL-based Re-

source Management

To address the theoretical fragmentation (Challenge 1), this thesis aims to con-

duct an in-depth analysis of existing literature and establish an orthogonal two-

dimensional taxonomy [8, 9]. By systematically organizing existing works from

the dimensions of control scope (single-agent vs. multi-agent) and training paradigm

(standard vs. federated), this objective seeks to clarify the applicability boundaries

and design principles of different architectures [21, 23].

Objective 2: Developing Weighted-Cost Optimization Algorithms for Complex Task

Flows

To resolve the inef�ciency in dynamic multi-objective optimization (Challenge 2),

this thesis aims to design an adaptive scheduling algorithm based on improved

policy gradients for IoT applications with DAG dependency structures [11]. By

constructing composite reward functions and advantage estimation mechanisms [40,

41], the objective is to achieve Pareto optimization between response time and load
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balancing in stochastic dynamic environments [24, 25].

Objective 3: Designing Scalable Distributed DRL Techniques with Long-term De-

pendency Modeling

To overcome scalability bottlenecks in large-scale systems (Challenge 3), this the-

sis aims to develop advanced DRL techniques combining Transformer architec-

tures with distributed training paradigms for high-concurrency request scenarios.

Utilizing attention mechanisms to capture the long-term spatiotemporal depen-

dencies of task arrivals [42, 43], the objective is to signi�cantly enhance sample

ef�ciency and convergence speed in large-scale environments [26].

Objective 4: Implementing a Uni�ed and Modular Intelligent Resource Management

Framework

To bridge the gap between algorithm and deployment (Challenge 4), this the-

sis aims to design and implement a lightweight, container-supported software

framework [29, 44]. The framework is required to possess high extensibility, en-

abling seamless integration of diverse DRL paradigms (native/library-based, cen-

tralized/distributed). Simultaneously, intelligent component placement algorithms

will be proposed to optimize the physical deployment of DRL learners and actors,

minimizing management overhead [30, 31].

Objective 5: Proposing Cross-Architecture Federated Learning Mechanisms Support-

ing Device Heterogeneity

To solve the model incompatibility issue in multi-domain environments (Chal-

lenge 5), this thesis aims to introduce environment-oriented knowledge distillation

techniques [45, 46]. By constructing resource-aware adaptive architecture genera-

tion mechanisms, the objective is to break the structural barriers between hetero-

geneous devices (from IoT sensors to cloud servers), enabling cross-architecture

knowledge transfer and collaborative training [14, 15].

Objective 6: Establishing Decentralized and Robust Cross-Domain Collaboration Pro-

tocols

To address data silos and adversarial risks (Challenge 6), this thesis aims to design
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a fully decentralized federated learning architecture [32, 47]. Combining gradient

�ngerprint detection and gradient tracking technologies [48], the objective is to

achieve effective knowledge aggregation under Non-IID data environments, while

ensuring system robustness and convergence stability against malicious node at-

tacks [33, 34].

Objective 7: Developing Graph Neural Network-based Methods for High-Dynamic

Spatial Coordination

To tackle coordination dif�culties in extreme dynamic topologies (Challenge 7),

this thesis aims to utilize dual-layer dynamic Graph Attention Networks (GATs)

to explicitly model the spatiotemporal evolution features of network topologies

for scenarios like UAV-assisted computing [24, 49]. Furthermore, it seeks to de-

velop a dual-actor collaborative decision-making mechanism based on hybrid ac-

tion spaces to achieve joint optimization of trajectory and task of�oading under

strict communication and coverage constraints [38, 50].

1.4 Main Contributions

This thesis makes the following seven main contributions to the �eld of resource man-

agement in the IoT-Edge-Cloud continuum:

Contribution 1: A Two-Dimensional Taxonomy for DRL-based Resource Management

(Chapter 2)

This thesis conducts a systematic review and analysis of existing literature, propos-

ing a novel orthogonal two-dimensional taxonomy. This taxonomy reconstructs

existing works from two dimensions: control scope (single-agent vs. multi-agent)

and training paradigm (standard vs. federated). It resolves conceptual ambigui-

ties in current surveys and clearly identi�es critical research gaps in federated and

decentralized architectures, establishing a theoretical foundation for subsequent

chapters.

Contribution 2: A Weighted-Cost Optimization Algorithm DRLIS for Edge-Fog En-

vironments (Chapter 3)
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To address the trade-off between load balancing and response time in stochas-

tic dynamic environments, this thesis proposes a Deep Reinforcement Learning-

based IoT Scheduling algorithm, DRLIS. By customizing Proximal Policy Opti-

mization (PPO) techniques and designing a composite reward function, DRLIS

effectively optimizes the weighted cost of IoT applications with DAG structures.

Practical implementation within the FogBus2 framework demonstrates that this

algorithm signi�cantly outperforms traditional meta-heuristic algorithms in con-

vergence speed and decision quality.

Contribution 3: An Enhanced Distributed DRL Technique TF-DDRL (Chapter 4)

Addressing scalability constraints in large-scale heterogeneous environments, this

thesis develops a Transformer-combined distributed DRL technique, TF-DDRL.

Based on the IMPALA architecture, this technique integrates Gated Transformer-

XL to capture long-term spatiotemporal dependencies of task �ows and introduces

Prioritized Experience Replay (PER) mechanisms to enhance sample ef�ciency. Ex-

perimental results prove that TF-DDRL signi�cantly reduces exploration costs and

improves scheduling performance when processing massive concurrent requests.

Contribution 4: A Uni�ed Resource Management Software Platform ReinFog (Chap-

ter 5)

To bridge the gap between algorithmic theory and system deployment, this thesis

designs and implements a modular, containerized software platform, ReinFog.

This platform supports the seamless integration of centralized and distributed

DRL agents, including native implementations and third-party libraries. Further-

more, this thesis proposes a novel memetic algorithm, MADCP, speci�cally de-

signed to optimize the physical deployment of DRL learner and worker com-

ponents, thereby minimizing system communication overhead and accelerating

training startup.

Contribution 5: A Knowledge Distillation-Empowered Federated Framework KD-AFRL

(Chapter 6)

To overcome the heterogeneity challenge where resource-constrained devices can-

not run complex models, this thesis proposes the KD-AFRL framework. This
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framework introduces resource-aware adaptive architecture generation mechanisms

and environment-oriented cross-architecture knowledge distillation methods. It

enables heterogeneous devices, ranging from IoT sensors to cloud servers, to col-

laboratively learn optimal policies without sharing raw data, effectively bridging

the performance gap between lightweight and large-scale models.

Contribution 6: A Decentralized Robust Federated Learning Framework DeFRiS (Chap-

ter 7)

Targeting Non-IID workloads and adversarial risks in cross-organizational coop-

erative scheduling, this thesis develops the DeFRiS framework. Unlike tradi-

tional centralized federated approaches, DeFRiS adopts a fully decentralized peer-

to-peer network architecture. It utilizes action-space-agnostic policies to enable

knowledge transfer across heterogeneous infrastructures and effectively defends

against anomalous node attacks through a dual-track robust aggregation protocol

combining gradient �ngerprints and gradient tracking, ensuring convergence in

adversarial environments.

Contribution 7: A Graph Neural Network-Enhanced Multi-Agent Framework AirFed

(Chapter 8)

Addressing extreme dynamic scenarios such as aerial edge computing, this thesis

proposes the AirFed framework for multi-UAV coordination. This framework in-

tegrates dual-layer dynamic Graph Attention Networks (GATs) to explicitly model

spatiotemporal dependencies and designs a dual-actor single-critic architecture to

jointly optimize continuous trajectory control and discrete task of�oading. Addi-

tionally, it introduces reputation-based federated mechanisms and adaptive quan-

tization techniques, guaranteeing Quality of Service (QoS) under strictly constrained

communication bandwidth.

1.5 Thesis Organization

This thesis is organized into nine chapters. A visual overview of the thesis structure

and the interconnections between chapters is depicted in Figure 1.2. The outline of the
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remaining chapters is as follows:

Figure 1.2: Visual overview of the thesis organization structure.

Chapter 2: Deep Reinforcement Learning for Resource Management in IoT-Edge-Cloud

Continuum: A Taxonomy and Future Directions

This chapter provides a comprehensive literature review of DRL-based resource

management techniques in the IoT-Edge-Cloud continuum. By analyzing existing

works, it establishes an orthogonal classi�cation system comprising two dimen-

sions: control scope and training paradigm. Based on this taxonomy, the chapter
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deeply analyzes the limitations of current research, particularly the gaps in feder-

ated and decentralized architectures, thereby motivating the research presented in

this thesis. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “Deep

Reinforcement Learning for Resource Management in IoT-Edge-Cloud Continuum:

A Taxonomy and Future Directions”, ACM Computing Surveys (CSUR), ACM, 2026

[Under Review].

Chapter 3: Deep Reinforcement Learning-based Scheduling for Optimizing System

Load and Response Time in Edge and Fog Computing Environments

Focusing on fundamental single-node scheduling scenarios, this chapter proposes

the DRLIS algorithm. Targeting IoT applications with DAG structures, it details

how to balance response time and load balancing in stochastic dynamic environ-

ments through DRL and a composite reward function. The chapter veri�es the

superiority of DRLIS over meta-heuristic algorithms. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “Deep

Reinforcement Learning-based Scheduling for Optimizing System Load and Re-

sponse Time in Edge and Fog Computing Environments”, Future Generation Com-

puter Systems (FGCS), Vol. 152, pp. 55-69, Elsevier, 2024.

Chapter 4: TF-DDRL: A Transformer-enhanced Distributed DRL Technique for Schedul-

ing IoT Applications

To address scalability issues in large-scale scenarios, this chapter introduces the

TF-DDRL technique. It demonstrates how to utilize Gated Transformer-XL to cap-

ture long-term temporal dependencies of task �ows and enhance sampling ef�-

ciency through the IMPALA distributed architecture, thereby signi�cantly reduc-

ing exploration costs when processing massive concurrent requests. This chapter

is derived from:

Zhiyu Wang, Mohammad Goudarzi, and Rajkumar Buyya, “TF-DDRL: A Transformer-

Enhanced Distributed DRL Technique for Scheduling IoT Applications in Edge

and Cloud Computing Environments”, IEEE Transactions on Services Computing

(TSC), Vol. 18, No. 2, pp. 1039-1053, IEEE, 2025.
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Chapter 5: ReinFog: A Deep Reinforcement Learning Empowered Framework for Re-

source Management

Shifting from algorithms to system implementation, this chapter details the design

and development of the ReinFog framework. It elucidates how the framework

supports the seamless integration of multiple DRL paradigms through a modular

design and proposes a memetic algorithm-based component placement strategy

(MADCP) to optimize the deployment ef�ciency of the DRL system itself. This

chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, and Rajkumar Buyya, “ReinFog: A Deep Re-

inforcement Learning Empowered Framework for Resource Management in Edge

and Cloud Computing Environments”, Journal of Network and Computer Applica-

tions (JNCA), Vol. 242, Article 104250, Elsevier, 2025.

Chapter 6: A Knowledge Distillation-empowered Adaptive Federated Reinforcement

Learning Framework

Addressing the challenge of device heterogeneity, this chapter proposes the KD-

AFRL framework. It details a resource-aware adaptive architecture generation

mechanism and an environment-oriented cross-architecture knowledge distilla-

tion method, demonstrating how federated learning enables lightweight edge de-

vices to acquire decision-making capabilities comparable to cloud-based large mod-

els. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “A

Knowledge Distillation-empowered Adaptive Federated Reinforcement Learning

Framework for Multi-Domain IoT Applications Scheduling”, IEEE Transactions on

Mobile Computing (TMC), IEEE, 2026 [In Press].

Chapter 7: DeFRiS: Silo-Cooperative IoT Applications Scheduling via Decentralized

Federated Reinforcement Learning

Targeting data silos and security risks in cross-organizational collaboration, this

chapter introduces the DeFRiS framework. It explains how to resolve compatibil-

ity issues of heterogeneous infrastructures through action-space-agnostic policies

and utilizes a dual-track aggregation protocol (gradient �ngerprint and tracking)
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to achieve robust decentralized collaboration under Non-IID data and adversarial

environments. This chapter is derived from:

Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, “De-

FRiS: Silo-Cooperative IoT Applications Scheduling via Decentralized Federated

Reinforcement Learning”, IEEE Transactions on Parallel and Distributed Systems (TPDS),

IEEE, 2026 [Under Review].

Chapter 8: AirFed: A Federated Graph-Enhanced Multi-Agent Reinforcement Learn-

ing Framework

This chapter explores resource management under extreme dynamic topologies by

proposing the AirFed framework. It demonstrates how to model spatial depen-

dencies using dual-layer dynamic Graph Attention Networks (GATs) and jointly

optimize UAV trajectory control and task of�oading through a dual-actor single-

critic architecture to guarantee Quality of Service (QoS) under strict communica-

tion constraints. This chapter is derived from:

Zhiyu Wang, Suman Raj, and Rajkumar Buyya, “AirFed: Federated Graph-Enhanced

Multi-Agent Reinforcement Learning for Multi-UAV Cooperative Mobile Edge Com-

puting”, IEEE Transactions on Mobile Computing (TMC), IEEE, 2026 [Under Review].

Chapter 9: Conclusions and Future Directions

This chapter summarizes the main research �ndings and contributions of the en-

tire thesis. Based on the limitations of the current work, it identi�es potential di-

rections for future research in IoT-Edge-Cloud continuum resource management.



Chapter 2

Deep Reinforcement Learning for
Resource Management in Computing
Continuum: A Taxonomy and Future

Directions

The Internet of Things (IoT)-Edge-Cloud computing continuum demands intelligent resource

management to satisfy stringent latency, energy, and quality-of-service requirements. Deep Rein-

forcement Learning (DRL) has emerged as a promising paradigm for adaptive resource management,

capable of learning effective policies without requiring accurate analytical models. However, existing

surveys lack a uni�ed framework that systematically organizes approaches across fundamental design

dimensions. This chapter proposes a novel two-dimensional taxonomy that orthogonally separates

control scope (single-agent versus multi-agent) from training paradigm (standard versus federated),

resolving ambiguities in prior work. We provide comprehensive literature review, comparative anal-

ysis, and practical design guidelines mapping deployment requirements to algorithmic choices. We

further survey advanced enhancement techniques and identify critical open challenges with future

research directions toward intelligent, scalable, and privacy-preserving resource management.

2.1 Introduction

The convergence of Internet of Things (IoT) and edge computing has created a paradigm

shift in distributed computing architectures. With IoT deployments reaching unprece-

This chapter is derived from:

• Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, ”Deep Reinforcement
Learning for Resource Management in IoT-Edge-Cloud Continuum: A Taxonomy and Future Direc-
tions”, ACM Computing Surveys (CSUR), 2026 [Under Review].
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dented scale worldwide and generating massive data volumes, traditional cloud-centric

architectures face fundamental limitations in serving latency-sensitive applications [51].

Emerging use cases such as autonomous vehicles, augmented reality, and industrial con-

trol systems require near-instantaneous response times that cannot tolerate the round-

trip delays inherent to distant cloud datacenters [52].

The IoT-Edge-Cloud continuum has emerged as the architectural response, forming

a three-tier distributed computing hierarchy that bridges resource-constrained IoT de-

vices with resource-abundant cloud datacenters through intermediate edge infrastruc-

ture deployed at network edges [53]. By distributing computation across this hierarchy,

the continuum enables latency-critical processing at the edge while leveraging cloud

resources for compute-intensive analytics, creating a distributed computing fabric span-

ning billions of heterogeneous devices across global geographical scales [51].

Ef�cient resource management across this continuum is both critical and challeng-

ing. System operators must dynamically allocate computational resources, schedule het-

erogeneous workloads, and make intelligent task placement decisions under stringent

constraints [54]. The challenges are multifaceted: unprecedented scale, extreme dynam-

ics, pervasive heterogeneity spanning device capabilities and network technologies, and

strict operational constraints including latency bounds and energy budgets [52]. More-

over, privacy regulations and data sovereignty requirements increasingly mandate that

sensitive data remains local to edge nodes, prohibiting centralized data collection for

training [55]. Inef�cient resource allocation directly translates to quality-of-service vio-

lations, excessive energy consumption, and substantial operational costs for large-scale

deployments [54, 56].

Deep Reinforcement Learning (DRL) has emerged as a promising paradigm for adap-

tive resource management in this complex environment. Unlike traditional rule-based

heuristics relying on manually designed policies or model-based optimization requiring

accurate analytical models, DRL agents learn near-optimal policies through environ-

mental interaction without prior system models [57]. This model-free adaptive learn-

ing capability makes DRL particularly suited to the IoT-Edge-Cloud continuum, where

workload patterns are unpredictable, system dynamics are non-stationary, and accu-

rate models are dif�cult to obtain [58]. However, standard DRL training assumes un-
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restricted data access, which con�icts with privacy regulations and data sovereignty

requirements in IoT/edge environments [59]. Federated learning addresses this chal-

lenge by enabling collaborative model training across distributed nodes/regions while

keeping data local, making it an essential training paradigm for privacy-preserving re-

source management [33]. Research in this area has grown rapidly, motivating the need

for a comprehensive survey that systematically organizes the expanding literature.

2.1.1 Related Surveys and Research Gap

Resource management in the IoT-Edge-Cloud continuum has generated numerous sur-

veys, but these works exhibit signi�cant limitations in scope de�nition, methodological

organization, and analytical depth. Table 2.1 systematically compares 16 representa-

tive surveys published between 2023 and 2025, evaluating them across two dimensions:

coverage (breadth of methods and architectures discussed) and analytical components

(depth of analysis provided), revealing substantial gaps in existing literature.

Single-Agent Dominance with Weak Multi-Agent Coverage. Among the 16 surveys,

12 fully cover serial SARL methods (DQN, PPO, SAC), but only 4 partially address paral-

lel SARL (A3C, IMPALA). Multi-agent coverage is extremely weak: only 2 surveys men-

tion independent MARL (IDQN, IPPO), and only Yang et al. [8] covers CTDE methods

(QMIX, MADDPG, MAPPO). This gap is critical given that the IoT-Edge-Cloud contin-

uum is inherently a distributed system where multi-agent architectures naturally map

to autonomous edge nodes.

Nearly Complete Absence of Federated Training Paradigm. Only 3 surveys provide

comprehensive coverage of centralized federated learning, with 6 offering partial treat-

ment. Most critically, no survey covers decentralized federated architectures, despite

their crucial trade-offs in convergence speed, scalability, and fault tolerance for large-

scale deployments. Furthermore, existing surveys treat federated learning as an iso-

lated technique rather than a training paradigm orthogonally combinable with different

control architectures, leaving federated single-agent and federated multi-agent design

spaces unexplored.
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Insuf�cient Comparative Analysis with Limited Design Guidance. While all surveys

include comparisons, most provide only qualitative descriptions lacking quantitative

performance evaluation or systematic deployment trade-offs. Only 2 surveys provide

comprehensive design guidelines, with 5 offering partial guidance. The fundamental

gap is that no survey provides a systematic comparative framework across the two-

dimensional space of control architectures and training paradigms, making it dif�cult

for system designers to map deployment characteristics to appropriate DRL con�gura-

tions.

Inadequate Coverage of Enhancement Techniques and Emerging Paradigms. Only

5 surveys cover advanced techniques that augment base DRL methods. These tech-

niques are essential for practical deployment, addressing challenges such as resource-

constrained devices, rapid adaptation to new environments, and safety constraint sat-

isfaction. However, existing surveys lack systematic analysis of their applicability to

IoT/edge/cloud scenarios or practical deployment guidelines. The potential of emerg-

ing paradigms to advance resource management capabilities also remains largely unex-

plored.

As shown in Table 2.1, this chapter is the �rst to provide comprehensive cover-

age across both dimensions of control scope (serial/parallel SARL, independent/CTDE

MARL) and training paradigms (standard, centralized/decentralized federated), intro-

duces a principled orthogonal taxonomy, provides systematic cross-dimensional com-

parative analysis with practical deployment guidelines, comprehensively reviews en-

hancement techniques, and provides in-depth analysis of emerging paradigms. By sys-

tematically addressing the fragmentation in existing literature, this chapter establishes a

comprehensive foundation for DRL-based resource management in the IoT-Edge-Cloud

continuum.

2.1.2 Chapter Contributions and Scope

This chapter makes the following contributions:

(1) Two-Dimensional Taxonomy. We propose a two-dimensional taxonomy that or-

thogonally separates control scope (single-agent vs. multi-agent) from training paradigm
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Table 2.1: Comparison of existing surveys on resource management in IoT/edge/cloud
computing environments (Ordered by Year).

Survey Year

Coverage Analytical Components

Standard Federated

Comparative Guidelines
Advanced

Techniques
DirectionsSARL MARL Centr-

alized
Decentr-

alizedSerial Parallel Indep. CTDE

Zhang et al. [10] 2023 X � � � X � X � � X

Chiang et al. [60] 2023 X � � � � � X � � X

Wang et al. [61] 2023 X � � � � � X � � X

Hortelano et al. [23] 2023 X � � � � � X � � X

Zabihi et al. [21] 2024 X � � � � � X � � X

Walia et al. [5] 2024 X � � � X � X X � X

Tang et al. [28] 2024 X � � � � � X � X X

Dong et al. [62] 2024 X � � � � � X � � X

Asghari et al. [63] 2024 � � � � � � X � � X

Maia et al. [64] 2024 � � � � � � X � � X

Zolghadri et al. [65] 2024 � � � � � � X � � X

Taleb et al. [52] 2025 X � � � � � X � � X

Rasouli et al. [12] 2025 � � � � � � X � � X

Vetriveeran et al. [66] 2025 X � � � � � X � � X

Yang et al. [8] 2025 X � X X � � X X � X

Wu et al. [67] 2025 X � � � X � X � X X

This chapter 2026 XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX

Note: XXX: Fully covered; ���: Partially covered; � ��: Not covered. SARL: Single-Agent RL; MARL: Multi-Agent RL; CTDE: Centralized Training with Decentralized Execution.

(standard vs. federated), resolving ambiguities in prior surveys that con�ate these inde-

pendent design dimensions.

(2) Comprehensive Literature Review. We systematically review over 100 papers

applying DRL to resource management in IoT-Edge-Cloud continuum (2020-early 2026),

organizing them through our two-dimensional taxonomy.

(3) Comparative Analysis and Design Guidelines. We systematically analyze and

compare methods within each taxonomy category and provide practical design guide-

lines mapping deployment requirements to appropriate algorithmic choices.

(4) Advanced Techniques Survey. We survey orthogonal enhancement techniques

including specialized network architectures, training optimizations, model compres-

sion, and safety mechanisms that apply across taxonomy categories.

(5) Open Challenges and Future Directions. We identify critical research challenges

where substantial gaps remain and outline promising directions for future research.

Scope. This chapter covers DRL methods for resource management in the IoT-Edge-

Cloud continuum (2020-early 2026). We exclude non-DRL methods and pure network-
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ing problems without explicit resource management objectives.

2.1.3 Organization

The rest of this chapter is organized as follows. Section 2.2 provides background on the

IoT-Edge-Cloud continuum, DRL fundamentals, and problem formulation. Section 2.3

presents our two-dimensional taxonomy. Sections 2.4 and 2.5 systematically review DRL

approaches under standard and federated training paradigms, each organized by con-

trol scope (SARL then MARL). Section 2.6 surveys advanced techniques. Section 2.7

discusses open challenges and future directions. Section 2.8 provides the conclusion.

2.2 Background and Preliminaries

This section establishes the foundational concepts for DRL-based resource management

in the IoT-Edge-Cloud continuum, covering the computing architecture (Section 2.2.1),

reinforcement learning framework (Section 2.2.2), and problem formulation (Section 2.2.3).

2.2.1 IoT-Edge-Cloud Continuum

The IoT-Edge-Cloud continuum is a hierarchical computing paradigm that bridges resource-

constrained IoT devices with cloud datacenters through intermediate edge infrastruc-

ture [52, 53]. Unlike cloud-centric architectures, this continuum distributes workloads

across three tiers based on latency requirements, resource availability, and data local-

ity [54].

As illustrated in Figure 2.1, the cloud layer provides virtually unlimited computa-

tional resources for intensive analytics and model training [52]. The edge layer, com-

prising base stations, cloudlets, and micro-datacenters, offers moderate resources with

low-latency access to end devices [52]. The IoT layer encompasses heterogeneous de-

vices with constrained computational capacity, memory, energy budgets, and intermit-

tent connectivity [2, 68]. Many IoT applications exhibit DAG-structured task dependen-

cies requiring precedence-aware scheduling [59, 69].



2.2 Background and Preliminaries 23

Figure 2.1: The IoT-Edge-Cloud continuum architecture.

This architecture presents three fundamental challenges that motivate learning-based

approaches:

Dynamic workloads. IoT applications generate highly variable traf�c patterns with

temporal dynamics and spatial heterogeneity [54]. User mobility further exacerbates un-

predictability [70], while DAG-structured dependencies impose time-varying execution

constraints [59]. Static policies cannot adapt to such variability.

Pervasive heterogeneity. The continuum spans devices with vastly different capa-

bilities, network technologies with variable bandwidth and latency, and applications

with fundamentally different QoS requirements [54, 59, 71]. Manual policy design for

each scenario is infeasible [26].

Model uncertainty. Stochastic task arrivals, network �uctuations, and device fail-

ures render accurate system modeling intractable [52, 59]. Optimization approaches as-

suming known models suffer severe performance degradation under such uncertainty.

These challenges, namely dynamism, heterogeneity, and uncertainty, necessitate adap-

tive approaches capable of learning effective policies through environmental interaction,

motivating the DRL methods formalized next.

2.2.2 Deep Reinforcement Learning Fundamentals

DRL provides a mathematical framework for sequential decision-making under uncer-

tainty, where an agent learns optimal behavior through environmental interaction [20].

Unlike supervised learning requiring labeled examples, DRL agents learn from evalu-

ative feedback in the form of sparse reward signals, making it suited to resource man-
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agement scenarios where optimal policies are unknown a priori but system performance

can be measured.

The problem is formalized as a Markov Decision Process (MDP), de�ned by the

tuple (S , A, P, R, g): state space S describing system con�gurations, action space A rep-

resenting available decisions, transition function P(s 0js, a) specifying state dynamics, re-

ward function R(s, a) providing scalar feedback, and discount factor g 2 [0, 1] balancing

immediate and future rewards.

A policy p : S ! D(A) maps states to action distributions. The agent's objective is

to discover a policy maximizing expected cumulative discounted reward:

J(p) = E t�p

"
¥

å
t=0

g tr t

#

, (2.1)

where t denotes a trajectory sampled by executing policy p. The state value function

Vp (s) and state-action value function Q p (s, a) represent expected cumulative rewards

from a given state or state-action pair, respectively. The optimal policy satis�es p � (s) =

arg maxa Q� (s, a).

Policy optimization follows three paradigmatic approaches: value-based methods learn

Q-functions and derive policies through value maximization; policy gradient methods

directly optimize parameterized policies; actor-critic methods maintain both policy and

value representations.

In multi-agent settings, the framework extends to Decentralized Partially Observ-

able MDPs (Dec-POMDPs), where each agent i receives local observations oi 2 O i , exe-

cutes actions ai 2 A i , and receives individual rewards r i . The joint action a = (a 1, . . . , an)

determines state transitions, creating strategic interactions addressed through indepen-

dent learning or coordinated training mechanisms.

2.2.3 Resource Management Problem Formulation

Resource management in the IoT-Edge-Cloud continuum can be naturally formulated

as MDPs where the system learns allocation, scheduling, and of�oading decisions to

optimize performance metrics.
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State space design. The state st typically aggregates three categories: system state

(resource utilization, energy levels, queue lengths), workload state (task characteristics,

application priorities, mobility patterns), and network state (bandwidth, latency, channel

quality, topology).

Action space design. The action a t speci�es resource management decisions that

may be discrete (of�oading decisions, server selection, cache admission), continuous

(resource allocation ratios, power levels, bandwidth shares), or hybrid combinations

thereof.

Reward function design. The reward r t encodes optimization objectives as scalar

feedback. Common formulations include single-objective rewards (e.g., r = �a � latency),

multi-objective weighted combinations (e.g., r = �a � latency � b � energy + g � throughput),

and constraint penalties for SLA violations or resource overloads.

Several challenges complicate MDP formulations in this domain:

Partial observability. Edge nodes lack complete visibility into global system state,

necessitating decentralized multi-agent formulations or recurrent architectures that infer

hidden state from observation histories.

Hybrid action spaces. Many problems require simultaneous discrete and continu-

ous decisions. Value-based methods handle discrete actions but struggle with contin-

uous spaces, while policy gradient methods accommodate both at increased training

complexity.

Multi-objective optimization. Con�icting objectives, such as latency versus energy

consumption, require careful reward engineering or constrained reinforcement learning

formulations.

Privacy and data sovereignty. Regulations such as GDPR mandate that sensitive

data remains within speci�c jurisdictions, prohibiting centralized data collection and

requiring federated learning paradigms.

These formulation challenges motivate the diverse DRL architectures reviewed in

subsequent sections, organized through our two-dimensional taxonomy.
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2.3 Taxonomy and Classi�cation Methodology

We propose a two-dimensional taxonomy that orthogonally separates control scope from

training paradigm for DRL-based resource management in the IoT-Edge-Cloud contin-

uum. This framework enables systematic comparison of methods based on:

• Dimension I: Control Scope. This dimension distinguishes approaches based on

the number of autonomous decision-making entities:

– Single-Agent Architecture (SARL): A uni�ed global policy is learned and de-

ployed to control resource management across the entire IoT-Edge-Cloud sys-

tem. While training may involve multiple distributed workers (e.g., A3C, IM-

PALA) to accelerate convergence, all system components ultimately execute

the same shared policy.

– Multi-Agent Architecture (MARL): Multiple autonomous agents are deployed

across the system (e.g., one per edge computing node or region), each learn-

ing and executing its own policy. Agents may operate independently (e.g.,

IPPO) or coordinate through cooperation (e.g., MADDPG, QMIX).

• Dimension II: Training Paradigm. This dimension categorizes approaches based

on whether federated learning is employed:

– Standard Training: No privacy constraints on data sharing. Training data, in-

termediate results (e.g., gradients, experiences), or model parameters can be

freely exchanged between computing nodes/regions.

– Federated Training: Training under strict data locality constraints for privacy

preservation. Raw training data remains local at each computing node/re-

gion. Nodes exchange only model information (e.g., parameters in FedAvg,

gradients in FedSGD) through federated aggregation mechanisms, preserv-

ing data sovereignty. Implementation can be through centralized architec-

tures (with a central server) or decentralized architectures (peer-to-peer coor-

dination).
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Table 2.2 summarizes the resulting taxonomy framework. The two dimensions are

orthogonal: any control scope (SARL or MARL) can be combined with any training

paradigm (Standard or Federated), yielding distinct architectural patterns with differ-

ent deployment requirements and performance characteristics. Detailed taxonomies for

each paradigm are presented in Figures 2.2 and 2.3.

Table 2.2: Two-dimensional taxonomy framework for DRL-based resource management
in IoT-Edge-Cloud continuum.

Training Paradigm

Control Scope
Single-Agent Architecture (SARL) Multi-Agent Architecture (MARL)

Standard Training (Fig. 2.2) 2.4.1 2.4.2

Federated Training (Fig. 2.3) 2.5.1, 2.5.2 2.5.1, 2.5.2

2.4 Standard Training Paradigm

The standard training paradigm assumes no privacy constraints on data sharing, en-

abling free exchange of training data, gradients, experiences, or model parameters be-

tween computing nodes. Within this paradigm, we categorize DRL approaches by con-

trol scope: single-agent architectures employ a uni�ed global policy offering coherent opti-

mization at the cost of potential scalability bottlenecks, while multi-agent architectures de-

ploy autonomous agents with individual policies, enabling distributed decision-making

that aligns with edge computing infrastructures.

Figure 2.2 illustrates the taxonomy under this paradigm. Section 2.4.1 explores single-

agent architectures with serial and parallel training approaches. Section 2.4.2 investi-

gates multi-agent architectures, analyzing independent learning and centralized train-

ing with decentralized execution.

2.4.1 Single-Agent Architectures (SARL)

SARL employs a uni�ed global policy to coordinate resource management across the

entire IoT-Edge-Cloud continuum. This centralized decision-making paradigm is par-
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Figure 2.2: Taxonomy of DRL methods under standard training paradigm.

ticularly prevalent in scenarios where: (i) a central controller has visibility into system-

wide state, (ii) resource pools can be managed holistically, and (iii) global optimization

objectives (e.g., minimizing end-to-end latency, maximizing throughput) outweigh the

bene�ts of distributed autonomy.

We organize SARL methods by their training mechanisms. Serial Training Approaches

execute learning on a single computational thread, suitable for small to medium-scale

deployments. Parallel Training Approaches leverage distributed workers to accelerate

learning, essential for large-scale IoT environments generating high-volume data streams.

This dichotomy re�ects a fundamental trade-off between implementation simplicity and

training scalability.

Serial Training Approaches

Serial training approaches sequentially collect experiences and update policies on a sin-

gle computational thread. These approaches remain widely adopted in resource man-

agement due to mature implementations, theoretical guarantees, and effectiveness in

moderately-sized problem spaces. We organize serial methods by their policy represen-

tation: Value-Based Methods learn state-action value functions to derive policies through

value maximization, Policy-Based Methods directly parameterize and optimize policies

using gradient ascent, and Actor-Critic Methods maintain both explicit policy and value

function representations to combine their respective advantages.



2.4 Standard Training Paradigm 29

Value-Based Methods. Value-based methods learn state-action value functions Q(s, a)

that estimate the expected cumulative reward of executing action a in state s, with poli-

cies derived through value maximization (e.g., p(s) = arg max a Q(s, a)). This indirect

policy representation is particularly suited to discrete action spaces common in resource

allocation decisions.

Deep Q-Network (DQN) [72] pioneered the integration of deep neural networks

with Q-learning by introducing experience replay (storing transitions (s, a, r, s 0) in a re-

play buffer D and sampling mini-batches to break temporal correlations) and a separate

target network to stabilize training. Subsequent innovations addressed DQN's limita-

tions: Double DQN [73] mitigates overestimation bias by decoupling action selection

and evaluation; Dueling DQN [74] decomposes Q(s, a) into state value V(s) and ad-

vantage A(s, a) streams, improving learning ef�ciency when many actions yield similar

values; Rainbow [75] synthesizes six orthogonal improvements (Double DQN for over-

estimation mitigation, dueling architecture for value-advantage decomposition, prior-

itized experience replay, multi-step learning, categorical value distribution, and noisy

networks for exploration), achieving superior sample ef�ciency.

In IoT-Edge-Cloud resource management, DQN variants have been extensively de-

ployed for discrete decision problems. Xiong et al. [76] applied DQN to minimize the

long-term weighted sum of task completion time and resource utilization in IoT edge

computing. Liao et al. [77] employed Double DQN to jointly optimize of�oading deci-

sions and resource allocation, balancing delay and energy consumption in mobile edge

computing. Birhanu Tadele et al. [78] leveraged Dueling DQN to minimize end-to-end

Age of Information in vehicular fog systems, improving information freshness for real-

time IoT services. Zhang et al. [79] deployed Rainbow DQN to reduce waiting delay

and system congestion in Industrial IoT data scheduling.

Despite their effectiveness for discrete decisions, value-based methods face inher-

ent limitations. Action spaces grow exponentially with decision dimensionality (e.g.,

simultaneously allocating CPU, memory, and bandwidth), causing the curse of dimen-

sionality [20, 80]. Furthermore, these methods cannot directly handle continuous action

spaces (e.g., precise power levels, bandwidth percentages) without discretization, which

introduces approximation errors and scalability issues [80]. These constraints motivate
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policy-based approaches that directly parameterize policies over continuous spaces.

Policy-Based Methods. Policy-based methods directly parameterize and optimize poli-

cies pq(ajs) without explicitly learning value functions, enabling natural handling of

continuous and high-dimensional action spaces. Modern policy gradient methods in-

corporate value function baselines to reduce variance while maintaining the core policy

optimization objective.

Trust Region Policy Optimization (TRPO) [41] ensures monotonic policy improve-

ment by constraining the KL divergence between successive policies, providing theo-

retical guarantees against catastrophic performance collapse. However, TRPO's second-

order optimization requirements impose substantial computational costs, limiting its

applicability to large-scale systems. Proximal Policy Optimization (PPO) [40] simpli�es

TRPO's approach through a clipped surrogate objective that limits the ratio between

new and old policies, preventing destructive updates. PPO's �rst-order implementa-

tion achieves comparable performance to TRPO with signi�cantly lower computational

overhead, explaining its widespread adoption in practice.

In resource management scenarios, these methods have proven particularly effec-

tive for problems with continuous action spaces and complex constraints. Priyadarshni

et al. [81] employed TRPO within a meta reinforcement learning framework for task of-

�oading in multi-access edge computing, reducing network traf�c and latency through

adaptive policy learning across diverse task topologies. Wang et al. [26] applied PPO

to optimize scheduling decisions, jointly minimizing system load and response time in

edge and fog computing environments, while Wang et al. [82] proposed an approach

based on PPO for computation of�oading, achieving fast adaptation to dynamic envi-

ronments with minimal retraining requirements.

The stability of PPO's policy updates is particularly valuable in production deploy-

ments where catastrophic performance degradation must be avoided. However, both

PPO and TRPO remain fundamentally on-policy, requiring fresh samples for each up-

date and continuous environment interaction, which limits sample ef�ciency compared

to off-policy methods that can reuse historical data. This motivates actor-critic architec-

tures that combine policy optimization with off-policy learning.
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Actor-Critic Methods. Actor-critic methods maintain explicit parameterizations of both

policy (actor) p q(ajs) and value function (critic) Q f (s, a) or Vy (s). The critic evaluates

actions to guide policy improvement, while the actor focuses on policy representation.

Off-policy actor-critic methods further enable experience replay, dramatically improv-

ing sample ef�ciency. This is critical for real-world deployments where environment

interactions are expensive.

Deep Deterministic Policy Gradient (DDPG) [80] adapts DQN's experience replay

and target networks to continuous control by learning a deterministic policy m q(s) guided

by a critic Q f (s, a). However, DDPG suffers from overestimation bias and sensitivity to

hyperparameters. Twin Delayed DDPG (TD3) [83] addresses these issues through three

key innovations: twin critics (taking the minimum to reduce overestimation), delayed

policy updates (updating the actor less frequently than critics), and target policy smooth-

ing (adding noise to target actions for regularization). Soft Actor-Critic (SAC) [84] fur-

ther improves sample ef�ciency and stability by incorporating maximum entropy rein-

forcement learning, which encourages exploration by maximizing both expected return

and policy entropy. SAC's automatic temperature tuning makes it particularly robust

across diverse tasks without extensive hyperparameter search.

These off-policy actor-critic methods have become the choice for continuous control

problems in resource management. Ale et al. [85] employed DDPG for task partitioning

and of�oading with constrained hybrid action spaces in mobile edge computing, effec-

tively handling both continuous and discrete decision variables. Li et al. [86] applied an

improved TD3 algorithm for resource allocation optimization in ISAC-aided vehicular

edge computing, minimizing total latency for delay-sensitive tasks through prioritized

experience sampling. Tang et al. [87] utilized SAC within a collective deep reinforcement

learning framework for intelligence sharing across distributed edge nodes, achieving su-

perior learning ef�ciency through local and collaborative learning mechanisms.

Comparative studies reveal nuanced trade-offs among these methods. Empirical

evaluations demonstrate that TD3 typically achieves higher asymptotic performance

through its delayed policy updates and target policy smoothing mechanisms [83], while

SAC exhibits superior sample ef�ciency and training stability via maximum entropy

reinforcement learning at the cost of increased computational overhead [84]. Both im-
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prove upon DDPG in various continuous control benchmarks [83, 84], with the choice

between them depending on the relative importance of �nal performance versus sample

ef�ciency in the speci�c application.

Parallel Training Approaches

As IoT deployments scale to millions of devices generating continuous data streams,

single-threaded serial training struggles to meet learning ef�ciency demands. Parallel

training architectures address this challenge by distributing the learning process across

multiple workers, enabling both faster convergence through increased data through-

put and improved exploration through diverse parallel trajectories. We distinguish two

paradigms based on what workers share: Gradient-Based Parallelism where workers com-

pute and communicate gradients, and Experience-Based Parallelism where workers collect

experiences for centralized learning.

Gradient-Based Parallelism. Gradient-based parallel methods distribute both envi-

ronment interaction and gradient computation across multiple workers that share a

global parameter server. Each worker independently collects experiences, computes

gradients, and contributes to global model updates, effectively parallelizing the entire

learning pipeline.

Asynchronous Advantage Actor-Critic (A3C) [88] pioneered this paradigm by exe-

cuting multiple workers asynchronously. Each worker updates shared parameters im-

mediately upon computing gradients without waiting for others. This asynchrony ac-

celerates learning by maximizing hardware utilization and provides implicit exploration

diversity as workers explore different parts of the state space simultaneously. The ad-

vantage function A(s, a) = Q(s, a) � V(s) reduces gradient variance, stabilizing learn-

ing despite asynchronous updates. However, A3C's asynchrony can cause workers to

compute gradients based on stale parameters, potentially degrading sample ef�ciency.

Advantage Actor-Critic (A2C), a synchronous variant proposed in the same paper, ad-

dresses this by batching gradients from all workers before updating, ensuring stable

gradient aggregation and better training consistency while trading off some parallelism

for improved stability.
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In edge computing scenarios, gradient-based parallelism naturally maps to distributed

edge infrastructure. Zou et al. [89] proposed A3C-DO, a regional resource scheduling

framework for edge scenarios that addresses device heterogeneity and task complexity

through dynamic of�oading decisions, achieving improved service quality and resource

utilization compared to conventional static strategies. Zhang et al. [27] extended A3C to

large-scale Industrial IoTs environments, employing Markov game-based modeling and

heuristic policy annealing to enable distributed asynchronous task scheduling across

edge clouds, effectively balancing workloads and reducing communication latency. Lu

et al. [90] developed A2C-DRL for dynamic scheduling in stochastic edge-cloud environ-

ments, leveraging advantage actor-critic learning to optimize online resource allocation

decisions under workload uncertainties and time-varying system conditions.

The key advantage of gradient-based parallelism lies in its simplicity and direct cor-

respondence to distributed edge deployments. However, the on-policy nature of A3C

and A2C limits sample reuse [20], and communication overhead of frequent gradient

exchanges can become problematic in bandwidth-constrained edge environments [91].

These limitations motivate experience-based methods that decouple data collection from

learning.

Experience-Based Parallelism. Experience-based parallel methods separate the roles

of actors (collecting experiences) and learners (training models), enabling massive par-

allelization of data collection while centralizing computation-intensive learning. Actors

execute policies to gather transitions (s, a, r, s0) and send them to a shared replay buffer;

learners sample from this buffer to train models off-policy. This decoupling allows ac-

tors to use slightly outdated policies, dramatically increasing scalability.

Ape-X DQN [92] scales DQN to hundreds of parallel actors by distributing expe-

rience collection while maintaining a single prioritized replay buffer. This architecture

signi�cantly reduces communication overhead compared to gradient-based methods, as

actors only transmit compact experiences rather than high-dimensional gradients. Ac-

tors periodically synchronize with the latest policy and contribute experiences with com-

puted priorities, while a central learner samples high-priority transitions for training.

This architecture achieved state-of-the-art performance on Atari benchmarks, demon-
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strating the power of massive parallelization. IMPALA (Importance Weighted Actor-

Learner Architecture) [93] extends this paradigm to policy-based methods using V-trace

off-policy correction, which adjusts for the discrepancy between actor and learner poli-

cies. IMPALA's architecture supports massive actor parallelization, making it suitable

for planet-scale deployments. R2D2 (Recurrent Replay Distributed DQN) [94] adds re-

current neural networks to handle partial observability, storing and replaying entire

episode sequences rather than individual transitions.

In large-scale IoT-Edge-Cloud systems, experience-based parallelism enables learn-

ing from massive distributed data sources. Zhang et al. [95] employed Ape-X DQN for

building demand response control, balancing thermal comfort and energy consump-

tion across edge-cloud infrastructure. Wang et al. [54] proposed TF-DDRL following

IMPALA for IoT application scheduling, jointly minimizing response time, energy con-

sumption, and monetary cost. Wang et al. [31] developed ReinFog integrating IMPALA

and R2D2 for adaptive resource management, reducing response time and energy con-

sumption in dynamic environments.

Experience-based methods offer unparalleled scalability, with near-linear speedup

as actors increase [92, 93]. However, they require substantial infrastructure (central-

ized replay buffers, high-bandwidth connections to learners) and introduce complex-

ity in managing actor-learner synchronization [92–94]. The choice between gradient-

based and experience-based parallelism depends on deployment constraints: gradient-

based methods suit moderate-scale edge deployments with good connectivity, while

experience-based methods excel in planetary-scale IoT scenarios where data collection

dominates computational costs.

Comparative Analysis and Design Guidelines

Single-agent architectures provide foundational capabilities for IoT-Edge-Cloud resource

management, offering coherent global optimization when centralized control is feasible

and bene�cial. Table 2.3 systematically compares SARL methods across their key char-

acteristics, strengths, and limitations in IoT-Edge-Cloud resource management.
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Strengths. SARL architectures offer several fundamental advantages. Uni�ed global

policies enable coherent system-wide optimization, avoiding coordination challenges

and suboptimal equilibria inherent to multi-agent approaches. Mature theoretical foun-

dations provide convergence guarantees and performance bounds under well-established

assumptions. Implementation simplicity reduces development complexity, as practi-

tioners manage a single policy rather than coordinating multiple interacting agents. Di-

rect policy deployment eliminates runtime coordination overhead, as all system compo-

nents execute the same policy without inter-component communication. Well-established

open-source implementations (e.g., Stable Baselines3, RLlib) accelerate development

and ensure reproducibility.

Challenges and Limitations. SARL faces fundamental scalability and robustness chal-

lenges as system complexity increases. As the number of managed resources grows,

global state representation becomes intractable, and centralized policy networks strug-

gle with exponentially expanding state-action spaces. Centralized controllers create sin-

gle points of failure, where controller unavailability halts resource management system-

wide. Disseminating global state and distributing policy updates consume substantial

bandwidth, particularly problematic in connectivity-limited edge networks. Processing

high-dimensional global state imposes computational demands that may exceed edge

controller capabilities. Single global policies struggle to adapt to heterogeneous local

conditions when different edge regions exhibit drastically different resource character-

istics, workload patterns, or network conditions.

Design Guidelines. Method selection should be driven by action space characteris-

tics and sample ef�ciency requirements. Value-based methods (DQN family) suit dis-

crete action spaces with manageable cardinality, while policy-based methods (TRPO,

PPO) handle continuous control and high-dimensional discrete problems. Off-policy

actor-critic methods (DDPG, TD3, SAC) excel when sample ef�ciency is critical, lever-

aging experience replay to maximize learning from expensive environment interactions.

Training architecture should scale with deployment size: serial training suf�ces for mod-

erate deployments, gradient-based parallelism (A3C, A2C) suits edge clusters with re-
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liable connectivity, and experience-based parallelism (Ape-X, IMPALA, R2D2) enables

planetary-scale systems with massive data generation. Deployment considerations in-

clude ensuring model size and inference latency align with edge controller capabilities,

evaluating robustness to distribution shift through domain randomization or online

adaptation, and implementing monitoring with failover mechanisms to detect policy

failures and switch to fallback controllers when necessary.

2.4.2 Multi-Agent Architectures (MARL)

While SARL approaches offer coherent global optimization, they face fundamental scal-

ability barriers in large-scale IoT-Edge-Cloud systems. The centralized decision-making

paradigm struggles when: (i) the state space grows exponentially with the number of de-

vices, rendering global state representation intractable [20]; (ii) communication latency

between edge nodes and central controllers violates real-time constraints [52]; (iii) het-

erogeneous edge domains (e.g., industrial IoT, smart cities, autonomous vehicles) exhibit

con�icting local objectives that cannot be reconciled through a single global policy [96].

MARL addresses these limitations by decomposing the resource management problem

across multiple autonomous agents, each responsible for local decision-making within

its domain (e.g., an edge server, a network slice, or a geographical region).

We organize MARL approaches based on their coordination mechanisms. Indepen-

dent Learning Approaches (Section 2.4.2) treat other agents as part of the environment,

learning without explicit coordination, suitable for scenarios with weak inter-agent de-

pendencies. Centralized Training with Decentralized Execution (CTDE) Approaches (Sec-

tion 2.4.2) leverage global information during training to learn coordinated policies

while maintaining distributed execution, the predominant paradigm for edge comput-

ing where training can occur in resource-rich cloud environments while execution must

be distributed across edge nodes.

Independent Learning Approaches

Independent learning approaches apply single-agent DRL methods to each agent inde-

pendently, treating other agents' actions and policies as part of stochastic environment
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Table 2.3: Systematic Comparison of Single-Agent DRL Methods for IoT-Edge-Cloud
Continuum Resource Management

Category Method Year Action
Space

Key Characteristics Literature Policy
Type

Strengths Limitations

Serial –
Value-Based

DQN 2015 Discrete Experience replay;
Target network;
Pioneering deep
Q-learning

[76] Off Stable training;
Mature
implementations;
Convergence
guarantees

Discrete actions
only; Exponential
action space
growth; Cannot
handle
continuous
control

Double
DQN

2016 Discrete Decoupled action
selection/evaluation;
Reduces overestimation

[77]

Dueling
DQN

2016 Discrete Value-advantage
decomposition; Ef�cient
with sparse rewards

[78]

Rainbow 2018 Discrete 6 orthogonal DQN
extensions; Superior
sample ef�ciency

[79]

Serial –
Policy-Based

TRPO 2015 Cont/Disc KL-constrained
updates; Monotonic
improvement;
Second-order
optimization

[81] On Handles
continuous and
high-dimensional
actions; Direct
policy
optimization

On-policy limits
sample reuse;
Requires
continuous
environment
interaction

PPO 2017 Cont/Disc Clipped surrogate
objective; First-order
ef�ciency;
Production-grade

[26]; [82]

Serial –
Actor-Critic

DDPG 2016 Continuous Deterministic policy;
DQN-style replay for
continuous control

[85] Off Off-policy sample
reuse; Combines
policy and value
learning

Training
complexity;
Hyperparameter
sensitivity;
Requires careful
tuning

TD3 2018 Continuous Twin critics; Delayed
policy updates; Target
smoothing

[86]

SAC 2018 Continuous Maximum entropy
framework; Auto
temperature tuning;
Robust

[87]

Parallel –
Gradient-Based

A3C 2016 Cont/Disc Asynchronous workers;
Advantage function;
Immediate updates

[89]; [27] On Accelerated
training; High
exploration
diversity; Natural
distributed
architecture

On-policy limits
reuse; Gradient
communication
overhead;
Staleness issuesA2C 2016 Cont/Disc Synchronous batching;

Stable gradient
aggregation;
Consistency

[90]

Parallel –
Experience-
Based

Ape-X 2018 Discrete Hundreds of actors;
Prioritized distributed
replay

[95] Off Massive
scalability;
Actor-learner
decoupling;
Near-linear
speedup

Centralized
infrastructure
needed; High
bandwidth
demandsIMPALA 2018 Cont/Disc Large-scale actors;

V-trace off-policy
correction

[54]; [31]

R2D2 2019 Discrete Recurrent networks;
Episode-level replay;
Partial observability

[31]
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dynamics. Each agent i learns its own policy p i (ai joi ) based solely on local observations

and rewards, without explicit knowledge of other agents. This paradigm offers extreme

simplicity and scalability, as agents require no inter-agent communication and can be

trained in parallel. We distinguish three categories: Independent Value-Based Methods,

Independent Policy-Based Methods, and Independent Actor-Critic Methods.

Independent Value-Based Methods. Independent value-based methods learn sepa-

rate state-action value functions Q i (oi , ai ) for each agent, with policies derived through

independent value maximization. Each agent treats other agents' behaviors as stochas-

tic environment dynamics, inheriting the discrete action space suitability of value-based

methods. Independent DQN (IDQN) is the predominant approach in this category.

IDQN [97] applies DQN to multi-agent scenarios where each agent i maintains its

own Q-network Q qi (oi , ai ) with independent experience replay buffer D i . This fully

decentralized approach achieves extreme scalability, as adding new agents requires no

modi�cation to existing agents' training processes.

In IoT-Edge-Cloud resource management, independent value-based methods have

been successfully deployed in scenarios with loose coupling between edge domains.

Cui et al. [98] employed IDQN to maximize long-term reward balancing throughput

and power consumption in UAV network resource allocation, enabling each UAV to

autonomously optimize user selection, power, and subchannel assignment through de-

centralized learning. Waqar et al. [99] proposed an IDQN-based approach to maxi-

mize effective throughput in NOMA-enabled MEC systems, incorporating �ngerprint-

augmented states to mitigate non-stationarity from concurrent agent learning. Shahid

et al. [100] employed IDQN to minimize handover failures for mobile edge connectivity

in small-cell networks, incorporating topology-aware prioritized experience replay to

enhance learning ef�ciency across dynamic network topologies.

The effectiveness of independent value-based methods is limited by discrete action

spaces. Continuous resource allocation requires discretization, introducing approxima-

tion errors [58]. Furthermore, deep Q-functions may insuf�ciently capture complex

state-action relationships in high-dimensional observation spaces [57, 101]. These limi-

tations motivate independent policy gradient methods.
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Independent Policy-Based Methods. Independent policy-based methods extend pol-

icy gradient methods to multi-agent settings by maintaining separate policies for each

agent. Each agent directly optimizes its policy through gradient ascent on expected re-

turns using local trajectories. This approach naturally handles continuous action spaces,

suitable for scenarios requiring precise control. Independent PPO (IPPO) is the predom-

inant approach due to its training stability.

IPPO [102] extends PPO's clipped surrogate objective to multi-agent settings. Each

agent independently applies PPO updates, maintaining its own policy p qi , old policy

p qi,old
, and critic network V y i (oi ) for advantage estimation, all computed from local tra-

jectories. IPPO inherits PPO's training stability while achieving multi-agent scalability.

Lin et al. [103] employed IPPO to maximize computing energy ef�ciency in vehicu-

lar edge computing networks, enabling each vehicular user equipment to autonomously

learn of�oading policies through fully distributed training without information sharing

while jointly optimizing VEC server selection and power allocation. Liu et al. [104] de-

veloped an IPPO-based approach for time-sensitive IoT applications in edge networks,

incorporating hybrid action space optimization to jointly handle discrete resource unit

selection and continuous power adjustment while guaranteeing differentiated Quality-

of-Service (QoS) requirements among heterogeneous IoT devices.

Independent policy gradient methods achieve continuous control but face training

instability in strongly-coupled scenarios [105]. Non-stationary environments also cause

oscillatory behavior when agents rapidly adjust policies [106]. While effective in weakly-

coupled scenarios, these methods lack mechanisms to explicitly model other agents.

Independent Actor-Critic Methods. Independent actor-critic methods maintain sepa-

rate actor-critic pairs for each agent, where agent i independently learns both a policy

p qi (ai joi ) (actor) and value function Q y i (oi , ai ) (critic). This approach combines continu-

ous action capability with sample ef�ciency through off-policy learning and experience

replay. Independent DDPG (IDDPG) serves as the primary approach in this category.

IDDPG [105] applies DDPG to multi-agent scenarios where each agent maintains

its own actor network, critic network, and corresponding target networks. Each agent

independently maintains experience replay buffer D i and updates networks through
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independent gradient descent. This achieves deterministic policy optimization without

inter-agent coordination.

Zheng et al. [107] employed IDDPG to minimize Age of Information in wireless-

powered IoT networks, where each mobile node independently learns policies for relay

selection, channel allocation, transmission duration, and power control through sepa-

rate actor-critic pairs with independent experience replay.

The effectiveness of independent actor-critic methods is limited by environment non-

stationarity from concurrent policy updates [108]. When agents' policies evolve simul-

taneously, critic value estimation becomes unreliable as environment dynamics shift,

potentially causing training instability or convergence to suboptimal equilibria.

Centralized Training with Decentralized Execution (CTDE) Approaches

Independent learning approaches struggle under strong inter-agent dependencies, as

agents treat each other's evolving policies as environment dynamics, leading to non-

stationarity and suboptimal coordination [105, 106]. CTDE addresses this by exploiting a

key asymmetry in IoT-Edge-Cloud deployments: training leverages global information

in resource-rich cloud environments, while execution remains distributed across edge

nodes using only local observations. We distinguish two CTDE paradigms: Value De-

composition Methods factorize global value functions for decentralized discrete action se-

lection, while Centralized Critic Methods employ critics with global information to guide

distributed actors for both discrete and continuous control.

Value Decomposition Methods. Value decomposition methods address coordinated

discrete action selection while maintaining decentralized execution by factorizing global

Q-functions into local components. The core idea is learning a joint action-value function

Qtot(o, a) that decomposes into agent-speci�c utilities Q i (oi , ai ), such that global optimal

actions can be obtained through independent local maximization.

Value Decomposition Networks (VDN) [109] achieves this through additive decom-

position: Q tot(o, a) = å n
i=1 Qi (oi , ai ). VDN's simplicity enables ef�cient training but

imposes restrictive assumptions that may fail under complex non-linear agent interac-

tions. QMIX [110] relaxes this constraint through monotonic value factorization using a
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mixing network while maintaining ¶Qtot
¶Qi

� 0, enabling more expressive value functions

through hypernetworks conditioned on global state.

In edge computing scenarios, value decomposition methods have proven particu-

larly effective for discrete resource allocation problems. Raivi and Moh [111] employed

VDN combined to minimize energy consumption and delay in UAV-enabled IoT for

post-disaster data aggregation and computation of�oading. Yu et al. [112] developed

a QMIX-based delay minimization algorithm for heterogeneous UAV-swarm-enabled

aerial edge computing networks, leveraging monotonic value function factorization to

jointly optimize cooperative computation of�oading and trajectory planning while bal-

ancing coverage and collaborative task distribution among UAVs with diverse capabili-

ties.

Value decomposition methods provide decentralized execution guarantees through

the Individual-Global-Max principle [113] and communication-free scalability [109]. How-

ever, their structural constraints and limitation to discrete actions restrict applicability

in IoT-Edge-Cloud deployments with intricate inter-dependencies [66].

Centralized Critic Methods. Centralized critic methods implement CTDE by employ-

ing critics that observe global information during training to guide distributed actors,

eliminating non-stationarity by directly modeling other agents' policies. This category

supports both discrete and continuous action spaces.

Multi-Agent Deep Deterministic Policy Gradient (MADDPG) [105] pioneered CTDE

actor-critic for continuous control. Each agent maintains a deterministic policy m qi (oi )

and a centralized critic Q f i (o, a) observing global state during training, while execu-

tion remains decentralized. Counterfactual Multi-Agent (COMA) [114] addresses credit

assignment through counterfactual advantages measuring each agent's marginal con-

tribution, particularly effective for discrete action spaces. Multi-Agent Proximal Policy

Optimization (MAPPO) [102] extends PPO through centralized value functions for ad-

vantage estimation, combining training stability with CTDE coordination.

Applications of centralized critic methods in IoT-Edge-Cloud systems span multiple

domains. He et al. [53] employed MADDPG to jointly maximize cache hit ratio and

minimize traf�c load in cloud-to-edge proactive caching, combining hyperdimensional
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computing with Transformer for content prediction and dynamic placement optimiza-

tion. Subhan et al. [71] developed a COMA-based edge-assisted rate adaptation ap-

proach to maximize Quality of Experience (QoE) and fairness across multiple clients in

360 video streaming. Yao et al. [115] proposed a MAPPO-based approach to minimize

task processing and transmission delays in crowd-edge computing under partial net-

work observability while balancing loads across heterogeneous computation resources.

Centralized critic methods provide maximum �exibility, supporting both continuous

and discrete action spaces through different algorithmic approaches. However, com-

pared to value decomposition methods, they typically exhibit higher sample complexity

and greater sensitivity to hyperparameters [106].

Comparative Analysis and Design Guidelines

Multi-agent architectures provide essential capabilities for managing large-scale, het-

erogeneous IoT-Edge-Cloud deployments, but their effectiveness depends critically on

matching coordination mechanisms to application requirements. Table 2.4 systemati-

cally compares MARL methods across their key characteristics, strengths, and limita-

tions in IoT-Edge-Cloud resource management.

Strengths. MARL architectures offer several fundamental advantages for distributed

resource management. Distributed decision-making scales naturally with system size,

avoiding computational and communication bottlenecks inherent to centralized control.

The multi-agent architecture aligns naturally with the inherently distributed IoT-Edge-

Cloud architecture, where autonomous edge nodes make local decisions with limited

global visibility. Parallel learning across multiple agents accelerates exploration and

training, as diverse agents encounter different state-action combinations simultaneously.

CTDE approaches provide coordinated global optimization while maintaining decen-

tralized execution, eliminating runtime communication overhead.

Challenges and Limitations. MARL introduces unique challenges absent or less se-

vere in SARL. Each agent's environment includes other learning agents whose policies

evolve during training, violating the Markov assumption and creating non-stationarity
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that persists even when CTDE approaches mitigate it during training. Determining

individual agents' contributions to collective outcomes remains challenging when re-

wards are sparse or global, requiring value decomposition or counterfactual methods

that introduce architectural complexity and structural assumptions. Agents must learn

compatible policies despite partial observability and limited communication, critical in

bandwidth-constrained edge networks. CTDE methods require global information ex-

change during training, creating bandwidth demands in distributed edge deployments

despite decentralized execution.

Design Guidelines. Coordination mechanism selection should be driven by inter-agent

dependency strength. Independent learning suits weak dependencies and isolated re-

source pools, while CTDE approaches are essential for shared resources, cascading ef-

fects, or global optimization objectives. System scale dictates feasibility: independent

learning scales linearly to thousands of agents, while CTDE methods scale to moderate

counts before communication costs dominate. Agent architecture design must balance

local state suf�ciency with communication overhead, with discrete action spaces favor-

ing value decomposition and continuous control requiring actor-critic methods.

2.4.3 SARL vs MARL

The choice between single-agent and multi-agent architectures depends on system scale,

objective alignment, and communication infrastructure. SARL is well-suited when: (i)

the number of managed entities (edge servers, IoT clusters, network slices) is moder-

ate, allowing tractable global state representation; (ii) all system components share a

coherent optimization objective expressible as a uni�ed reward function (e.g., minimiz-

ing system-wide energy consumption, maximizing aggregate throughput); (iii) reliable

communication exists between edge nodes and a central controller for policy dissemina-

tion. MARL becomes necessary when: (i) system scale grows to hundreds or thousands

of entities, rendering global state spaces intractable for centralized policy networks; (ii)

heterogeneous edge domains exhibit con�icting local objectives that cannot be recon-

ciled through a single global policy (e.g., cross-operator federations where each operator

maximizes its own pro�t, smart cities where traf�c management and energy grids have
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Table 2.4: Systematic Comparison of Multi-Agent DRL Methods for IoT-Edge-Cloud
Continuum Resource Management

Category Method Year Action
Space

Key Characteristics Literature Coordination Strengths Limitations

Independent –
Value-Based

IDQN 2017 Discrete Per-agent replay;
Local observations
only; DQN extension

[98]; [99];
[100]

Implicit; En-
vironment
as others

Extreme
scalability; No
comm. overhead;
Simple
implementation

May converge to
suboptimal
equilibria;
Training
instability

Independent –
Policy-Based

IPPO 2020 Cont/Disc Clipped objective;
Independent critics;
PPO extension

[103]; [104] Implicit; En-
vironment
as others

Training stability;
Multi-agent
scalability

Non-stationary
learning;
Suboptimal
coordination

Independent –
Actor-Critic

IDDPG 2017 Continuous Separate actor-critic
pairs; Independent
replay; Deterministic
policy

[107] Implicit; En-
vironment
as others

Continuous
control;
Off-policy
ef�ciency;
Deterministic
optimization

Non-stationarity;
Training
instability;
Suboptimal
equilibria

CTDE – Value
Decomp.

VDN 2018 Discrete Additive
factorization;
Decentralized
argmax; Linear
mixing

[111] Explicit;
Value
mixing

Decentralized
execution
consistency; High
scalability;
Comm-free
execution

Requires global
state; Discrete
actions only;
Expressiveness
limited by
constraints

QMIX 2018 Discrete Monotonic mixing;
Hypernetworks;
Non-linear
factorization

[112]

CTDE –
Centralized
Critic

MADDPG 2017 Continuous Deterministic policy;
Shared replay buffer;
DDPG extension

[53] Explicit;
Centralized
critic
guidance

Mitigates
non-stationarity;
Handles complex
interactions; No
structural
constraints

High sample
complexity;
Hyperparameter
sensitive;
Requires global
state

COMA 2018 Discrete Counterfactual
advantages; Action
enumeration;
Explicit credit
assignment

[71]

MAPPO 2021 Cont/Disc Clipped objective;
Variance reduction;
PPO extension

[115]
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fundamentally different criteria); (iii) communication latency or bandwidth constraints

prevent timely global state aggregation. Independent learning suits weakly-coupled sce-

narios where agents have minimal mutual in�uence, while CTDE methods are essential

when strong inter-agent dependencies demand coordinated policies despite distributed

execution.

The progression from SARL to MARL re�ects the growing scale and heterogeneity

of IoT-Edge-Cloud systems. However, all methods discussed in this section assume free

access to training data, whether through centralized collection (SARL) or global state

access via centralized critics (CTDE). In practice, privacy regulations, communication

constraints, and data sovereignty requirements often render such data centralization

infeasible. Section 2.5 addresses this challenge by introducing the federated learning

paradigm, which enables collaborative training without sharing raw data.

2.5 Federated Training Paradigm

The standard training paradigm assumes unrestricted access to training data. However,

this assumption is increasingly untenable in real-world IoT-Edge-Cloud deployments

due to three fundamental constraints: (i) privacy regulations such as GDPR and HIPAA

prohibit raw data transmission across administrative boundaries [33]; (ii) communication

costs make continuous data uploading from resource-constrained IoT devices economi-

cally infeasible [116]; (iii) data sovereignty requirements mandate that data remains locally

stored within speci�c jurisdictions [117].

Federated learning addresses these constraints by inverting the traditional paradigm:

rather than moving data to models, it moves models to data. Each node maintains lo-

cal training data and periodically exchanges only model updates with an aggregator,

ensuring raw data never leaves its origin while enabling collaborative learning.

Figure 2.3 illustrates the taxonomy under this paradigm. Centralized Federated Archi-

tectures (Section 2.5.1) employ a central aggregator for weighted aggregation, providing

faster convergence at the cost of potential bottlenecks. Decentralized Federated Architec-

tures (Section 2.5.2) eliminate central aggregation through peer-to-peer exchange, offer-

ing superior fault tolerance at the cost of slower convergence.
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Figure 2.3: Taxonomy of DRL methods under federated training paradigm.

2.5.1 Centralized Federated Architectures

Centralized federated architectures implement a hierarchical topology where a central

aggregator coordinates training across distributed computing nodes [117]. This archi-

tecture is particularly prevalent in IoT-Edge-Cloud scenarios where: (i) a trusted central

entity (e.g., cloud service provider, edge orchestrator) can be designated as the aggrega-

tor [14]; (ii) communication infrastructure supports reliable uplink/downlink channels

between nodes and the central server [117]; (iii) the number of participating nodes is

suf�ciently large that the communication overhead of centralized aggregation is out-

weighed by faster convergence compared to decentralized alternatives [47].

The centralized paradigm offers several practical advantages for resource manage-

ment applications. First, synchronized global aggregation enables deterministic conver-

gence analysis and theoretical guarantees under standard assumptions (e.g., bounded

gradient dissimilarity, Lipschitz-continuous loss functions) [118]. Second, the central

aggregator can implement sophisticated client selection strategies, prioritizing updates

from nodes with more informative local data or better communication conditions [68].

Third, centralized coordination simpli�es the implementation of privacy mechanisms

such as secure aggregation and differential privacy, as cryptographic protocols can be

executed between each client and a single trusted server [68].

Architecture Overview and Mechanisms

Central Aggregator Architecture. The centralized federated architecture consists of

three primary components: (i) a central aggregator that maintains the global model and

orchestrates training rounds, (ii) multiple participating nodes that store local training data
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and compute model updates, and (iii) a communication protocol de�ning message ex-

change and synchronization strategies. In IoT-Edge-Cloud deployments, the aggregator

typically resides on a cloud server or regional edge controller, while participating nodes

may be edge servers, IoT gateways, or capable IoT devices [119].

The training process proceeds in iterative rounds. At round t, the aggregator broad-

casts global model qt to selected clients St � N . Each client k 2 S t performs local

training on private dataset D k for E local epochs, computing updated parameters q t+1
k .

Clients upload local updates D t
k = q t+1

k � q t to the aggregator, which produces new

global model q t+1 through weighted aggregation and broadcasts it for the next round.

This architecture introduces three key design parameters [117]: client participation

fraction C balances gradient estimate quality against communication overhead; local epochs

E reduces communication frequency but may cause client drift under heterogeneous

data distributions [14]; batch size B stabilizes local training but reduces exploration.

These trade-offs require careful calibration based on deployment scenarios.

Centralized Aggregation Algorithms. The aggregation algorithm de�nes how the cen-

tral server combines local updates into the global model, directly determining conver-

gence speed and robustness to data heterogeneity.

Federated Averaging (FedAvg) [117] is the foundational aggregation algorithm. The

server computes a weighted average qt+1 = å k2S t
nk
n qt+1

k , where nk is client k's local

dataset size, ensuring clients with more data have proportionally greater in�uence. Fe-

dAvg's simplicity has made it the default baseline [14], though it may converge slowly

under severe data heterogeneity [118].

Federated Proximal (FedProx) [118] addresses client drift by adding a proximal term
m
2kq � q tk2 to each client's local objective, where m > 0 penalizes deviation from the

global model. This regularization limits local model drift, improving convergence ro-

bustness under heterogeneous data distributions.

Adaptive Federated Optimization methods (FedAdam, FedYogi, FedAdagrad) [120]

apply adaptive learning rate techniques at the server level. Rather than simple averag-

ing, the server maintains momentum-based statistics of aggregated gradients, tracking

�rst and second moments to dynamically adjust per-parameter learning rates. These
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methods accelerate convergence on heterogeneous objectives by automatically adapting

to different learning rate requirements across clients [121].

Convergence and Communication Analysis. Centralized federated learning introduces

unique convergence challenges absent in standard training. The key issue is client drift:

when clients perform multiple local updates on heterogeneous data, local models di-

verge from the global optimum, with drift accumulating across rounds [14]. Theoreti-

cal analysis establishes convergence under standard assumptions (strongly convex loss,

Lipschitz gradients, bounded variance), but convergence degrades with data hetero-

geneity and excessive local computation [14]. For DRL applications, non-stationarity

and sample correlation further complicate convergence, requiring careful tuning of lo-

cal epoch numbers to avoid catastrophic divergence from extrapolation error [20].

Communication ef�ciency is critical in bandwidth-constrained IoT-Edge scenarios,

as each round incurs bidirectional transfer of model parameters at megabyte scale across

thousands of devices [15]. Techniques including gradient compression, periodic aggre-

gation, and client sampling reduce communication overhead but typically trade off con-

vergence speed or �nal model quality, requiring careful balance based on network con-

ditions and application requirements [15].

Centralized Federated Single-Agent Approaches

Federating SARL methods for IoT-Edge-Cloud resource management presents unique

challenges beyond standard federated supervised learning. DRL training involves se-

quential decision-making where each agent interacts with an environment, collects tra-

jectories (sequences of state-action-reward transitions), and updates its policy based on

these experiences. In a federated setting, edge nodes execute local policies to manage

their respective resources, generating trajectories from their local environments (e.g.,

local workload patterns, network conditions, device characteristics) [68]. The core chal-

lenge is enabling these distributed nodes to collaboratively learn a uni�ed global policy

without sharing raw trajectory data [121].

The federated single-agent paradigm assumes all nodes ultimately deploy the same

global policy p q but train on heterogeneous local environments. For instance, in a multi-
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region edge content caching system, each edge region manages its cache using the same

policy architecture, but local request patterns (state distributions) and cache hit rewards

differ signi�cantly across regions. Federated learning enables cross-region knowledge

transfer while respecting data locality constraints [121].

Federated Value-Based Methods. Federating DQN-family methods applies federated

aggregation to Q-networks. Each edge node k maintains a local Q-network Q qk
and

experience replay buffer D k. During local training, nodes sample mini-batches from

local buffers and perform standard DQN updates. After local training, nodes upload

Q-network parameters to the central aggregator, which combines them into a global Q-

network that is redistributed for the next training round.

Tong et al. [59] employed federated DQN with FedAvg-based aggregation and au-

tomated hyperparameter optimization to jointly minimize response time and energy

consumption in multi-objective DAG task of�oading, combining edge rank sorting with

hyperparameter tuning for distributed collaborative learning while preserving privacy.

Zhao et al. [122] developed federated DQN with FedAvg and Thompson sampling-

based server selection to minimize system cost and maximize cache hit rate in edge

caching, employing two-phase action selection to handle heterogeneous requests while

reducing signaling overhead through smart agent selection.

However, federated value-based methods face the challenge of heterogeneous state-

action distributions. When edge nodes observe different state distributions, the aggre-

gated Q-function may average con�icting value estimates [123]. For example, an ac-

tion might have high Q-value in a high-bandwidth region but low Q-value in a low-

bandwidth region. Simple aggregation produces a mediocre Q-estimate potentially in-

effective in both regions [123]. This challenge motivates personalized federated learning

approaches or client clustering strategies based on environment similarity.

Federated Policy-Based Methods. Policy gradient methods (PPO) map more naturally

to federated learning than value-based methods because policies can be directly aver-

aged, and policy gradient estimators naturally aggregate across distributed rollouts.

Each edge node k collects trajectories tk = f(s t , at , rt )g from its local environment us-
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ing the current global policy p q, computes local policy gradients r qJk(q), and performs

gradient ascent steps. The aggregator averages local policy parameters (or gradients) to

update the global policy.

Wei et al. [55] employed federated PPO with personalized FedAvg aggregation to

minimize delay and energy consumption in low-altitude vehicular fog computing through

attention mechanism and contextual clustering. The multi-head attention mechanism

enables agents to infer encoded global information while the personalized aggregation

weights are based on cosine similarity between regional contexts and cluster centroids.

Shen et al. [124] developed asynchronous federated PPO with staleness-aware FedProx

aggregation to minimize latency and energy consumption in UAV-assisted DAG task

of�oading. The framework incorporates task priority models and dependency graphs

to enable intelligent scheduling with real-time global updates through staleness-based

mixing parameters.

A unique advantage of federated policy gradient methods is compatibility with im-

portance sampling corrections [93]. Since nodes may perform multiple local updates

before synchronization, the on-policy assumption (trajectories collected by the current

policy) is violated when using stale global policies for local rollouts [117]. Standard off-

policy corrections (e.g., importance sampling weights) can be applied during local ad-

vantage estimation to account for policy lag, maintaining convergence guarantees [93].

Federated Actor-Critic Methods. Off-policy actor-critic methods (DDPG, TD3, SAC)

present both opportunities and challenges for federation. The opportunity lies in expe-

rience replay, which allows nodes to perform many local updates on their replay buffers

before communicating, amortizing communication costs. The challenge is that both ac-

tor and critic networks can be federated, and critic networks are particularly sensitive to

distribution shift as different nodes observe different state-action distributions.

Zhou et al. [125] employed federated DDPG with a weighted FedAvg to minimize

delay and maximize cache hit rate in edge caching, using similarity-based weights for

agent personalization. Zheng et al. [126] developed federated TD3 with FedAvg to

maximize FL accuracy-to-energy ratio in EdgeIoT through data-proportional parame-

ter aggregation and LSTM state prediction. Huang et al. [127] proposed transformer-
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based federated SAC with attention-weighted FedAvg to minimize latency and energy

in MEC, using multi-head attention for dynamic context-aware aggregation.

The key design consideration for federated actor-critic methods is determining which

components to federate [15]. While actor networks can bene�t from federation (as poli-

cies often generalize across similar environments), critic networks are more environment-

speci�c [121]. Federated critics may suffer from averaging con�icting value estimates

when nodes observe substantially different state-action distributions [121]. The choice

between full federation (both actor and critic), partial federation (actor only), or hybrid

approaches (federated actor with personalized critics) depends on environment similar-

ity and communication constraints.

Centralized Federated Multi-Agent Approaches

Federating MARL introduces an additional layer of complexity. The system must not

only handle federated learning across edge nodes but also coordinate multiple agents

within each node's local environment [128]. This scenario arises naturally in hierarchi-

cal IoT-Edge-Cloud systems. For example, consider a smart city deployment where each

city district operates an edge cluster managing traf�c lights, streetlights, and surveil-

lance cameras. Each district wants to learn coordinated policies for its infrastructure

(multi-agent problem) while collaborating with other districts (federated learning) with-

out sharing sensitive citizen data.

Existing federating MARL research predominantly focuses on federated CTDE ap-

proaches that leverage centralized training with decentralized execution structure to

achieve stronger agent coordination in federated environments. CTDE methods require

access to global state or joint observations during training (e.g., QMIX's mixing net-

works, MADDPG's centralized critics). In federated settings, sharing this global infor-

mation across edge nodes violates privacy constraints, yet CTDE methods fundamen-

tally rely on centralized information during training.

The solution is hierarchical information aggregation. Within each edge node k, lo-

cal agents can access local global state (observations of all agents within that node),

enabling local CTDE training. The central federated aggregator combines these locally-
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trained CTDE structures. For instance, in Federated QMIX, each edge node k maintains

local agent networks fQ k
i g and a local mixing network f k

mix that combines them using

local global state. During federation, both agent networks and mixing networks are

aggregated across nodes: Qglobal
i = å k

nk
n Qk

i and f global
mix = å k

nk
n f k

mix.

Yin et al. [69] employed federated QMIX with loss-weighted FedAvg to minimize

migration latency and maximize task completion rate in mobile crowdsensing, integrat-

ing graph attention networks to extract DAG task dependencies while aggregating pa-

rameters based on loss function ratios. Lei et al. [129] developed federated MADDPG

with loss-weighted FedAvg to maximize task completion rate in vehicular edge com-

puting, proving the task of�oading problem forms a non-cooperative potential game to

ensure Nash equilibrium convergence. Zeng et al. [130] proposed a federated MAPPO-

based approach with loss-weighted FedAvg to minimize average of�oading delay in

RIS-assisted V2X networks, aggregating actor and critic parameters based on objective

function ratios to jointly optimize RIS re�ection coef�cients and beamforming vectors.

A critical design question is whether to federate the centralized training components

(mixing networks, centralized critics) [131]. Current practice suggests federating both

decentralized actors and centralized coordinators, as coordination patterns (e.g., how

to balance load among agents) often generalize across environments even when state

distributions differ [128]. However, this remains an active research area with limited

theoretical guidance.

Comparative Analysis and Design Guidelines

Centralized federated architectures offer compelling advantages for IoT-Edge-Cloud re-

source management applications but require careful design to address inherent chal-

lenges.

Strengths. Centralized federation provides several key advantages. Synchronized global

aggregation achieves faster convergence than decentralized alternatives. Privacy mech-

anism deployment is simpli�ed as cryptographic protocols (secure aggregation, differ-

ential privacy) operate between clients and a single trusted server. The central aggrega-

tor enables sophisticated client management including adaptive selection, personalized
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aggregation weights, and convergence-based early stopping. Theoretical convergence

guarantees under standard assumptions (bounded heterogeneity, Lipschitz continuity)

provide con�dence for practical deployment.

Challenges and Limitations. Centralized architectures face fundamental scalability

constraints. The central aggregator creates communication bottlenecks as all clients

must exchange updates each round, consuming bandwidth that scales linearly with

client count. Aggregator unavailability halts training system-wide, creating single points

of failure. Simple averaging-based aggregation struggles under severe data hetero-

geneity, requiring specialized algorithms (FedProx) or client grouping strategies. Syn-

chronous aggregation suffers from straggler problems where slow clients delay entire

rounds, while asynchronous variants introduce staleness that degrades convergence

quality.

Design Guidelines. Algorithm selection should match environment characteristics:

standard FedAvg for homogeneous edge deployments, FedProx for heterogeneous data

distributions with proximal coef�cients tuned to distribution divergence, and adaptive

methods (FedAdam, FedYogi) when convergence speed is critical. Hyperparameter tun-

ing must balance communication frequency and convergence quality, with local epochs

E set to avoid excessive drift in value-based methods and match episode lengths in pol-

icy gradient methods. For federated MARL, CTDE federates both actors and coordina-

tion structures with evaluation determining whether mixing networks remain local or

federate. Privacy-performance trade-offs require choosing between differential privacy

(strong guarantees, performance cost) and secure aggregation (minimal performance

impact, computational overhead).

2.5.2 Decentralized Federated Architectures

Decentralized federated architectures implement peer-to-peer model aggregation where

edge nodes exchange model updates directly with neighbors [119]. This architecture

is particularly prevalent in IoT-Edge-Cloud scenarios where: (i) no mutually trusted

central entity exists across all participating nodes (e.g., cross-operator edge federations,
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collaborations between competing service providers) [47]; (ii) communication infras-

tructure supports reliable peer-to-peer links but edge-to-cloud uplinks are bandwidth-

constrained or high-latency [119]; (iii) the number of participating nodes is suf�ciently

large that the scalability and fault tolerance advantages of decentralized topologies out-

weigh the slower convergence disadvantage [47].

The decentralized paradigm offers several practical advantages for resource man-

agement applications. First, communication bottlenecks are eliminated by distributing

communication load across peer connections, with each node exchanging parameters

with only a �xed number of neighbors regardless of total network size, enabling near-

linear scaling to thousands of edge nodes [47]. Second, peer-to-peer topologies achieve

graceful degradation by eliminating single points of failure, maintaining learning within

connected components during node failures or network partitions and seamlessly recon-

verging once connectivity is restored [47]. Third, decentralized architectures strengthen

privacy as no single entity observes all model updates, reducing data leakage risks and

aligning with zero-trust security principles [119]. Fourth, decentralized topologies nat-

urally align with edge infrastructure's inherent mesh connectivity, leveraging existing

inter-edge communication channels (�ber links, metro area networks) rather than rout-

ing all traf�c through distant cloud servers, reducing deployment complexity and oper-

ational costs [119].

Architecture Overview and Mechanisms

Peer-to-Peer Aggregation Architecture. The decentralized federated architecture con-

sists of three primary components: (i) distributed participating nodes, each storing local

training data and maintaining a local model replica; (ii) communication topology, de�n-

ing connectivity relationships between nodes based on physical proximity, latency, or

administrative boundaries; (iii) peer exchange protocol, specifying partner selection, ex-

change timing, and update combination strategies. In IoT-Edge-Cloud deployments,

participating nodes are typically edge servers, gateways, or capable IoT devices [66].

Topologies can be static or dynamically adjusted based on network conditions [119].

The training process proceeds in locally-de�ned iterative rounds without global syn-
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chronization. In each iteration, node i performs E local epochs on private dataset D i ,

then selects neighbors from its neighborhood set N i and combines parameters through

pairwise averaging q t+1
i  (q t+1

i + q t+1
j )/2 to achieve local consensus. These opera-

tions typically execute asynchronously to tolerate network latency and heterogeneous

processing speeds.

This architecture introduces three key design parameters: topology degree k trades

convergence speed against communication overhead [47]; local epoch count E balances

learning ef�ciency with parameter drift; exchange frequency impacts consensus speed

versus bandwidth consumption [132]. These trade-offs require calibration based on net-

work conditions and system scale.

Distributed Aggregation Mechanisms. Distributed aggregation mechanisms de�ne

how nodes combine parameters from neighbors to achieve global consensus, directly

determining convergence speed, robustness to data heterogeneity, and adaptability to

network dynamics.

Gossip averaging [133] is the foundational decentralized aggregation mechanism. In

each communication round, node i selects a neighbor j from N i , and both nodes perform

pairwise averaging: q i  (q i + q j )/2. This update rule ensures network-wide parame-

ter average remains invariant, with all nodes converging exponentially to this average

under connected graph assumptions. Gossip averaging requires no global coordination,

supports asynchronous execution, and naturally tolerates node failures. However, it

may converge slowly under severe data heterogeneity [47].

Consensus-based methods [47] achieve parameter aggregation through distributed

protocols providing stronger security guarantees. Blockchain-inspired mechanisms en-

sure update integrity through distributed ledgers, achieving Byzantine fault tolerance [134].

Optimization frameworks such as ADMM provide alternative approaches through con-

strained optimization, converging faster than gossip for convex objectives [119]. These

methods offer stronger theoretical guarantees but increase computational complexity

through veri�cation overhead.

Gradient tracking [135] addresses the limitation that parameter averaging may fail

to minimize global objectives when local objectives differ signi�cantly. Each node main-
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tains both parameter and gradient estimates, with the protocol ensuring convergence

to the true global gradient despite computing only local gradients. This enables gra-

dient descent on the global objective while observing only local data, achieving linear

convergence for strongly convex objectives [48].

Convergence and Communication Analysis. Unlike centralized federated learning

where global aggregation ensures parameter consistency, decentralized architectures

face consensus error from multi-hop information propagation [136]. When nodes per-

form local updates on heterogeneous data between peer exchanges, parameters across

the network converge only asymptotically, with the spectral gap of the communication

graph determining the exponential decay rate of consensus error [47]. Data heterogene-

ity and excessive local computation exacerbate this challenge. For DRL, the peer-to-peer

nature introduces additional complications: nodes average parameters from neighbors

whose policies have evolved independently on different environment interactions, cre-

ating misaligned value estimates and policy distributions [121].

Communication ef�ciency in decentralized settings exhibits distinct characteristics

from centralized approaches. Topology design determines communication patterns,

with node degree k controlling per-round volume and graph diameter determining con-

vergence speed, while asynchronous exchange and network partition handling intro-

duce unique trade-offs [133]. However, low-latency inter-edge links enable peer ex-

changes orders of magnitude faster than edge-to-cloud round trips, partially offsetting

increased round counts for time-sensitive applications [47].

Decentralized Federated Single-Agent Approaches

Decentralized federated SARL extends the single global policy paradigm to peer-to-peer

topologies, enabling edge nodes to collaboratively learn uni�ed resource management

policies without central coordination. Each edge node k maintains a local DRL agent (Q-

network Q qk
, policy p qk

, or actor-critic pair), training on its private environment. Unlike

centralized federation, nodes exchange parameters directly with neighbors through gos-

sip protocols or structured topologies, gradually reaching consensus through pairwise

averaging: qk  (q k + q j )/2.
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Jeong et al. [137] employed consensus-based decentralized federated PPO with com-

mittee voting for 5G resource scaling, scoring local gradients via Euclidean distance

among elected committee members while ensuring Byzantine resilience through adap-

tive consensus-based aggregation. Chai et al. [138] employed decentralized federated

DQN with consensus-based attention-weighted aggregation to minimize delay and en-

ergy in Autonomous Aerial Vehicle (AAV)-assisted edge computing, computing neigh-

bor in�uence weights via attention networks and aggregating distilled knowledge through

KL divergence minimization. Zhou et al. [125] proposed a decentralized federated DDPG-

based approach with consensus-based weighted selective aggregation to minimize delay

in edge caching, preserving agent personalization while achieving global consensus.

The key design consideration for decentralized federated SARL is algorithm cate-

gory selection and model component federation strategy. Off-policy methods (DQN,

SAC) provide signi�cant advantages as experience replay enables nodes to continue

learning from local buffers while waiting for gossip exchanges, tolerating asynchronous

communication and stale neighbor parameters [139]. On-policy methods (PPO) face

more severe convergence issues as different node policies violate on-policy assumptions

[139]. For actor-critic methods, actor networks can bene�t from decentralized federation

as policies generalize across similar environments, while federated critics are susceptible

to averaging con�icting value estimates across heterogeneous state-action distributions

[121]. For highly heterogeneous edge environments, gradient tracking provides an al-

ternative through exchanging gradient estimates rather than parameters, optimizing the

true global objective at the cost of increased computational overhead [121].

Decentralized Federated Multi-Agent Approaches

Decentralized federated MARL represents the most complex intersection in our tax-

onomy, requiring simultaneous coordination across three dimensions: multi-agent in-

teraction within each edge node, federated learning across nodes under privacy con-

straints, and decentralized aggregation without central coordination. Convergence anal-

ysis must account for multi-agent non-stationarity, consensus dynamics of decentral-

ized topologies, and heterogeneity across nodes [47, 105]. CTDE methods are particu-
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larly challenging as they fundamentally rely on centralized components during training,

while decentralized architectures lack such central entities [105].

To our knowledge, existing federated MARL for IoT-Edge-Cloud resource manage-

ment primarily adopts centralized aggregation; fully decentralized federated MARL

remains underexplored, making this an open research frontier. Several fundamental

barriers impede progress. CTDE's incompatibility with decentralized architectures re-

mains unresolved, as centralized training components cannot be naturally distributed

across peer-to-peer topologies [47, 105]. Distributed credit assignment must account for

remote agents operating under potentially stale policies using only local information

[114]. Promising research directions include hierarchical decomposition strategies sep-

arating intra-node and inter-node coordination, gradient tracking extensions for multi-

agent settings, communication-ef�cient partial information sharing protocols, and stan-

dardized benchmarks tailored to decentralized edge deployments [47].

Comparative Analysis and Design Guidelines

Decentralized federated architectures offer distinct advantages for planetary-scale and

fault-tolerant IoT-Edge-Cloud deployments but introduce unique challenges in conver-

gence analysis and system design.

Strengths. Decentralized federated architectures provide compelling advantages for

large-scale and dynamic IoT-Edge-Cloud deployments. Elimination of communication

bottlenecks enables superior scalability, with each node exchanging parameters with

only a �xed number of neighbors regardless of network size, achieving near-linear scal-

ing to thousands of edge nodes while centralized architectures encounter server band-

width saturation. Peer-to-peer topologies eliminate single points of failure, exhibiting

graceful degradation under node failures and maintaining consensus within connected

components during network partitions. Decentralized architectures distribute privacy

risk as no central entity observes all model updates, reducing high-value attack sur-

faces. Natural alignment with edge infrastructure's inherent mesh topologies leverages

existing inter-edge communication channels, reducing deployment complexity and en-

abling continued operation in bandwidth-constrained or intermittently connected envi-
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ronments.

Challenges and Limitations. Decentralized architectures introduce unique challenges

that should be weighed against their advantages. Multi-hop consensus propagation

requires more communication rounds to reach equivalent policy quality compared to

centralized approaches. Topology design critically impacts convergence speed, requir-

ing careful balance between connectivity and per-node communication overhead while

accounting for physical constraints. Lack of global coordination prevents sophisticated

orchestration strategies available in centralized settings, limiting decentralized architec-

tures to uniform local algorithms. Limited theoretical understanding for DRL settings

creates uncertainty in algorithm design and hyperparameter tuning, as convergence the-

ory for decentralized reinforcement learning faces open questions due to policy non-

stationarity and temporal correlation. Implementation complexity increases through

distributed consensus requirements, sophisticated failure detection, and complex recov-

ery mechanisms.

Design Guidelines. Topology selection should match deployment characteristics, with

static topologies suited for stable infrastructure and dynamic topologies for environ-

ments with frequent node changes. Aggregation mechanism selection depends on envi-

ronment heterogeneity: gossip averaging for reasonably aligned objectives, consensus-

based methods for Byzantine fault tolerance requirements, and gradient tracking for

highly heterogeneous environments despite increased computational overhead. Algo-

rithm selection favors off-policy methods to tolerate asynchronous communication and

stale parameters, with partial federation of actor-only components effective for actor-

critic architectures.

2.5.3 Centralized vs Decentralized Federated DRL Architectures

Table 2.5 provides a systematic comparison of federated DRL methods. The choice be-

tween centralized and decentralized federated DRL architectures depends on deploy-

ment scale, trust models, and infrastructure characteristics. Centralized federated DRL

is well-suited when: (i) a mutually trusted central entity (cloud service provider, edge
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orchestrator) can be designated as the aggregator; (ii) deployment scale is moderate (typ-

ically fewer than several hundred nodes), where server bandwidth suf�ces to aggregate

updates and broadcast global models; (iii) reliable high-bandwidth uplink/downlink

channels exist between edge nodes and the central server; (iv) faster convergence is pri-

oritized over fault tolerance, as centralized synchronized aggregation typically requires

fewer communication rounds than decentralized consensus. Decentralized federated

DRL is preferable when: (i) no mutually trusted central entity exists (cross-operator

edge federations, competing service providers); (ii) deployment scale reaches thousands

of nodes, where centralized server bandwidth becomes a bottleneck; (iii) communica-

tion infrastructure supports reliable peer-to-peer links but edge-to-cloud uplinks are

bandwidth-constrained or high-latency (satellite networks, rural cellular); (iv) mission-

critical applications demand continued operation despite infrastructure failures, favor-

ing decentralized architectures' graceful degradation and tolerance to network parti-

tions.

The architectures and training paradigms discussed thus far establish the founda-

tional design space for DRL-based resource management in the IoT-Edge-Cloud contin-

uum. However, deploying these methods in production environments reveals orthogo-

nal challenges that cut across architectural choices, requiring additional techniques and

mechanisms to enhance the core architectures. Section 2.6 examines these enhancements

and their applications to IoT-Edge-Cloud resource management.

2.6 Advanced Techniques and Enhancements

Beyond control architecture and training paradigm choices, DRL research for IoT-Edge-

Cloud resource management encompasses multiple orthogonal enhancement dimen-

sions. This section systematically reviews these advanced techniques and their appli-

cations.



2.6 Advanced Techniques and Enhancements 61

Table 2.5: Systematic Comparison of Federated DRL Methods for IoT-Edge-Cloud Con-
tinuum Resource Management

Architecture Control
Scope

Method
Category

Representative
Methods

Literature Strengths Limitations

Centralized SARL Value-
Based

Cent-Fed-DQN [59]; [122] Faster convergence;
Theoretical convergence
guarantees; Sophisticated
client selection; Simpli�ed
privacy deployment

Central communication
bottleneck; Single point of
failure; Straggler delays;
Limited to moderate scalePolicy-

Based
Cent-Fed-PPO [55]; [124]

Actor-
Critic

Cent-Fed-
DDPG

[125]

Cent-Fed-TD3 [126]

Cent-Fed-SAC [127]

MARL Independent Underexplored

CTDE Cent-Fed-QMIX [69]

Cent-Fed-
MADDPG

[129]

Cent-Fed-
MAPPO

[130]

Decentralized SARL Value-
Based

Decent-Fed-
DQN

[138] No central bottleneck;
Better fault tolerance;
Leverages edge mesh
connectivity; Distributed
privacy risk; Near-linear
scalability

Slower convergence;
Consensus error from
multi-hop; Topology
design complexity;
Limited practical
guidance

Policy-
Based

Decent-Fed-
PPO

[137]

Actor-
Critic

Decent-Fed-
DDPG

[125]

MARL
Underexplored: Decentralized federated MARL
remains an open research frontier.



62 DRL for Resource Management in IoT-Edge-Cloud Continuum

2.6.1 Network Architectures

Standard DRL implementations employ fully-connected Multi-layer Perceptrons (MLPs)

that treat timesteps independently, discarding temporal structure inherent to resource

management. Edge workloads exhibit strong temporal correlations, and resource states

evolve through autoregressive dynamics. Alternative network architectures explicitly

model these dependencies, improving sample ef�ciency and policy quality.

Recurrent Neural Networks

Recurrent Neural Networks (RNNs) maintain hidden states capturing historical infor-

mation, with Long Short-Term Memory (LSTM) networks addressing vanishing gradi-

ents through gating mechanisms and Gated Recurrent Units (GRUs) simplifying archi-

tecture with fewer parameters. Representative works include [126, 140, 141]. RNNs suit

tasks with temporal dependencies and partial observability but can introduce Backprop-

agation Through Time (BPTT) complexity and susceptibility to over�tting on temporal

patterns [142, 143].

Transformers and Attention Mechanisms

Transformers process sequences in parallel through multi-head self-attention, capturing

long-range dependencies while avoiding vanishing gradients. Representative works in-

clude [53–55, 69, 127, 138]. Transformers suit multi-entity reasoning and of�ine learning

but introduce quadratic attention complexity challenging edge deployment despite ef�-

cient variants [144].

Graph Neural Networks

Graph Neural Networks (GNNs) aggregate neighbor information over graph structures

through message passing, with Graph Convolutional Networks (GCNs) and Graph At-

tention Networks (GATs) enabling policies to exploit network topology. Representative

works include [24, 50, 145]. GNNs suit networked infrastructure with explicit topol-
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ogy, enabling inductive generalization to unseen graph structures, but require graph-

structured observations and face computational costs scaling with graph size [146].

2.6.2 Training Enhancements

Standard DRL training assumes agents learn policies from scratch for each environment.

Edge deployments span diverse environments, and the ability to rapidly adapt learned

knowledge to new settings is critical. Training enhancements enable DRL agents to

leverage prior experience, reducing sample complexity and improving generalization.

Meta-Learning

Meta-learning, or learning to learn, trains models that quickly adapt to new tasks with

minimal data by optimizing for rapid adaptation across task distributions. For DRL,

this enables learning policies that quickly specialize to new edge environments through

minimal �ne-tuning. Representative works include [81, 147, 148]. Meta-learning suits

scenarios requiring rapid adaptation to new deployments or periodic variations but re-

quires diverse training task distributions and incurs higher meta-training computational

costs [149, 150].

Transfer Learning

Transfer learning reuses knowledge from source domains through pre-training policies

or value functions in resource-rich environments, then �ne-tuning in target edge en-

vironments, with domain adaptation techniques handling distribution shifts through

adversarial training or importance weighting. Representative works include [151, 152].

Transfer learning reduces target domain sample requirements when source and target

share underlying structure but may cause negative transfer when domains differ signif-

icantly [153].
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Multi-Task Learning

Multi-task learning trains single models simultaneously on multiple related tasks through

shared representations, exploiting task commonalities via soft parameter sharing, hard

parameter sharing, or attention mechanisms. Representative works include [56, 147].

Multi-task learning improves sample ef�ciency when tasks share structure and reduces

total parameters, but negative transfer may occur when tasks con�ict or require different

features [154].

2.6.3 Model Compression

DRL policies employ deep networks with millions of parameters, creating prohibitive

computational and memory requirements for resource-constrained edge devices. Model

compression techniques reduce model size and inference cost while preserving policy

quality, enabling deployment at the lowest tiers of the edge continuum.

Knowledge Distillation

Knowledge distillation transfers knowledge from large teacher models to compact stu-

dents by minimizing divergence between outputs, exploiting that teacher soft targets

contain richer information than hard targets for ef�cient student learning. Represen-

tative works include [46, 155]. Distillation enables cloud training with edge deploy-

ment and reduces federated learning communication overhead but introduces addi-

tional training stages and bounds student performance by teacher quality [51].

Quantization

Quantization reduces model size by lowering numerical precision from 32-bit �oating

point to 8-bit or lower integers, with post-training quantization applied after training

and quantization-aware training simulating quantization effects during learning. Rep-

resentative works include [156, 157]. Quantization provides memory reduction and in-

ference speedup, particularly effective with hardware accelerators, but introduces nu-

merical errors that may degrade performance for precision-sensitive tasks [158].
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Pruning

Pruning removes redundant parameters through unstructured pruning of individual

weights or structured pruning of entire neurons and layers, with magnitude-based se-

lection and iterative re�nement recovering performance. Representative works include

[159, 160]. Pruning achieves high compression when models contain redundancy, with

structured pruning providing practical speedup without specialized sparse libraries, but

determining pruning rates requires experimentation and may fail for small models with

limited redundancy [158].

2.6.4 Safety and Privacy Mechanisms

DRL policies deployed in production edge systems commonly need to satisfy hard con-

straints while protecting sensitive data. Safety mechanisms ensure constraint satisfac-

tion during learning and deployment, preventing violations that may lead to service

level agreement breaches, hardware damage, or safety hazards. Privacy mechanisms

safeguard training data and model information from unauthorized access and infer-

ence attacks, essential for edge systems processing sensitive data across administrative

boundaries.

Constrained Reinforcement Learning

Constrained RL formalizes constraint satisfaction as Constrained Markov Decision Pro-

cesses (CMDPs) where agents optimize cumulative reward while satisfying cumulative

constraints. Representative works include [25, 161]. Constrained RL provides princi-

pled frameworks for constraint optimization in safety-critical applications and service

level agreements but assumes known constraint cost functions and may struggle with

multiple competing constraints [162].

Safe Exploration

Safe exploration ensures agents do not violate constraints during learning by monitor-

ing policies and intervening to prevent unsafe actions through pre-computed safety con-
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straints or conservative action prediction. Representative works include [163, 164]. Safe

exploration provides runtime protection for online learning in production systems but

may interfere with policy improvement through frequent intervention or prove compu-

tationally infeasible in large state spaces [162].

Homomorphic Encryption

Homomorphic Encryption (HE) enables computation directly on encrypted data with-

out decryption, allowing aggregators to process encrypted model updates while remain-

ing unable to access plaintext values. For federated DRL, nodes encrypt local updates

before transmission, and aggregators perform weighted averaging on ciphertexts, with

only participating nodes possessing decryption keys. Representative works include

[70, 165]. HE provides strong cryptographic privacy guarantees, protecting against mali-

cious aggregators and eliminating trust requirements, but introduces substantial compu-

tational overhead (orders of magnitude slower than plaintext operations) that currently

limits practical deployment to small models or computation-intensive phases [166].

2.7 Open Challenges and Future Directions

While DRL-based resource management in the IoT-Edge-Cloud continuum has achieved

signi�cant progress, fundamental challenges persist that prevent widespread produc-

tion deployment. This section identi�es six critical dimensions where substantial re-

search gaps remain.

Scalability. Current DRL approaches face fundamental scalability barriers at plan-

etary scale. SARL methods struggle with exponential state-action space growth, while

MARL architectures rarely scale beyond hundreds of agents due to coordination over-

head. Centralized federated DRL encounters server bandwidth bottlenecks, while de-

centralized variants suffer from slow consensus convergence across multiple network

hops [58]. Promising directions include hierarchical decomposition across abstraction

levels, graph neural networks for ultra-large-scale topologies, and adaptive topology

design where nodes dynamically adjust neighborhoods based on learning dynamics.
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Heterogeneity. The IoT-Edge-Cloud continuum exhibits extreme heterogeneity across

device capabilities, data distributions, network conditions, and optimization objectives.

Standard federated DRL struggles under severe data heterogeneity, often converging

slowly or to suboptimal solutions. The fundamental tension lies between collabora-

tive learning requiring shared representations and personalization requiring special-

ized models. Critical directions include personalized federated learning maintaining

both global knowledge and client-speci�c adaptations, clustering-based approaches for

targeted aggregation, and meta-learning frameworks enabling rapid adaptation to dis-

tribution shifts.

Dynamics and Non-stationarity. Edge environments exhibit complex temporal dy-

namics violating DRL's stationarity assumptions through multi-timescale workload �uc-

tuations, topology evolution, and autocorrelated states. In federated settings, indepen-

dently drifting client distributions create moving targets for convergence. The explore-

exploit dilemma compounds this challenge as policies must adapt while avoiding catas-

trophic forgetting. Key directions include continual learning frameworks leveraging

experience replay or elastic weight consolidation, online change detection mechanisms,

and meta-learning approaches adapting to predictable non-stationarity patterns.

Resource Ef�ciency. Resource-constrained edge devices impose stringent limita-

tions through limited memory, processing power, energy budgets, and network band-

width. Model compression techniques provide partial solutions but face diminishing

returns where aggressive compression degrades performance. The fundamental chal-

lenge balances model capacity required for complex decisions against hardware con-

straints. Future directions include neural architecture search optimized for edge con-

straints, split learning architectures balancing computation and communication, and

hardware-software co-design for specialized DRL accelerators.

Privacy and Security. Privacy-preserving collaborative learning faces multifaceted

challenges beyond standard federated scenarios. Centralized architectures create single

points where inference attacks reconstruct private data, while decentralized learning

introduces vulnerabilities through multi-hop propagation [33]. Adversarial threats in-

cluding Byzantine attacks, model poisoning, and gradient inversion remain largely un-

addressed in federated DRL. Critical directions include Byzantine-robust aggregation
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handling policy gradient heterogeneity, secure multi-party computation for privacy-

preserving training, and formal privacy leakage analysis.

Emerging Paradigms. Foundation models present transformative yet largely unex-

plored opportunities. Large Language Models demonstrate reasoning capabilities that

could revolutionize decision-making through high-level policy generation, natural lan-

guage interfaces, and few-shot adaptation via in-context learning. Generative models

offer potential for workload prediction and synthetic trajectory generation. However,

integrating billion-parameter models into resource-constrained environments poses sig-

ni�cant challenges, and the black-box nature of LLM reasoning con�icts with veri�able

safety requirements [167]. Critical directions include parameter-ef�cient �ne-tuning, hy-

brid architectures combining lightweight DRL with occasional LLM consultation, and

federated �ne-tuning preserving privacy.

2.8 Summary

This chapter systematically organizes DRL-based resource management for IoT-Edge-

Cloud continuum through a two-dimensional taxonomy separating control architec-

ture from training paradigm. We comprehensively review related works across single-

agent and multi-agent approaches under both standard and federated training, provide

comparative analysis revealing fundamental trade-offs, survey orthogonal enhancement

techniques, and identify open challenges with future research directions. The estab-

lished frameworks and practical design guidelines advance toward intelligent, scalable,

privacy-preserving resource management across the IoT-Edge-Cloud continuum.



Chapter 3

DRL-based Scheduling for
Optimizing System Load and

Response Time in Edge and Fog
Computing Environments

Edge/fog computing has become the mainstream paradigm for IoT applications due to its low-

latency capabilities. However, the exponential growth of IoT applications presents signi�cant chal-

lenges including server overload that disrupts services and increases response time, dependent com-

ponents that impose execution constraints, inherently dynamic and stochastic environments, and

limited computational resources that prevent the use of computationally intensive optimal schedul-

ing techniques. To address these challenges, we propose DRLIS, a Deep Reinforcement Learning-

based scheduling algorithm that adaptively optimizes response time and balances server load for

heterogeneous IoT applications. We implemented DRLIS as a practical scheduler and created an in-

tegrated edge-fog-cloud heterogeneous computing environment. Extensive experiments demonstrate

that DRLIS signi�cantly reduces execution cost by up to 55%, 37%, and 50% in load balancing,

response time, and weighted cost, respectively, compared to metaheuristic algorithms and other rein-

forcement learning techniques.

This chapter is derived from:

• Zhiyu Wang, Mohammad Goudarzi, Mingming Gong, and Rajkumar Buyya, ”Deep Reinforcement
Learning-based Scheduling for Optimizing System Load and Response Time in Edge and Fog Com-
puting Environments”, Future Generation Computer Systems (FGCS), Volume 152, Pages: 55-69, Else-
vier, 2024.

69
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3.1 Introduction

The past few years have witnessed the rapid rise of the Internet of Things (IoT) indus-

try, enabling the connection of people to things and things to things, and facilitating the

digitization of the physical world [168]. Meanwhile, with the explosive growth of IoT

devices and various applications, the expectation for stability and low latency is higher

than ever [169]. As the main enabler of IoT, cloud computing stores and processes data

and information generated by IoT devices. Leveraging powerful computing capabilities

and advanced storage technologies, cloud computing ensures the security and reliability

of stored information. However, servers in the cloud computing paradigm are usually

located at a long physical distance from IoT devices, and the high latency caused by

long distances cannot ef�ciently satisfy real-time IoT applications. Prompted by these

issues, edge and fog computing have emerged as popular computing paradigms in the

IoT context. Although some researchers use the terms edge computing and fog comput-

ing interchangeably, we clearly de�ne them in this chapter. We consider the case that

uses only edge resources for real-time IoT applications as edge computing, and the case

that uses edge and, whenever necessary, also utilizes cloud resources (along with edge

resources in a seamless manner) as fog computing. Edge computing, as a decentralized

computing architecture, brings processing, storage, and intelligent control to the vicinity

of IoT devices [170]. This �exible architecture extends cloud computing services to the

edge of the network. In contrast, the fog computing paradigm inherits the advantages

of both cloud and edge computing [171], which not only provides powerful computa-

tional capabilities but also reduces the need to transfer data to the cloud for processing,

analysis, and storage, thus reducing the inter-network distance. In the real world, edge

and fog computing provide strong support for innovation and development in various

�elds. For example, in the �eld of smart healthcare, deploying edge computing nodes

on wearable devices and medical devices can monitor patients' physiological parame-

ters in real time and transmit the data to the cloud for analysis and diagnosis, realizing

telemedicine and personalized medicine [172]; in the �eld of autonomous driving, de-

ploying edge computing nodes on self-driving vehicles can perform real-time sensing

and decision processing, enabling shorter response time and improving driving safety
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[173].

However, the massive growth in the number of IoT applications and servers in fog

computing environments also creates new challenges. Firstly, the execution time is ex-

pected to be minimized [18], which means that the applications should be processed by

the best (i.e., the most powerful and physically closest) server. Besides, the load should

be ideally balanced and distributed to run on multiple operating units. For example,

by distributing requests across multiple servers in a seamless manner (as in serverless

computing environments), load balancing can avoid overloading individual servers and

ensure that each server handles a moderate load. This improves response times, over-

all system performance, and throughput, and also helps servers run more consistently.

Therefore, improving the load balancing level of servers (i.e., lowering the variance of

server resource utilization) while reducing the response time becomes an important but

challenging problem for scheduling IoT applications on servers in edge/fog computing

environments. Since this is an NP-hard problem, metaheuristic and rule-based solu-

tions can be considered [174], [9]. However, these approaches often rely on omniscient

knowledge of global information and require the solution proponent to have control

over the changes. In the fog computing environment, there is often no regularity in

server performance, utilization, and downtime. The number of IoT applications and

the corresponding resource requirements are even more nearly random. Besides, in re-

ality, Directed Acyclic Graphs (DAGs) are often used to model IoT applications [175],

where nodes represent tasks and edges represent data communication between depen-

dent tasks. The dependency among tasks introduces higher complexity in scheduling

applications. Therefore, metaheuristic and rule-based solutions cannot ef�ciently cope

with the IoT application scheduling problem in fog computing environments.

Deep Reinforcement Learning (DRL) is the product of combining deep learning with

reinforcement learning, integrating the powerful understanding of deep learning on

perceptual problems with the decision-making capabilities of reinforcement learning.

In deep reinforcement learning, the agent continuously interacts with the environment,

recording a large number of empirical trajectories (i.e., sequences of states, actions, and

rewards), which are used in the training phase to learn optimal policies. In contrast to

metaheuristic algorithms, agents in deep reinforcement learning are able to autonomously
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sense and respond to changes in the environment, which allows deep reinforcement

learning to solve complex problems in realistic scenarios. However, due to the limited

computational resources of devices in fog computing environments [176], the computa-

tional requirements of complex Deep Neural Networks (DNNs) are often not supported

[177]. Therefore, how to balance implementation simplicity, sample complexity, and

solution performance becomes a key research problem in applying deep reinforcement

learning to fog computing environments to cope with complex situations.

To address the above challenges, we propose a Deep Reinforcement Learning-based

IoT application Scheduling algorithm (DRLIS), which employs Proximal Policy Opti-

mization (PPO) [40] technique for solving the IoT applications scheduling problem in

fog computing environments. DRLIS can effectively optimize the load balancing cost

of the servers, the response time cost of the IoT applications, and their weighted cost.

Besides, by using clipped surrogate objective to limit the magnitude of policy updates

in each iteration and being able to perform multiple iterations of updates in the sampled

data, the convergence speed of the algorithm is improved. Moreover, considering the

limited computational resources and the optimization objective under study, we design

ef�cient reward functions. The main contributions of this chapter are:

• We propose a weighted cost model regarding DAG-based IoT applications' schedul-

ing in fog computing environments to improve the load balancing level of the

servers while minimizing the response time of the application. In addition, we

adapt this weighted cost model to make it applicable to DRL algorithms.

• We propose a DRL-based algorithm (DRLIS) to solve the de�ned weighted cost

optimization problem in dynamic and stochastic fog computing environments.

When the computing environment changes (e.g., requests from different IoT ap-

plications, server computing resources, the number of servers), it can adaptively

update the scheduling policy with a fast convergence speed.

• Based on DRLIS, we implement a practical scheduler in the FogBus2 function-as-

a-service framework1 [44] for handling scheduling requests of IoT applications in

heterogeneous fog and edge computing environments. We also extend the func-

1Please refer to [44, 178] for detailed description of the FogBus2 framework
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tionality of the FogBus2 framework to make different DRL techniques applicable

to it.

• We conduct practical experiments and use real IoT applications with heteroge-

neous tasks and resource demands to evaluate the performance of DRLIS in real

system setup. By comparing with common metaheuristics (Non-dominated Sort-

ing Genetic Algorithm 2 (NSGA2) [179], Non-dominated Sorting Genetic Algo-

rithm 3 (NSGA3) [180]) and other reinforcement learning algorithms (Q-Learning

[181]), we demonstrate the superiority of DRLIS in terms of convergence speed,

optimization cost, and scheduling time.

The rest of the chapter is organized as follows. Section 3.2 discusses related work and

Section 3.3 presents the system model and problem formulation. The Deep Reinforce-

ment Learning model for IoT applications in edge and fog computing environments is

presented in Section 3.4. DRLIS is discussed in Section 3.5. Section 3.6 evaluates the

performance of DRLIS and compares it with other counterparts. Finally, Section 3.7 con-

cludes the chapter.

3.2 Related Work

In this section, we review the literature on scheduling IoT applications in edge and fog

computing environments. The related works are divided into metaheuristic and rein-

forcement learning categories.

3.2.1 Metaheuristic

In the dependent category, Liu et al. [182] adopted a Markov Decision Process (MDP) ap-

proach to achieving shorter average task execution latency in edge computing environ-

ments. They proposed an ef�cient one-dimensional search algorithm to �nd the optimal

task scheduling policy. However, this work cannot adapt to changes in the comput-

ing environment and is dif�cult to extend to solve complex weighted cost optimization

problems in heterogeneous fog computing environments. Wu et al. [183] modeled the
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task scheduling problem in edge and fog computing environments as a DAG and used

an estimation of distribution algorithm (EDA) and a partitioning operator to partition

the graph in order to queue tasks and assign appropriate servers. However, they did

not practically implement and test their work. Sun et al. [184] improved the NSGA2

algorithm and designed a resource scheduling scheme among fog nodes in the same

fog cluster, taking into account the diversity of different devices. This work aims to re-

duce the service latency and improve the stability of task execution. Although capable

of handling weighted cost optimization problems, this work only considers scheduling

problems in the same computing environment. Hoseiny et al. [185] proposed a Genetic

Algorithm (GA)-based technique for minimizing the total computation time and energy

consumption of task scheduling in a heterogeneous fog cloud computing environment.

By introducing features for tasks, the technique can �nd a more suitable computing

environment for each task. However, it does not consider the dependencies of different

tasks in the application, and due to the use of metaheuristic algorithms, scheduling rules

need to be manually set, which cannot adapt to changing computing environments. Ali

et al. [186] proposed an NSGA2-based technique for minimizing the total computation

time and system cost of task scheduling in heterogeneous fog cloud computing environ-

ments. Their work formulates the task scheduling problem as an optimization problem

in order to dynamically allocate appropriate resources for prede�ned tasks. Similarly,

due to the limitations of metaheuristic algorithms, this work requires the assumption

that the technique has some knowledge of the submitted tasks to develop the schedul-

ing policy and thus cannot cope with dynamic and complex scenarios.

3.2.2 Reinforcement Learning

In the dependent category, Shahidani et al. [187] proposed a Q-learning-based algo-

rithm to reduce task execution latency and balance the load in a fog cloud computing

environment. However, this work does not consider the inter-task dependencies and the

heterogeneity of fog and cloud computing environments. Baek et al. [188] adapted the

Q-learning algorithm and proposed an approach that aims at improving load balanc-

ing in fog computing environments. This work considers the heterogeneity of nodes in
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fog computing environments but still assumes that the tasks within the application are

independent of each other. Jie et al. [189] proposed a Deep Q-Network (DQN)-based ap-

proach to minimize the total latency of task processing in edge computing environments.

This work formulates task scheduling as a Markov Decision Process while considering

the heterogeneity of IoT applications. However, this work only considers the scheduling

problem in edge computing environments and investigates only one optimization objec-

tive. Xiong et al. [76] adapted the DQN algorithm and proposed a resource allocation

strategy for IoT edge computing systems. This work aims at minimizing the average

job completion time but does not take into account more complex functions with mul-

tiple optimization objectives. Wang et al. [190] focus on edge computing environments

and propose a deep reinforcement learning-based resource allocation (DRLRA) scheme

based on DQN. This work targets to reduce the average service time and balance the

resource usage within the edge computing environment. However, the work does not

consider the resources in fog computing environment, and the technique is not practi-

cally implemented and tested. Huang et al. [191] adopted a DQN-based approach to

address the resource allocation problem in the edge computing environment. This work

investigated minimizing the weighted cost, including the total energy consumption and

the latency to complete the task. However, it does not consider the heterogeneity of

servers in fog computing environments and assumes that the tasks are independent.

Chen et al. [192] proposed an approach based on double DQN to balance task execution

time and energy consumption in edge computing environments. Similarly, this work

is only applicable to the edge environment and does not consider the dependencies be-

tween tasks. Zheng et al. [193] proposed a Soft Actor-Critic (SAC)-based algorithm

to minimize the task completion time in an edge computing environment. This work

focuses on the latency problem and the experiments are simulation-based. Zhao et al.

[194] proposed a Twin Delayed DDPG (TD3)-based DRL algorithm. The goal of this

work is to minimize the latency and energy consumption, but inter-task dependencies

are not considered and the results are also simulation-based. Liao et al. [77] used Deep

Deterministic Policy Gradient (DDPG) and Double Deep Q-Network (DQN) algorithms

to model computation in an edge environment. This work aims to reduce energy con-

sumption and latency but does not consider the fog environment and the heterogeneity
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of devices. Sethi et al. [195] proposed a DQN-based algorithm to optimize energy con-

sumption and load balancing of fog servers. Similarly, this work is simulation-based

and does not consider the dependencies between tasks.

Table 3.1 presents the comparison of the related work with our proposed algorithm,

in terms of application properties, architecture properties, algorithm properties, and

evaluation. In the application properties section, the number of tasks included in the

IoT application, and the dependencies between tasks are studied. In the architectural

properties section, three aspects are studied including the IoT device layer, the edge/-

fog layer, and the multi-cloud layer. For the IoT device layer, the application type and

request type are identi�ed. The real application section indicates that the work either

deploys actual IoT applications, adopts simulated applications, or uses random data.

The heterogeneous request type represents work considering that different IoT devices

have different numbers of requests and different requirements. For the edge/fog layer,

the computing environment and the heterogeneity of deployed servers are investigated.

Besides, the multi-cloud layer studies whether the work considers the scenario of differ-

ent cloud service providers with heterogeneity. In the algorithm properties section, we

investigate the main technique on which each work is based and the corresponding opti-

mization objectives. The evaluation section identi�es whether the work is based on sim-

ulation or practical experiments. Recent works that we reviewed (e.g., [193], [194], [77],

[195], [196], [197], [198]) have often used reinforcement learning approaches to deal with

workload scheduling problems. This is because reinforcement learning can learn by in-

teracting with the environment and continuously optimizing the policy through feed-

back signals (e.g., reward or penalty). This learning ability gives reinforcement learning

an advantage when facing complex, dynamic environments [199], whereas metaheuris-

tic techniques require manual adaptation and guidance.

3.3 System Model and Problem Formulation

In this section, we �rst introduce the topology of the IoT systems in the edge and fog

computing environment. Then, we discuss the problem formulation. The key notations

are listed in Table 3.2.
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Table 3.1: A qualitative comparison of related works with ours

Works

Application Properties Architectural Properties Algorithm Properties

Evaluation
Task Number Dependency

IoT Device Layer Edge/Fog Layer
Multi-Cloud Layer Main Technique

Optimization Objectives

Real Applications Request Type Computing Environments Heterogeneity Time Load Balancing Weighted

[182] Single

Independent

# Homogeneous Edge Homogeneous �

Metaheuristic

Algorithms

MDP X � � Simulation

[184] Multiple G# Homogeneous Edge and Fog Heterogeneous � NSGA2 X � X Simulation

[185] Single # Homogeneous Edge and Fog Heterogeneous � GA X � � Simulation

[186] Single # Homogeneous Edge and Fog Heterogeneous � NSGA2 X � X Simulation

[183] Multiple Dependent G# Homogeneous Edge and Fog Heterogeneous � EDA X � X Simulation

[188] Single

Independent

# Homogeneous Edge and Fog Heterogeneous �

Reinforcement

Learning

Techniques

Q-Learning � X � Simulation

[187] Single # Homogeneous Edge and Fog Homogeneous � Q-Learning X X X Simulation

[189] Single G# Homogeneous Edge Homogeneous � DQN X � � Simulation

[76] Multiple G# Homogeneous Edge Homogeneous � DQN X � � Simulation

[191] Multiple G# Heterogeneous Edge Homogeneous � DQN X � X Simulation

[190] Single G# Homogeneous Edge Homogeneous � DQN X X X Simulation

[192] Single G# Heterogeneous Edge Homogeneous � Double DQN X � X Simulation

[193] Single G# Homogeneous Edge Homogeneous � SAC X � � Simulation

[194] Single G# Homogeneous Edge and Fog Homogeneous � TD3 X � X Simulation

[196] Single # Homogeneous Edge Homogeneous � DQN � X � Simulation

[77] Single G# Homogeneous Edge Homogeneous � DDPG and DQN X � X Simulation

[197] Single # Homogeneous Edge Homogeneous � DDPG X � X Simulation

[195] Single G# Homogeneous Edge and Fog Homogeneous � DQN � X X Simulation

[198] Multiple
Dependent

G# Heterogeneous Edge Heterogeneous � GA and DQN X � � Simulation

DRLIS Multiple  Heterogeneous Edge and Fog Heterogeneous X PPO X X X Practical

 : Real IoT Application and Deployment, G#: Simulated IoT Application, #: Random

Table 3.2: List of key notations

Variable Description Variable Description
S The application set y ram

xSli

The variance of RAM utilization of the server set after the scheduling con�guration x Sl i

Sl One application (one task set) Y(c l ) The load balancing model after the scheduling con�guration c l
Sl i One task Y(c) The load balancing model after the scheduling con�guration c
N The server set wxSli

The total execution time (ms) for task S l i based on the scheduling con�guration x Sl i

xSl i
The scheduling con�guration of task S l i w trt

xSli

The ready time (ms) for task Sl i based on the scheduling con�guration x Sl i

c l The scheduling con�guration of application S l w trt
nj ,nk

The time (ms) consumed for required data by task S l i to be sent from server nj to server nk

c The scheduling con�guration of applications S P(Sl i ) The parent tasks set of task xSl i

ncpu ut
k The CPU utilization (%) of server n k PS(Sl i ) The server set to which the dependency tasks of task xSl i

are assigned

n f req
k The CPU frequency (MHz) of server n k w trans

nj ,nk
The transmission time (ms) between server nj and server nk

nram ut
k The RAM utilization (%) of server n k wprop

nj ,nk
The propagation time (ms) between server n j and server nk

nram size
k The RAM size (GB) of server nk pnj ,nk The packet size (MB) from server nj to server nk for task Sl i

Ncpu uti The CPU utilization (%) of each server in server set N, denoted as a set bnj ,nk The data rate (bit/s) between server n j and server nk

N ram uti The RAM utilization (%) of each server in server set N, denoted as a set CP(Sl i ) Equals to 1 if Sl i is on the critical path of application S l , otherwise 0
Sram

l i
The minimum RAM required for executing task S l i wproc

xSli
The processing time (ms) for task Sl i based on the scheduling con�guration x Sl i

y xSli
The load balancing model after the scheduling con�guration x Sl i

W(c l ) The total execution time (ms) for application S l based on the scheduling con�guration c l

y cpu
xSli

The variance of CPU utilization of the server set after the scheduling con�guration x Sl i
W(c) The total execution time (ms) for the application set S based on the scheduling con�guration c
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Figure 3.1: A view of the IoT system in fog computing

3.3.1 System Model

Fig. 3.1 represents a layered view of the IoT Systems in the fog computing environment.

Consider S = fS l j1 � l � jSjg as a collection of jSj applications, where each application

contains one or more tasks, denoted as Sl = fS l i j1 � i � jS l jg. The DAG G = (V, E)

is used to model an IoT application, as depicted in Fig. 3.2. A vertex v i = S l i denotes a

certain task of the application, and an edge ei,j denotes the data �ow between tasks v i

and v j , so some tasks must be executed after predecessor tasks are completed. CP(Sl )

represents the critical path (i.e., the path with the highest cost) of the DAG, marked in

red in the �gure.

A set containing jNj servers is used to process application set S, denoted as N =

fn kj1 � k � jNjg. To re�ect the heterogeneity of the servers, for each server n k, ncpu ut
k

represents its CPU utilization (%), n f req
k represents its CPU frequency (MHz), n ram ut

k rep-

resents its RAM utilization (%), and n ram size
k represents its RAM size (GB). Moreover,

PS(Sl i ) represents the server set to which the parent tasks of task Sl i are assigned, and
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Figure 3.2: Sample IoT application with the critical path in red color

w trans
nj ,nk

, wprop
nj ,nk

, pnj ,nk, and bnj ,nk denote the transmission time (ms), the propagation time

(ms), the packet size (MB), and the data rate (bit/s) between server n j and server nk,

respectively.

3.3.2 Problem Formulation

Since an application contains one/multiple tasks, it may be executed on different servers.

With a set of servers N, the scheduling con�guration x Sl i
of a task Sl i is de�ned as:

xSl i
= fn kg, (3.1)

where k shows the server's index. Accordingly, the scheduling con�guration c l of an

application S l is equal to the set of the scheduling con�guration of the tasks it contains,

de�ned as:

c l = fx Sl i
jSl i 2 Sl , 1 � i � jS l jg. (3.2)

The scheduling con�guration c of the application set S is equal to the set of scheduling

con�guration per application:

c = fc l j1 � l � jSjg. (3.3)
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In addition, we consider that for a given application, the execution model of tasks

can be hybrid (i.e., sequential and/or parallel). That is, children tasks have some depen-

dencies on the parent tasks that need to be executed after their completion, and we use

P(Sl i ) to represent the parent task set of task Sl i [200]. While tasks that do not depend

on each other can be executed in parallel, and we use CP(Sl i ) to indicate that if a task S l i

is located on a critical path of application S l .

Load Balancing Model

The load balancing model is used to measure the resource balancing level of the server

set N during the processing of the application set S. Regarding the server resource, both

CPU and RAM are considered. For task Sl i , the load balancing model y xSli
is de�ned as:

y xSli
= a1y cpu

xSli
+ a2y ram

xSli

, (3.4)

where y cpu
xSli

and y ram
xSli

represent the CPU and RAM models, and a1 and a2 are the control

parameters by which the weighted load balancing model can be tuned. They satisfy:

a1 + a2 = 1, 0 � a 1, a2 � 1. (3.5)

CPU model y cpu
xSli

and RAM model y ram
xSli

are de�ned as the variance of CPU and RAM

utilization of the server set N after the scheduling con�guration x Sl i
:

y cpu
xSli

= Var[N cpu uti ], (3.6)

y ram
xSli

= Var[N ram uti ], (3.7)

where

xSl i
= fn kg. (3.1)

Correspondingly, for application S l , the load balancing model Y(c l ) is de�ned as the
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sum of the load balancing models for each task processed by server set N:

Y(c l ) =
jSl j

å
i=1

y xSli
. (3.8)

Our main goal is to �nd the best-possible scheduling con�guration for the applica-

tion set S such that the variance of the overall CPU and RAM utilization of the server

set N during the processing of the application set S can be minimized. Therefore, for the

application set S, the load balancing model Y(c) is de�ned as:

Y(c) =
jSj

å
l=1

Y(c l ) =
jSj

å
l=1

jSl j

å
i=1

y xSli
. (3.9)

Response Time Model

We consider the response time model wxSli
for the task Sl i consisting of two components,

the task ready time model w trt
xSli

and the processing model wproc
xSli

:

wxSli
= w trt

xSli

+ w proc
xSli

. (3.10)

The task ready time model w trt
xSli

represents the maximum time for the data required by

the task Sl i to arrive at the server to which it is assigned, de�ned as:

w trt
xSli

= max w trt
nj ,nk

, 8nj 2 PS(Sl i ), (3.11)

where w trt
nj ,nk

denotes the time consumed for required data by task S l i sent from server n j

to server nk, and nk is the server where the task Sl i will be executed based on schedul-

ing con�guration x Sl i
, and nj represents the server where the parent task of task Sl i is

executed. Therefore, wtrt
nj ,nk

depends on the transmission time w trans
nj ,nk

and the propagation

time w prop
nj ,nk

for task Sl i between server nj and server nk:

w trt
nj ,nk

=

8
><

>:

w trans
nj ,nk

+ w prop
nj ,nk

nj 6= nk,

0 nj = n k.
(3.12)
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And the transmission time w trans
nj ,nk

can be calculated as:

w trans
nj ,nk

=
pnj ,nk

bnj ,nk

, (3.13)

where pnj ,nk represents the packet size from server nj to server nk for task Sl i , and bnj ,nk

represents the current bandwidth between server n j and server nk when the data for task

Sl i is transmitted.

The processing model wproc
xSli

is de�ned as the time it takes for assigned server n k to

process the task Sl i based on scheduling con�guration x Sl i
, and can be calculated as:

wproc
xSli

=
Ssize

l i

n f req
k

, (3.14)

where Ssize
l i

represents the required CPU cycles for task Sl i and n f req
k represents the CPU

frequency of server nk (for multi-core CPUs, the average frequency is considered).

Accordingly, the response time model W(c l ) for application S l is de�ned as:

W(c l ) =
jSl j

å
i=1

(wxSli
� CP(S l i )), (3.15)

where CP(Sl i ) equals to 1 if task Sl i is on the critical path of application S l , otherwise 0.

The main goal for the response time model W(c) is to �nd the best-possible schedul-

ing con�guration for the application set S such that the total time for the server set N

processing them can be minimized. Therefore, for the application set S, the response

time model W(c) is de�ned as:

W(c) =
jSj

å
l=1

W(c l ) =
jSj

å
l=1

jSl j

å
i=1

(wxSli
� CP(S l i )). (3.16)
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Weighted Cost Model

The weighted cost model is de�ned as the weighted sum of the normalized load balanc-

ing and normalized response time models. For task S l i :

f xSli
= w 1

y xSli
� y min

y max � y min + w 2

wxSli
� w min

wmax � w min , (3.17)

where y xSli
and wxSli

are the load balancing model and response time model of task Sl i ,

and y min, y max, wmin, and wmax represent the minimum and the maximum value of the

load balancing model and response time model, respectively. Moreover, w 1 and w2 are

the control parameters by which the weighted cost model can be tuned. The reason we

use the normalized models instead of the original models is that the values of the two

models may be in different ranges. For example, the load balancing model may have a

value from 0 to 1, while the response time model may have a value from 0 to 100. We

need to normalize them so that the model values are in the same range.

Accordingly, the weighted cost model for application S l is de�ned as:

F(c l ) = w 1 � Norm(Y(c l )) + w 2 � Norm(W(c l )), (3.18)

where Y(c l ) and W(c l ) are obtained from Eq. 3.8 and Eq. 3.15, and Norm represents the

normalization. The weighted cost model for the application set S is de�ned as:

F(c) = w 1 � Norm(Y(c)) + w 2 � Norm(W(c)), (3.19)

where Y(c) and W(c) are obtained from Eq. 3.9 and Eq. 3.16.

Therefore, the weighted cost optimization problem of IoT applications can be formu-
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lated as:

min F(c) (3.20)

s.t. C1 : Size(xSl i
) = 1, 8x Sl i

2 c l (3.21)

C2 : 0 � n ram ut
k , ncpu ut

k � 1, 8n k 2 N (3.22)

C3 : nf req
k , nram size

k � 0, 8n k 2 N (3.23)

C4 : Sram
l i

< n ram size
k , 8Sl i 2 Sl , 8nk 2 N (3.24)

C5 : F(xSl j
) � F(x Sl j

+ x Sl i
), 8Sl j 2 P(Sl i ) (3.25)

C6 : w1 + w 2 = 1, 0 � w 1, w2 � 1 (3.26)

where C1 states that any task can only be assigned to one server for processing. C2

states that for any server, the CPU utilization and RAM utilization are between 0 and

1. Besides, C3 states that the CPU frequency and the RAM size of any server are larger

than 0. Moreover, C4 denotes that any server should have suf�cient RAM resources to

process any task. Also, C5 denotes that any task can only be processed after its parent

tasks have been processed, and thus the cumulative cost is always larger than or equal

to the parent task. In addition, C6 denotes that the control parameters of the weighted

cost model can only take value from 0 to 1, and the sum of them should be equal to 1.

The problem being formulated is presented to be a non-convex optimization prob-

lem, because there may be an in�nite number of local optima in the set of feasible do-

mains, and usually, the complexity of the algorithm to �nd the global optimum is ex-

ponential (NP-hard) [201]. To cope with such non-convex optimization problems, most

work decomposes them into several convex sub-problems and then solves these sub-

problems iteratively until the algorithm converges [202]. This type of approach reduces

the complexity of the original problem at the expense of accuracy [203]. In addition,

such approaches are highly dependent on the current environment and cannot be ap-

plied in dynamic environments with complex and continuously changeable parameters

and computational resources [203]. To deal with this problem, we propose DRLIS to

ef�ciently handle uncertainties in dynamic environments by learning from interaction

with the environment.
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3.4 Deep Reinforcement Learning Model

In reinforcement learning, the autonomous agent �rst interacts with the surrounding en-

vironment through action. Under the action and the environment, the agent generates

a new state, while the environment gives an immediate reward. In this cycle, the agent

interacts with the environment continuously and thus generates suf�cient data. The re-

inforcement learning algorithm uses the generated data to modify its own action policy,

then interacts with the environment to generate new data, and uses the new data to fur-

ther improve its behavior. Formally, we use Markov Decision Process (MDP) to model

the reinforcement learning problem. Speci�cally, the learning problem can be described

by the tuple < S, A, P, R, g >, where S denotes a �nite set of states; A denotes a �nite

set of actions; P denotes the state transition probability; R denotes the reward function;

g 2 [0, 1] is the discount factor, used to compute the cumulative rewards.

We assume that the time T of the learning process is divided into multiple time

steps t and the agent will interact with the environment at each time step and have

multiple states St . At a particular time step t, the agent possesses the environment state

St = s, where s 2 S. The agent chooses an action At = a according to the policy p(ajs),

where a 2 A, and p(ajs) = Pr[A t = ajSt = s] is the policy function, which denotes

the probability of choosing the action a in state s. After choosing action a, the agent

receives a reward r = R[S t = s, A t = a] from the environment based on the reward

function R, and it moves to the next state S t+1 = s0based on the state transition function

Pa
ss0 = P[S t+1 = s0jSt = s, A t = a]. The goal of the reinforcement learning agent is

to learn a policy p that maximizes the expectation of cumulative discounted reward

Ep [å t2T g tr t ].

Based on the weighted cost optimization problem of IoT applications in edge and

fog computing environments, the state space S, action space A, and reward function R

for the MDP are de�ned as follows:

• State space S: Since the optimization problem is related to tasks and servers, the

state of the problem consists of the feature space of the task currently being pro-

cessed and the state space of the current server set N. Based on the discussion in

Section 3.3, at the time step t, the feature space of the task Sl i includes the task ID,
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the tasks' predecessors and successors, the application ID to which the task be-

longs, the number of tasks in the current application, the estimate of the occupied

CPU resources for the execution of the task, the task's RAM requirements, the es-

timate of the task's response time, etc. Formally, the feature space F for task Sl i at

the time step t is de�ned as follows:

F t (Sl i ) = f f y
t (Sl i )jSl i 2 Sl , 0 � y � jFjg, (3.27)

where y represents the index of the feature in the task feature space F, and jFj

represents the number of features. Moreover, at the time step t, the state space of

the current server set N includes the number of servers, each server's CPU utiliza-

tion, CPU frequency, RAM utilization, and RAM size, and the propagation time

and bandwidth between different servers, etc. Formally, the state space G for the

server set N at the time step t is de�ned as:

Gt (N) = fjNj, g z
t (nk), hq

t (n j , nk)jn j , nk 2 N,

0 � z � jgj, 0 � q � jhjg,
(3.28)

where g represents the state type that is related to only one server (i.e., CPU uti-

lization), z represents its index, and jgj represents the length of this type of state;

besides, h denotes the state type that is related to two servers (i.e., propagation

time), and similarly, q represents its index and jhj represents the length of this type

of state. Therefore, the state space S is de�ned as:

S = fS t = (F t (Sl i ), Gt (N))jS l i 2 Sl , t 2 Tg. (3.29)

• Action space A: The goal is to �nd the best-possible scheduling con�guration for

the application set S to minimize the objective function Eq. 3.20. Therefore, at the

time step t, the action can be de�ned as the assignment of the server to the task Sl i :

A t = x Sl i
= n k. (3.30)
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Accordingly, the action space A can be de�ned as the server set N:

A = N. (3.31)

• Reward function R: Since this is a weighted cost optimization problem, we need

to de�ne the reward function for each sub-problem. First, as the penalty, a very

large negative value is introduced if the task cannot be processed on the assigned

server for any reason. Also, for the load balancing problem, based on the discus-

sion in section 3.3.2, the reward function r lb
t is de�ned as:

r lb
t =

8
><

>:

y xSli�1
� y xSli

succeed

penalty f ail,
(3.32)

where y xSli
is obtained from Eq. 3.4. The value output by reward function r lb

t is the

difference between the load balancing models of the server set after scheduling

the current task and the previous one. If the value of the load balancing model

of the server set is reduced after scheduling the current task, the output reward is

positive, otherwise it is negative. Beside, for the response time problem, based on

the discussion in section 3.3.2, the reward function r rt
t is de�ned as:

r rt
t =

8
><

>:

wmean
xSli

� w xSli
succeed

penalty f ail,
(3.33)

where wxSli
is obtained from Eq. 3.10, and wmean

xSli

represents the average response

time for task S l i . The value output by reward function r rt
t is the difference between

the average response time (the current response time is also considered) and the

current response time for task Sl i . If the current response time is lower than the

average one, the output reward is positive, otherwise it is negative. The reward

function r t for the weighted cost optimization problem is de�ned as:

r t =

8
><

>:

w1 � Norm(r lb
t ) + w 2 � Norm(r rt

t ) succeed

penalty f ail,
(3.34)
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where w1 and w2 are the control parameters, and Norm represents the normaliza-

tion process.

Currently, many advanced deep reinforcement learning algorithms (e.g., PPO, TD3,

SAC) have been proposed by different researchers. They show excellent performance in

different �elds. PPO improves convergence and sampling ef�ciency by adopting impor-

tance sampling and proportional clipping [40]. TD3 (Twin Delayed DDPG) introduces

a dual Q network and delayed update strategy to effectively solve the overestimation

problem in the continuous action space [83]. SAC (Soft Actor-Critic) combines policy

optimization and learning of Q-value functions, providing more robust and exploratory

policy learning through maximum entropy theory [84]. These algorithms have achieved

remarkable results in different tasks and environments. In our research problem, the

agent's action and state space is discrete, which hinders the application of TD3, because

it is designed for continuous control [204]. In addition, the original SAC only considers

the problem of continuous space [84], although there are some works discussing how

to apply SAC to discrete space, they usually need to adopt some special tricks and ex-

tensions, such as using soft-max or sample-prune techniques to accommodate discrete

actions [205]. Besides, Wang et al. [206] shows that SAC requires more computation

time and convergence time than PPO. Whereas our study focuses on edge and fog com-

puting environments, where handling latency sensitivity and variation are important

considerations for choosing the appropriate DRL algorithm. We choose PPO as the ba-

sis of DRLIS, because PPO is designed to be more easily adaptable to discrete action

spaces [207] and we aim for the algorithm to converge quickly and perform well in di-

verse environments.

3.5 DRL-based Optimization Algorithm

Based on the above-mentioned MDP model, we propose DRLIS to achieve weighted

cost optimization of IoT applications in edge and fog computing environments. In this

section, we introduce the mathematical principle of the PPO algorithm and discuss the

proposed DRLIS.
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3.5.1 Preliminaries

The PPO algorithm belongs to the Policy Gradient (PG) algorithm which considers the

impact of actions on rewards and adjusts the probability of actions [208]. We use the

same notations as in section 3.3 to describe the algorithm. We consider the time horizon

T is divided into multiple time steps t, and the agent has a policy p q for determining

its actions and interactions with the environment. The objective can be expressed as

adjusting the parameter q to maximize the expected cumulative discounted rewards

Ep q[å t2T g tr t ] [40], expressed by the formula:

J(q) = E p q[å
t2T

g tr t ]. (3.35)

Since this is a maximization problem, the gradient ascent algorithm can be used to �nd

the maximum value:

q0 = q + ar qJ(q). (3.36)

The key is to obtain the gradient of the reward function J(q) with respect to q, which is

called the policy gradient. The algorithm for solving reinforcement problems by opti-

mizing the policy gradient is called the policy gradient algorithm. The policy gradient

can be presented as,

r qJ(q) = E p q[r qlogpq(at jst )A q(at jst )], (3.37)

where A q(at jst ) is the advantage function at time step t, used to evaluate the action a t at

the state st . Here, the policy gradient indicates the expectation of r qlogpq(at jst )A q(at jst ),

which can be estimated using the empirical average obtained by sampling. However, the

PG algorithm is very sensitive to the update step size, and choosing a suitable step size

is challenging [209]. Moreover, practice shows that the difference between old and new

policies in training is usually large [40].

To address this problem, Trust Region Policy Optimization (TRPO) [41] is proposed.

This algorithm introduces importance sampling to evaluate the difference between the

old and new policies and restricts the new policy if the importance sampling ratio grows

large. Importance sampling refers to replacing the original sampling distribution with
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a new one to make sampling easier or more ef�cient. Speci�cally, TRPO maintains two

policies, the �rst policy p qold
is the current policy to be re�ned, and the second policy p q

is used to collect the samples. The optimization problem is de�ned as follows:

maximize
q

E t [
p q(at jst )

p qold
(at jst )

A t ] (3.38)

subject to Et [KL[p qold
(�jst ), p q(�jst )]] � d, (3.39)

where KL represents Kullback-Leibler Divergence, used to quantify the difference be-

tween two probability distributions [210], and d represents the restriction of the update

between old policy p qold
and new policy p q. After linear approximation of the objective

and quadratic approximation of the constraints, the problem can be ef�ciently approxi-

mated using the conjugate gradient algorithm. However, the computation of conjugate

gradient makes the implementation of TRPO more complex and in�exible in practice

[211], [212].

To make this algorithm well applied in practice, the KL-PPO algorithm [40] is pro-

posed. Rather than using the constraint function E t [KL[p qold
(�jst ), p q(�jst )]] � d, the KL

divergence is added as a penalty in the objective function:

LKLPEN(q) = E t [r t (q)A t � bKL[p qold
(�jst ), p q(�jst )]], (3.40)

where r t (q) = p q(at jst )
p qold

(at jst )
is the ratio of the new policy and the old policy, obtained in Eq.

3.38, and the parameter b can be dynamically adjusted during the iterative process ac-

cording to the KL divergence. If the current KL divergence is larger than the prede�ned

maximum value, indicating that the penalty is not strong enough and the parameter

b needs to be increased. Conversely, if the current KL divergence is smaller than the

prede�ned minimum value, the parameter b needs to be reduced.

Moreover, another idea to restrict the difference between old policy p qold
and new

policy p q is to use clipped surrogate function clip. The PPO algorithm using the clip

function (CLIP-PPO) removes the KL penalty and the need for adaptive updates to sim-

plify the algorithm. Practice shows CLIP-PPO usually performs better than KL-PPO

[40]. Formally, the objective function of CLIP-PPO is de�ned as follows:

LCLIP(q) = E t [min(r t (q)A t , clip(r t (q), 1 � e, 1 + e)A t ]. (3.41)
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And clip(r t (q), 1 � e, 1 + e) restrict the ratio r t (q) into (1 � e, 1 + e), de�ned as:

clip(r t (q), 1 � e, 1 + e) =

8
>>>><

>>>>:

1 � e r t (q) < 1 � e

r t (q) 1 � e � r t (q) � 1 + e

1 + e r t (q) > 1 + e.

(3.42)

By removing the constraint function as discussed in TRPO, both PPO algorithms sig-

ni�cantly reduce the computational complexity, while ensuring that the updated policy

deviates not too large from the previous one.

3.5.2 DRLIS: DRL-based IoT Application Scheduling

Since CLIP-PPO usually outperforms KL-PPO in practice, we choose it as the basis for

the optimization algorithm. DRLIS is based on the actor-critic framework, which is a

reinforcement learning method combining Policy Gradient and Temporal Differential

(TD) learning. As the name implies, this framework consists of two parts, the actor and

the critic, and in implementation, they are usually presented as Deep Neural Networks

(DNNs). The actor network is used to learn a policy function p q(ajs) to maximize the

expected cumulative discounted reward E p [å t2T g tr t ], while the critic network is used

to evaluate the current policy and to guide the next stage of the actor's action. In the

learning process, at the time step t, the reinforcement learning agent inputs the current

state st into the actor network, and the actor network outputs the action a t to be per-

formed by the agent in the MDP. The agent performs the action a t , receives the reward

r t from the environment, and moves to the next state s t+1 . The critic network receives

the states st and st+1 as input and estimates their value functions V p q(st ) and Vp q(st+1 ).

The agent then computes the TD error dt for the time step t:

dt = r t + gV p q(st+1 ) � V p q(st ), (3.43)

where g denotes the discount factor, as discussed in Section 3.3, and the actor network
and critic network update their parameters using the TD error d t . DRLIS continues this
process after multiple steps, as an estimateÂ t of the advantage function A t , which can
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be written as:
Â t = �V p q(st ) + r t + gr t+1 + � � � + g T�t+1 rT�1 + g T�t Vp q(sT). (3.44)

DRLIS maintains three networks, one critical network, and two actor networks (i.e.,

the old actor and the new actor), representing the old policy function p qold
and the new

policy function p q, as discussed in Section 3.5.1. Algorithm 3.1 describes DRLIS for the

weighted cost optimization problem in edge and fog computing environments.

Algorithm 3.1: DRLIS for weighted cost optimization
Input : new actor network P q with parameter q; old actor network P qold

with parameter
qold, where qold = q; critic network V mwith parameter m; max time step T; update
epoch K; policy objective function coef�cient a c; value function loss function
coef�cient a v; entropy bonus coef�cient a e; clipping ratio e

1 while True do
2 servers  GetServers()
3 task  GetTask()
4 if servers 6= serversold then
5 agent  InitializeAgent(servers)
6 serversold  servers
7 end if
8 s1  GeneralizeState(servers, task)
9 D  InitializeBu f f er()

10 for t  1 to T do
11 at  P q(st )
12 Schedule(task, at )
13 rt  GetReward()
14 servers  GetServers()
15 if servers 6= serversold then
16 break
17 end if
18 task  GetTask()
19 st+1  GeneralizeState(servers, task)
20 ut = (s t , at , rt )
21 D.Append(ut )
22 end for
23 Â t  �V m(st ) + r t + gr t+1 + � � � + g T�t+1 rT�1 + g T�t Vm(sT)
24 for k  1 to K do

25 LCLIP(q) = å t
1 min( P q(at jst )

P qold
(at jst )

Â t , clip( P q(at jst )
P qold

(at jst )
, 1 � e, 1 + e) Â t

26 LVF(m) = å t
1(Vm(st ) � Â t )2

27 LET(q) = å t
1 Entropy(P q(at jst ))

28 L(q, m) = �a cLCLIP(q) + avLVF(m) � a eLET(q)
29 update q and m with L(q, m) by Adam optimizer
30 end for
31 qold  q
32 end while

We consider a scheduler that is implemented based on DRLIS. When this scheduler
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receives a scheduling request from an IoT application, it obtains information about the

set of servers currently available and initializes a DRL agent based on the information.

This agent contains three deep neural networks, a new actor network P q with parameter

q, an old actor network P qold
with parameter q old, where qold = q, and a critic network V m

with parameter m. After that, the scheduler obtains the information about the currently

submitted task and generates the current state st based on the information regarding

the task and servers. Inputting the state st to the new actor network P q will output an

action at , representing the target server to which the current task is to be assigned. The

scheduler then assigns the task to the target server and receives the corresponding re-

ward r t , which is calculated based on Eq. 3.32, 3.33, 3.34. The reward rt is essential for

indicating the positive or negative impact of the agent's current scheduling policy on

the optimization objectives (e.g., IoT application response time and servers load balanc-

ing level). Also, a tuple u t with three values (s t , at , rt ) will be stored in buffer D. The

scheduler repeats the process T times until suf�cient information is collected to update

the neural networks. When updating the neural networks, the estimate of the advantage

function is �rst computed based on Eq. 3.44. Then the neural networks are optimized

for K times. Both actor network and critic network use Adam optimizer, and the loss

function is computed as:

L(q, m) = �a cLCLIP(q) + a vLVF(m) � a eLET(q), (3.45)

where LCLIP(q) is the policy objective function from Eq. 3.41, and L VF(m) is loss function

for the state value function:

LVF(m) =
T

å
t=1

(Vm(st ) � Â t )2. (3.46)

And L ET(q) is the entropy bonus for the current policy:

LET(q) =
T

å
t=1

Entropy(P q(at jst )). (3.47)

In addition, a c, av, and ae are the coef�cients. After updating the neural networks, the

parameter q of the new actor network P q will be copied to the old actor network P qold
.
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Assuming that there are N tasks, from Algorithm 3.1, the agent will update the policy

K times after scheduling T tasks, so the complexity of the algorithm as O(N + N
T K). In

practical applications, both T and K as hyperparameters can be customized to suit differ-

ent computational environments. Thus the computational complexity of the algorithm

actually depends on the number of tasks N and can be written as O(N). For the edge/-

fog environment with limited computational resources, we consider this computational

complexity to be acceptable.

3.5.3 Practical Implementation in the FogBus2 Framework

We extend the scheduling module of the FogBus2 framework 2 [44] to design and de-

velop the DRLIS in practice for processing placement requests from different IoT appli-

cations in edge and fog computing environments.

FogBus2 is a lightweight container-based distributed/ serverless framework (real-

ized using Docker microservices software) for integrating edge and fog/cloud comput-

ing environments. A scheduling module is implemented to decide the deployment of

heterogeneous IoT applications, enabling the management of distributed resources in

the hybrid computing environment. There are �ve main components within FogBus2

framework, namely Master, Actor, RemoteLogger, TaskExecutor, and User. Fig. 3.3 shows

the relationship between different components in the FogBus2 framework, and the up-

dated sub-components used to implement the reinforcement learning function.

• Remote Logger: It is designed for collecting and storing logs from other compo-

nents, whether periodic or event-driven.

• Master: It contains the scheduling module of FogBus2, responsible for the regis-

tration and scheduling of IoT applications. It can also discover resources and self-

scale based on the input load. We implement a reinforcement learning scheduling

module in the Scheduler & Scaler sub-component. Besides, we extend the function-

ality of the Pro�ler and the Message Handler components to allow Master compo-

nents to receive and handle information from other components for reinforcement

learning scheduling.

2https://github.com/Cloudslab/FogBus2
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Figure 3.3: Updated Sub-Components for Reinforcement Learning in FogBus2 Frame-
work

• Actor: It informs the Remote Logger and Master components of the computing re-

sources of the corresponding node to coordinate the resource scheduling of the

framework. Furthermore, it is responsible for launching the appropriate Task Ex-

ecutor components to process the submitted IoT application. We extend the func-

tionality of the Pro�ler and the Message Handler components to allow system char-

acteristics regarding servers to be passed to the reinforcement learning scheduling

module in Master components.

• Task Executor: It is responsible for executing the corresponding tasks of the submit-

ted application. The results are passed to the Master component.

• User: It runs on IoT devices and is responsible for processing raw data from sensors

and users. It sends the processed data to the Master component and submits the

execution request. We extend the functionality of the Actuator and the Message

Handler components to allow information related to IoT applications to be passed

to the reinforcement learning scheduling module in Master components.

Fig. 3.4 shows our implementation of the reinforcement learning scheduling module
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Figure 3.4: Reinforcement Learning Scheduling Module in FogBus2 Framework

in the FogBus2 framework. The module can be divided into four sub-modules: 1) Rein-

forcement Learning Models, 2) Rewards Models, 3) Reinforcement Learning Agent, and

4) Model Warehouse.

• Reinforcement Learning Models: This sub-module contains the reinforcement learn-

ing models. According to Algorithm 3.1, we implement a DRLIS-based model.

In addition, to evaluate the performance of DRLIS, we also implement DQN and

Q-Learning-based models.

• Rewards Models: This sub-module contains the models associated with the reward

functions. According to Section 3.3.2 and Section 3.4, we implemented Load Bal-

ancing Model, Response Time Model, and Weighted Cost Model. This sub-module

is responsible for calculating the reward values based on the information (e.g.,

CPU and RAM utilization) and transferring them to the Agent sub-module.

• Reinforcement Learning Agent: This sub-module implements the functions of the
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reinforcement learning agent. The Agent Initiator calls the Reinforcement Learning

Models sub-module and initializes the corresponding models. The Action Selector

is responsible for outputting the target server index for the currently scheduled

task. The Model Optimizer optimizes the running reinforcement learning schedul-

ing policy based on the reward values returned from the Reward Function Models

sub-module. The State Converter is responsible for converting the parameters of

the server and IoT application into state vectors that can be recognized by the rein-

forcement learning scheduling model. The Scheduling Policy Runner is the running

program of the reinforcement learning scheduling Agent and is responsible for re-

ceiving submitted tasks, saving or loading the trained policies, and requesting and

accessing parameters from other FogBus2 components (e.g., FogBus2 Actor, Fog-

Bus2 User) for the computation of reward functions.

• Model Warehouse: This sub-module can save the hyperparameters of the trained

scheduling policy to the database and loads the hyperparameters to initialize a

well-trained scheduling Agent.

Algorithm 3.2 summarizes the scheduling mechanism based on DRLIS. The frame-

work �rst initializes a scheduler, based on Algorithm 3.1. In addition, two buffers D A

and DU for storing information from the Actor component and the User component are

also initialized. After the User component submits the IoT application to be processed,

the Master component �rst checks whether the Actor components that have been regis-

tered to the framework have the corresponding resources to process the application. If

true, the IoT application which contains one or multiple tasks will be scheduled; other-

wise, the Master component will inform the User component that the current application

cannot be processed. For each task of an IoT application, the scheduler will place it to

the target Actor component for execution based on Algorithm 3.1. After that, the Actor

component sends the relevant information (i.e., CPU utilization, RAM utilization, etc.)

to the Master component, which is stored in the buffer D A . The User component also

sends relevant information (i.e., response time, the result of task execution, etc.) to the

Master component, which is stored in the buffer D U . When the Master collects suf�-

cient information, it will update the scheduler, where the data in D A and DE are used to
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Algorithm 3.2: Reinforcement learning scheduler in FogBus2 framework based
on the proposed weighted cost optimization algorithm

Input : master component M; registered actor component set A; user component U; tasks
to be processed T

1 Scheduler  InitializeScheduer(DRLIS)
2 DA  InitializeActorBu f f er()
3 DU  InitializeUserBu f f er()
4 while True do
5 U.SubmitTasks(T)
6 AvailableActors  M.CheckResources(T)
7 if AvailableActors is empty then
8 M.Message(U, Fail)
9 break

10 end if
11 foreach ti 2 T do
12 Scheduler.TaskPlacement(ti , A)
13 A.Message(M, IA )
14 DA .Append(IA )
15 U.Message(M, IU )
16 DU .Append(IU )
17 if UpdateScheduler is True then
18 Rewards  ComputeRewards(DA , DU )
19 Scheduler.Update()
20 end if
21 end foreach
22 end while
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compute the reward for each step, as discussed in Algorithm 3.1 and Eq. 3.32, 3.33, 3.34.

3.6 Performance Evaluation

In this section, we �rst describe the experimental setup and sample applications used in

the evaluation. Then, we investigate the hyperparameters of DRLIS. Finally, we discuss

the performance of DRLIS by comparing it with its counterparts.

3.6.1 Experiment Setup

We �rst give a short introduction about the experimental environment and describe the

IoT applications used in the experiment. Next, the baseline algorithms used to compare

with DRLIS are presented.

Experiment Environment

As discussed in Section 3.5.3, we implemented a scheduler based on DRLIS in the Fog-

Bus2 framework, and we use this scheduler for evaluation. We consider a heterogeneous

experimental environment consisting of IoT devices, resource-limited fog servers, and

resource-rich cloud servers. To simulate the heterogeneous multi-cloud computing en-

vironment, we used two instances of Nectar Cloud infrastructure (Intel Xeon 2 cores

@2.0GHz, 9GB RAM, and Intel Xeon 16 cores @2.0GHz, 64GB RAM) and one instance of

AWS Cloud (AMD EPYC 2 cores @2.2GHz, 4GM RAM). In the fog computing environ-

ment, to re�ect the heterogeneity of the servers, we used a Raspberry Pi 3B (Broadcom

BCM2837 4 cores @1.2GHz, 1GB RAM), a MacBook Pro (Apple M1 Pro 8 cores, 16GB

RAM), and a Linux virtual machine (Intel Core i5 2 cores @3.1GHz, 4GB RAM). In addi-

tion, the IoT devices are con�gured with 2 cores @3.2GHz and 4GB RAM. Furthermore,

we pro�led the average bandwidth (i.e., data rate) and latency between servers as fol-

lows: the latency between the IoT device and the cloud server is around 15ms, and

the bandwidth is around 6MB/s, while the latency between the IoT device and the fog

server is around 3ms, and the bandwidth is around 25MB/s. Also, both w 1 and w2 are
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set to 0.5 in Eq. 3.19, meaning that the importance of load balancing and response time

are equal.

Sample IoT Applications

We used four IoT applications for evaluating the performance of the scheduler based

on DRLIS. All applications implement both real-time and non-real-time features. Real-

time means that the application can receive live streams and non-real-time means that

the application can receive pre-recorded video �les. Speci�cally, applications follow a

sensor-actuator architecture, with each application operating as a single data stream.

Sensors (e.g., cameras) capture environmental information and process it into data pat-

terns (e.g., image frames) that will be forwarded to surrogate servers for processing,

while actuators receive the processed data and represent the �nal outcome to the user.

In addition, all applications provide a parameter called application label, which can be

used to set the frame size in the video. These applications are described as follows:

• Face Detection [178]: Detects and captures human faces. The human faces in the

video are marked by squares. This application is implemented based on OpenCV 3.

• Color Tracking [178]: Tracks colors from video. The user can dynamically con�gure

the target colors through the GUI provided by the application. This application is

implemented based on OpenCV3.

• Face And Eye Detection [178]: In addition to detecting and capturing human faces,

the application also detects and captures human eyes. This application is imple-

mented based on OpenCV3.

• Video OCR [44]: Recognizes and extracts text information from the video and trans-

mits it back to the user. The application will automatically �lter out keyframes.

This application is implemented based on Googles Tesseract-OCR Engine4.

3https://github.com/opencv/opencv
4https://github.com/tesseract-ocr/tesseract
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Baseline Algorithms

To evaluate the performance of DRLIS, three other schedulers based on metaheuristic

algorithms and reinforcement learning techniques are implemented, as follows:

• DQN: It is one of the most adapted techniques in deep reinforcement learning,

which constructs an end-to-end architecture from perception to decision. This al-

gorithm has been used by many works in the current literature such as [189], [76],

[190], and [191]. To compare with our proposed algorithm, we implement a DQN-

based scheduler and integrate it into the FogBus2 framework. This scheduler can

minimize the weighted load balancing and response time cost.

• Q-Learning: This technique belongs to value-based reinforcement learning tech-

niques that combine the Monte Carlo method and the TD method. Its ultimate

goal is to learn a table (Q-Table). Works including [188], [213] adopt this technique.

To integrate it into the FogBus2 framework, we implemented a scheduling pol-

icy. Furthermore, as a comparison, the scheduler can be used in the weighted cost

problem to minimize the weighted load balancing and response time cost.

• NSGA2: It is a weighted cost genetic algorithm. It adopts the strategy of fast non-

dominated sorting and crowding distance to reduce the complexity of the non-

dominated sorting genetic algorithm. The algorithm has high ef�ciency and fast

convergence rate [214]. This algorithm is implemented using Pymoo [215].

• NSGA3: The framework of NSGA3 is basically the same as NSGA2, using fast non-

dominated sorting to classify population individuals into different non-dominated

fronts, and the difference mainly lies in the change of selection mechanism. Com-

pared with NSGA2 using crowding distance to select individuals of the same non-

dominated level, NSGA3 introduces well-distributed reference points to maintain

population diversity under high-dimensional goals [216]. This algorithm is imple-

mented using Pymoo [215].
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3.6.2 Hyperparameter Tuning

The scheduler based on DRLIS is implemented via PyTorch. Considering the limited

computational resources of some devices in the fog computing environment, both actor

network and critic network consist of an input layer, a hidden layer, and an output layer.

Henderson et al. [217] investigate the effect of hyperparameter settings on the perfor-

mance of reinforcement learning models. They survey the literature on different rein-

forcement learning techniques, list the hyperparameter settings used in the literature,

and compare the actual performance of the models under different hyperparameter set-

tings. They compare the performance of the PPO algorithm under different network

architectures and the result shows that the model performs best under the network ar-

chitecture where the hidden layer contains 64 hidden units and the hyperbolic tangent

(TanH) function is used as the activation function. Therefore, we used the same network

architecture for our experiments. In addition, we performed a grid search to tune the

four main hyperparameters (i.e., clipping range, discount factor, learning rate for actor

network, and learning rate for critic network), and the results are shown in Fig. 3.5. The

load balancing model control parameters a1 and a2 are both set to 0.5 to show the equal

importance of CPU and RAM, however, these values can be tuned by users based on the

objectives.

All the experiments regarding hyperparameter tuning are conducted in order to

solve the weighted cost problem, as discussed in Section 3.3.2. We describe the pro-

cess of hyperparameter tuning of our reinforcement learning model. For tuning the

clipping range e, we followed Schulman et al. [40], who proposed PPO and described

that the model performs best with settings of clipping range e among 0.1, 0.2, and 0.3.

Fig. 3.5a shows that our model performs best when the clipping range e is set to 0.3.

For the discount factor g, we reviewed related work on DRL in order to understand

the common range for g. According to [40, 218], the best setting for g sits somewhere

among f0.9-0.999g. Accordingly, to keep the search area for tuning g in a viable range,

we used the nominated values in these works and found that our model converges faster

when g is set to 0.9. Fig. 3.5b shows the tuning process of g. Based on the similar ap-

proach for tuning e and g, for tuning the actor network learning rate lr a, we referred to

[40, 217, 219] for designing our tuning range. Accordingly, we used 0.003, 0.0003, and
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(a) Clipping range (b) Discount factor

(c) Actor network learning rate (d) Critic network learning rate

Figure 3.5: Hyperparameter tuning results

0.00003 to tune lra. Fig. 3.5c shows that our model performs best when the lr a is set to

0.0003. Considering the same approach for tuning, we followed [220–222] and set our

tuning range among f0.01, 0.001, 0.0001g and found that our model works best when

lr c is 0.001. Fig. 3.5d shows the performance of our model under different settings for

lr c. Overall, the deep neural network and training hyperparameters setting is presented

in Table 3.3. Besides, we also tune the hyperparameters for baseline techniques to fairly

study their performance. The corresponding results are shown in Table 3.5.

Table 3.3: The hyperparameters setting for DRLIS

DRLIS Hyperparameter Value
Neural Network Layers 3
Hidden Layer Units 64
Optimization Method Adam
Activation Function TanH
Clipping Range e 0.3
Discount Factor g 0.9
Actor Learning Rate lr a 0.0003
Critic Learning Rate lr c 0.001
Policy Objective Function Coef�cient a c 1
Value Function Loss Function Coef�cient a v 0.5
Entropy Bonus Coef�cient a e 0.01
Load Balancing Model CPU Control Parameter a1 0.5
Load Balancing Model RAM Control Parameter a 2 0.5

3.6.3 Performance Study

We performed two experiments to evaluate DRLIS compared to its counterparts, regard-

ing the load balancing of the servers, the response time of the IoT applications, and the

weighted cost.

Cost vs Policy Update Analysis

In this experiment, we investigate the algorithm performance in different iterations

when the policy is updated. We used the four applications mentioned in Section 3.6.1 for

training with the resolution parameter set to 480, and the maximum number of iterations
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Table 3.5: The hyperparameters setting for baseline techniques

DQN Hyperparameter Value
Neural Network Layers 3
Hidden Layer Units 64
Optimization Method Adam
Activation Function ReLU
Discount Factor 0.99
Learning Rate 0.0001
Exploration Rate 1
Exploration Decay 0.9
Minimum Exploration 0.05

Q-Learning Hyperparameter Value
Discount Factor 0.9
Learning Rate 0.1

NSGA2 and NSGA3 Hyperparameter Value
Population Size 200
Generation Numbers 100

is set to 100. The training results of algorithms with the three optimization objectives are

shown in Fig. 3.6.

(a) Load balancing (b) Response time (c) Weighted cost

Figure 3.6: Cost vs policy update analysis - train phase

As shown in Fig. 3.6a, when optimizing the load-balancing problem of the servers,

the average computational resource variance of the servers is lower for the Q-Learning-

based, DQN-based, and DRLIS-based schedulers than for the NSGA2-based and NSGA3-

based schedulers. Moreover, only the reinforcement learning-based scheduler can achieve

a stable convergence state. However, the Q-Learning-based scheduler requires more
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than 60 iterations before reaching a converged state, and the DQN-based scheduler re-

quires more than 80 iterations, while the DRLIS-based scheduler only requires about

20 updates to converge to a similar stable state. The NSGA2-based and NSGA3-based

schedulers are unable to reach the convergence state. As shown in Fig. 3.6b, when op-

timizing the response time problem of the application, unlike the former problem, all

schedulers can converge. However, the average response time of Q-Learning-based,

DQN-based, and DRLIS-based schedulers is still lower than that of NSGA2-based and

NSGA3-based schedulers. In addition, the DRLIS-based scheduler still outperforms the

Q-Learning-based and the DQN-based schedulers in terms of convergence speed. Fi-

nally, as Fig. 3.6c shows, when optimizing the weighted cost problem, similar to the load

balancing problem, the average cost is lower for the Q-Learning-based, DQN-based, and

DRLIS-based schedulers than for the NSGA2 and NSGA3-based schedulers, and only

the �rst three can reach a stable convergence state. Moreover, although the Q-Learning-

based, DQN-based, and DRLIS-based schedulers have similar �nal convergence lev-

els, the DRLIS-based scheduler converges much faster than the Q-Learning-based and

DQN-based schedulers. This proves that the DRLIS-based scheduler outperforms the

other techniques in terms of average cost, convergence, and convergence speed during

the training phase.

In the evaluation phase, we set the resolution to 240, which will make the demand

for computational resources and response time of the IoT application different from

the training phase. The evaluation phase results of the different algorithms regarding

the three optimization objectives are shown in Fig. 3.7. It can be observed that when

the optimization objective is server load balancing, IoT application response time, and

weighted cost, respectively, the schedulers based on different algorithms have similar

performances as the training phase. Speci�cally, only the cost of the Q-Learning-based,

DQN-based, and DRLIS-based schedulers converges, and the cost of the NSGA2-based

and NSGA3-based schedulers �uctuates up and down in a higher range. Moreover, the

average and �nal costs of the Q-Learning-based, DQN-based, and DRLIS-based sched-

ulers are signi�cantly lower than those of the NSGA2-based and NSGA3-based sched-

ulers during the evaluation phase. In addition, in the weighted cost scenario, the DRLIS-

based scheduler can converge the cost to a stable level after about 30 policy updates,
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