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Abstract

In recent years, the serverless cloud computing paradigm has seen a remarkable
adoption for building cloud-native and micro-service-oriented applications. Unlike tra-
ditional cloud models, serverless abstracts away the complexities of infrastructure man-
agement by offloading these responsibilities to the Cloud Service Provider (CSP). This
fundamental paradigm shift empowers developers to dedicate their efforts to core ap-
plication business logic, significantly enhancing productivity. The primary execution
model for serverless applications is Function-as-a-Service (FaaS), an event-driven com-
pute service that executes fine-grained, stateless code segments called ”functions.”

While Faa$S offers a compelling economic advantage with pay-per-use billing, it still
faces significant challenges. The issues begin with runtime inefficiencies like cold starts,
where a new function instance must be initialised, introducing latency that degrades
performance. This is exacerbated by autoscaling, which rapidly provisions new in-
stances during traffic spikes but quickly becomes a performance bottleneck. These per-
formance issues are tied to the static resource configurations developers must provide.
Because platforms often link resource allocation solely to a single metric, like memory,
optimising for performance directly conflicts with minimising operational cost. This
rigidity not only forces developers into suboptimal configuration choices but also pre-
vents the underlying platform from dynamically and efficiently managing its shared
resources, including scheduling, placement, and autoscaling, to meet varying request
demands.

To address these limitations, this thesis investigates novel architectures, approaches,
and techniques to identify and exploit learning-centric function management opportu-
nities to improve operational cost, system throughput and alleviate resource wastage

in FaaS environments without compromising application-specific performance Service
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Level Objectives (SLO). This thesis advances the state-of-the-art in payload- and Quality-
of-Service (QoS)-aware function resource configuration and management by making the

following key contributions:

1. A comprehensive taxonomy for dynamic function configuration and management
in Faa$S, and classifying existing literature based on the identified aspects and fac-

tors of function resource management.

2. An on-policy Reinforcement Learning (RL) approach for reducing the function
cold start frequency in serverless computing to improve platform throughput and

resource utilisation.

3. A proactive autoscaling framework to exploit partially-observable serverless envi-

ronments to alleviate system load while boosting function performance.

4. A dynamic Machine Learning (ML) technique for predicting optimal function con-

tiguration to significantly reduce operational cost, and resource wastage.

5. A comprehensive, fully-integrated serverless system to manage and optimise func-
tion execution lifecycle for adaptive resource allocation, and function scheduling

decisions.

6. An interactive simulation engine and a visualiser to provide insights into the user-
abstracted resource management of FaaS by implementing various request routing

and function placement policies.

7. A detailed discussion outlining challenges and the potential future work for the

efficient use of serverless computing environments.
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Chapter 1
Introduction

The cloud computing landscape has recently experienced a fundamental paradigm shift,
driven by the migration of applications from monolithic structures to ne-grained, micro-
service-oriented architectures [1]. In traditional cloud computing service models, such
as Infrastructure-as-a-Service (laaS) and Platform-as-a-Service (PaaS), the responsibil-
ity for provisioning, scaling, and managing the underlying infrastructure is partially or
wholly borne by the user. To facilitate the rapid deployment and operational agility
required by modern micro-services, an advanced execution model was needed to dras-
tically reduce developer overhead. Serverless computing has emerged as the de ning
paradigm that meets this demand, shifting the obligation for resource provisioning and
management entirely to the cloud service provider (CSP) [2]. According to reports [3][4],
the global serverless market was valued at over 24.55 billion US dollars in 2024 and
is expected to grow at a compound annual growth rate (CAGR) of 14.15% by the year
2034. However, contrary to its name, serverless still requires computing resources and is
fundamentally de ned by its extensive infrastructure abstraction and its consumption-
based pricing model.

Although precursors to this concept, such as Google App Engine in 2008, offered
early forms of PaaS abstraction, the modern serverless paradigm was formally estab-
lished with the public release of AWS Lambda in late 2014 [5][6]. Lambda introduced
the core execution model of FaaS, which offers an event-driven, on-demand compute
service. In FaaS, a function is the fundamental unit of development and deployment. A
function is a stateless code segment holding business logic, wrapped inside an execution
environment, that is invoked in response to associated events or triggers. When a func-

tion is invoked, the platform instantiates a new execution environment, also referred

1



Introduction

Figure 1.1: A Sample FaaS Application Environment

to as a function instance, which is typically a microvM or a lightweight container that
encapsulates the logic, its dependencies, and the allocated resources. Following this,
leading CSPs have also proposed their serverless platforms, such as Azure Functions [7]
and Cloud Run Functions [8]. In addition to these proprietary solutions, open-source
frameworks such as OpenFaa$S [9], Knative [10], and Apache OpenWhisk [11] have also
been released. Technically, in FaaS, function instances are provisioned dynamically in re-
sponse to incoming requests when existing instances are busy executing other requests.
Different platforms enforce different concurrency models, which de ne how many con-
current invocation requests a single function instance can process. This concurrency
control helps balance performance and resource utilisation. Moreover, users are charged
strictly based on the actual execution duration of the function code and the resources
consumed during execution, minimising the expenses associated with idle capacity. A

sample FaaS application work ow is demonstrated in Fig. 1.1.

This reactive, on-demand creation of multiple function instances comes with a signif-
icant overhead called cold start, where each new function instance must be bootstrapped
from scratch [12]. A cold start is the added latency to the actual execution time of a

function when the execution environment initialises for the rst time, involving critical



stages such as code download, dependency setup, network overlay creation, and lan-
guage runtime startup. The duration of cold starts can range from milliseconds to a few
seconds [13], which is sometimes comparable to the execution time of applications that
require ultra-fast responses. Not only does this impact user-perceived latency but also
imposes substantial pressure on service providers to respond swiftly to demand uctua-
tions, allocate resources ef ciently, and schedule new functions forimmediate execution
[14]. The negative consequences of cold starts are further exacerbated in applications
with multiple interconnected functions, where each instance’s initialisation can have a
ripple effect on overall performance and operational costs.

Cold starts are an intrinsic consequence of the dynamic autoscaling mechanisms in-
herent to FaaS platforms, where the system automatically provisions and adjusts the
number of function instances in response to uctuating incoming traf c. When new
requests arrive and all existing instances are either busy or speci ¢ scaling thresholds
such as request queue length, response latency, or CPU utilisation [6][8] are exceeded,
the platform spins up additional instances to maintain service responsiveness. This reac-
tive, event-driven horizontal scaling is foundational to serverless architectures, but each
instance creation introduces a cold start which increases application response times,
particularly affecting the latency-sensitive workloads. Additionally, proprietary FaaS
platforms implement scaling based on distinct primitives, in uencing concurrency han-
dling and resource allocation strategies. For example, AWS Lambda ! [6] enforces strict
single-concurrency isolation, dedicating resources to one request per container, which
simpli es function scaling logic but can lead to rapid container churn during traf c
spikes. In contrast, Azure Functions and Google Cloud Run [7] adopt con gurable
multi-concurrency models, allowing a single instance to ef ciently process several con-
current requests by sharing memory and CPU resources. While these approaches may
enhance resource utilisation and reduce operational costs, they introduce new consid-
erations for application design such as managing shared-state and potential resource
contention when deploying functions intended for high-throughput or bursty event

streams.

Faas is fundamentally designed to relieve developers from the complexities of man-

Lreferring to the original AWS Lambda service model without the managed instances [15]



4 Introduction

aging underlying infrastructure. However, developers are typically responsible for con-
guring the function instance resources statically, specifying critical settings such as
function memory, CPU share, ephemeral storage, and maximum function running time.
These con guration settings, particularly the allocated memory, have a profound im-
pact on function execution success and cold start latency [16]. This is primarily because,
in most industry platforms, increasing the allocated memory proportionally increases
available computing resources 2. Consequently, allocating higher resources results in a
performance benet as it speeds up the function instance's initialisation cycle (result-
ing in faster cold starts) and accelerates the function's execution time. Moreover, this
signi cantly in uence resource allocation and scheduling decisions from both user and
provider perspectives [2]. Under- or over-provisioning of resources directly impact a
function's performance and operational cost, as a function is billed for the duration the
resources are used for during execution. In addition to this, it also impacts a provider's
ability to pack and place function instances on the underlying infrastructure. The re-
lationship between performance and cost is inherently non-linear, meaning that even
small changes in allocated resources can result in signi cant variations in performance
and operational expense [17]. This presents a complex trade-off between resource al-
location, operational cost and execution time that developers need to address as they
strive for optimal function performance while balancing competing priorities. Further-
more, workload features such as payload or the input (its size, type or number of inputs)
received by the function, play a signi cant role in determining the minimum resource re-
quirements for a successful function execution [18]. For instance, functions that process
large inputs/payloads may necessitate increased resource allocation, leading to ampli-
ed performance and operational costs. This, in turn, highlights the importance of pre-
cisely con guring resources to optimise function performance while minimising waste.
Furthermore, the interplay between these factors introduces another layer of complex-
ity, as even small changes in resource allocation can have profound effects on overall
system behaviour, making resource con guration a crucial yet highly complex decision

step that requires meticulous attention.

In serverless, where the underlying infrastructure is abstracted, the prompt alloca-

2general trend of industry FaaS platforms where more memory allocates more compute resources



tion and scheduling of function resources pose a signi cant challenge for CSPs as they
strive to maintain a high degree of utilisation while minimising resource waste [19]. This
complexity arises from the need to allocate and schedule ner-grained resources quickly,
which can lead to increased resource fragmentation if not managed properly [20]. Addi-
tionally, FaaS environments are highly multi-tenant, which means that the resource con-
guration of one function directly impacts the scheduling decisions for co-located func-
tions, potentially leading to poor performance as these functions may contend for shared
resources [21]. This scenario is exacerbated by the fact that FaaS platforms typically do
not con gure or scale functions based on speci ¢ workload requirements, thereby miss-
ing an opportunity to optimise FaaS for a broader range of application domains. As a
result, CSPs must develop sophisticated strategies for function scheduling and resource
management to mitigate these challenges and ensure high-performance, low-latency,

and cost-effective experiences.

While serverless computing has transformed the way applications are built and de-
ployed, its limitations in terms of resource allocation and management, i.e., inherent cold
starts, function con guration, reactive autoscaling and black-box scheduling continue
to hinder widespread adoption from both developer and provider perspectives [22][23].
To bridge this gap, this thesis explores novel adaptive and autonomous techniques for
function resource con guration and management. The research focuses on optimising
the dual objectives of assuring predictable QoS and minimising operational cost for the
developer, and maximising resource utilisation and reducing the operational complexity
faced by the CSP in resource allocation and provisioning behind the scenes. To achieve
this, we conduct an extensive survey of the current state of serverless resource manage-
ment, examining existing solutions, their limitations, and areas for improvement. We
then develop innovative proposals for ef cient techniques in resource scaling, alloca-
tion, and scheduling, which are designed to optimise the utilisation of this computing
environment. The ef cacy and performance improvements of these proposals are ver-

i ed through thorough evaluations. Thus, the objective of our research is to provide a
comprehensive understanding of the challenges and opportunities in serverless resource
management, and to develop advanced solutions that can satisfy the evolving needs of

both developers and providers. By leveraging these techniques and approaches, we
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aim to create a truly serverless experience where users are completely freed from re-
source management tasks, and providers can focus on delivering high-quality services
with minimal overhead. In other words, the central objective of the thesis is to inves-
tigate optimised and autonomous resource management of the FaaS functions, where
Arti cial Intelligence (Al)/ML/RL is leveraged to mitigate the inherent challenges as-
sociated with cold start and threshold-based scaling. Furthermore, it aims to of oad the
developer responsibility of function con guration to service provider while consider-
ing the variable inputs (one of the primary reasons of varied resource utilisation), and
provide an opportunistic advantage to the service provider in scheduling, placing and

allocating function resources for reducing its resource wastage.

1.1 Challenges of Function Resource Management in Serverless
Computing

Despite the profound bene ts and rapid market adoption of FaaS, the inherent com-
plexity of dynamically managing execution at scale introduces signi cant technical chal-
lenges that undermine its promise of seamless performance and minimal cost. The in-
tricate network of interdependent factors, combining static function con gurations by
developers and the provider's black-box management, demonstrates the fundamental
dif culty in simultaneously optimising performance, latency, and operational cost in
the FaaS environment. This thesis focuses on four critical and interrelated challenges

within the FaaS ecosystem, as explained in the following subsections.

1.1.1 The Cold Start Problem

The FaaS model is fundamentally designed for absolute ephemerality where provision-
ing a new function instance for each request and de-allocating resources happens imme-
diately after service for individual requests [24]. However, in practice, commercial of-
ferings (e.g., AWS Lambda, Azure Functions, Google Cloud Functions) and open-source
frameworks (e.g., OpenFaas [9] and Knative [10]) deviate from this ideal. They employ

resource retention policies to keep instances active for a limited duration, enabling a
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warm start to serve subsequent requests with minimal latency [12]. However, a surge
in demand or a request arriving after a period of idleness necessitates an on-demand
instantiation or a cold start, introducing non-negligible delays to the user-perceived la-
tency [25][26]. The frequency of cold starts is governed by the platforms proprietary
de-allocation policy (often a dynamic process that is not xed or transparent to the user)
and the function's invocation pattern. For instance, sparsely distributed requests across
time are highly susceptible to cold start effects due to the inherent resource recycling
after a period of inactivity. Furthermore, the cold start duration is highly dependent
on both application-speci ¢ factors (programming language, runtime environment, and
code deployment size) and the function's static resource con guration (allocated CPU
and memory) [27] [28][29] [30]. According to [12], function cold starts can be addressed
in two ways, either by reducing the initialisation time (reactive strategy) or by reduc-
ing the frequency or number of potential cold starts (proactive strategy). The reactive
approach focuses on optimising the function loading and runtime environment so that
when the platform creates new instances in response to requests, the initialisation delay
is as short as possible. The proactive approach anticipates incoming workload demand
by pre-initialising or pre-warming a set of function instances ready to serve requests,
thereby avoiding cold starts altogether [14]. Although simpler solutions like maintain-
ing active instances alive or maintaining idle function containers, can alleviate initial
cold starts but impose overhead costs and resource waste if many instances remain idle
while waiting for requests. This trade-off between resource utilisation and idle cost
demonstrates why cold start mitigation remains a fundamental system-level challenge

in FaaS, requiring careful balancing by CSPs and users.

1.1.2 Reactive Autoscaling

The critical need to mitigate the cold start problem and dynamically match demand is
constrained by the limitations of traditional autoscaling solutions. FaaS platforms pri-
marily employ reactive, rule-based horizontal scaling mechanisms that instantiate new
instances only after a performance threshold has been exceeded [31]. CSPs implement

this reactiveness via differing policies. For instance, AWS Lambda uses a highly gran-
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ular, proprietary, request-based scaling policy, while platforms like Google Cloud Run
Functions and Azure Functions often utilise resource-based scaling (e.g., CPU utilisa-
tion) or target-based concurrency thresholds. However, these reactive scaling strategies
inherently introduce a delay between demand surge and resource availability, which in
turn exacerbates cold start occurrences during sudden workload spikes. This delay leads
to request queuing, throttling, and a sharp increase in user-perceived latency. Critically,
this mechanism also signi cantly raises the risk of failed requests due to the client-side
request Time-to-Live (TTL) expiring before the function can execute. Furthermore, these
threshold-based systems demand expert domain knowledge for manual threshold tun-
ing and are susceptible to complexities like hysteresis (temporal dependency on past
states), where scaling decisions temporarily depend on previous scaling states that con-
tribute to unpredictable system behaviour. Crucially, the effectiveness of these reactive
models is undermined by the partial observability of the cloud environment. The lack
of complete, real-time internal metrics of the multi-tenant platform introduces signi -
cant delays and unreliability in re ecting the exact system state at any given time [32].
This environmental constraint prevents reactive scaling from adapting and responding
to changing demand. Therefore, the unpredictability caused by cold starts combined
with the partial runtime visibility complicates building accurate performance models,
which inhibit the efforts toward reliable performance-based SLOs for latency-sensitive

applications.

1.1.3 The Cost-Performance-Con guration Trade-Off

A central conict of balancing performance and operational cost arises from the de-
veloper's responsibility to provide static resource con gurations in an intrinsically dy-
namic FaaS environment. The nature of this con guration varies by platform; for in-
stance, AWS Lambda requires developers to de ne a function's memory size, which the
platform then uses to proportionally allocate other critical resources, such as CPU and
network bandwidth. Conversely, other commercial FaaS platforms, such as those of-
fered by Google and Microsoft, require selecting a pre-de ned combination of resources

(memory, CPU, etc.) that will be applied to all instances during autoscaling. This static,
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one-size- ts-all allocation is fundamentally sub-optimal because a functions resource
requirement varies dynamically based on input payload size and workload complex-
ity [18][33]. This sub-optimality leads to either over-provisioning (wasting resources)
or under-provisioning (throttling performance and risking execution failure due to re-
source exhaustion). Exacerbating the issue, some environments permit concurrent exe-
cution on a single instance, leading to ne-grained resource contention [34]. Developers,
operating with limited observability into execution, often resort to speculative or ad-hoc
resource con guration decisions, hoping to meet performance SLOs. This challenge is
further heightened by the fundamental cost versus latency trade-off [20] where allo-
cating more memory (and thus CPU) may lead to faster execution, but the non-linear
execution speedup exhibits diminishing marginal returns, subsequently raising the op-
erational cost. While open-source frameworks like OpenFaaS and Knative may offer
ne-grained resource tuning, allowing resources like CPU and memory to be con gured
independently, this exibility further complicates the resource optimisation challenge
faced by developers. Therefore, the intricate task of determining an optimal resource
con guration necessitates moving beyond manual pro ling and static allocation. It is
critical to explore solutions that enable optimal or near-optimal dynamic function con-
guration while effectively satisfying the complex, inter-dependent performance-cost

constraints [35].

1.1.4 Workload-Agnostic Function Management

The collective weight of the aforementioned challenges is ampli ed by the FaaS plat-
form's black-box management and its workload-agnostic scheduling. The CSP executes
a complex, opague process including resource provisioning, scheduling, and function
placement, without providing users clear visibility into these internal operations. This
lack of transparency combined with the inherent platform constraints limits the opti-
misation of critical factors such as data locality, inter-function communication patterns,
and the ability to leverage multiple co-existing function con gurations ef ciently. This
systemic failure is further compounded when developers explore adopting workload-

aware, i.e., input-aware con gurations, leading to version proliferation (the creation of



10 Introduction

multiple function versions tailored to varying request payloads). This shift introduces a
complex multi-objective operational challenge for the CSP's scheduler. On one hand,
deploying precise function versions helps users reduce operational cost by avoiding
over-provisioned resources. On the other hand, this proliferation increases the risk of
performance overheads due to frequent and expensive cold starts or function failures
resulting from under-provisioned execution. Consequently, the increased number of
distinct instances causes excessive resource fragmentation across the multi-tenant in-
frastructure, severely hindering the CSP's ability to achieve ef cient resource pooling
and bin-packing [20]. Therefore, the core challenge is to strike a balance, whether to
reuse an in-place instance that potentially satis es the performance and cost SLOs, or
to instantiate a new, tailored version at the cost of a cold start overhead. The lack of an
integrated, automated framework to navigate this dynamic trade-off and manage these

con icting objectives de nes the central challenge.

1.2 Research Questions and Objectives

The central premise of serverless computing, the radical shift of infrastructure manage-
ment responsibility from the developer to the service provider, creates an entirely new
set of operational complexities that challenge its foundational value proposition. The
efforts of the CSP to provide a seamless, highly automated server-less experience puts
forward crucial opportunities to investigate and design intelligent mechanisms that can
minimise user interference while maximising both resource utilisation and performance
predictability. The objective of this thesis is to fundamentally address the constraints of
resource management in the FaaS environment by proposing adaptive, learning-centric,
and workload-aware techniques for managing the entire function lifecycle. Learning-
centric function resource management can be de ned as a system-level design princi-
ple in which the resource con guration, scaling and allocation decisions are guided by
data-driven models. These models continuously learn from the runtime metrics such
as latency, cost, throughput and SLO violations that update their policies over time us-
ing ML/RL strategies, rather than relying solely on the static thresholds and ad-hoc

rules. Hence, in contrast to traditional reactive policies that trigger on certain threshold
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violation or manually engineered rules, based on developer knowledge or experience,
learning-centric approaches proactively anticipate workload changes, exploit historical
and online observations, and explicitly optimise for multiple QoS objectives while en-
coding them within the reward functions or metrics.

We aim to design solutions that simultaneously satisfy the con icting constraints of
performance, operational cost, and resource utilisation from the dual perspective of both
the developer and the CSP. In order to meet these objectives and bridge the gaps iden-
ti ed across cold start mitigation, reactive scaling, static con guration, and workload-
agnostic scheduling, we formulate and address the following four key research ques-

tions:

» Q1. How can proactive, learning-based technigues reduce the cold start frequency in FaaS
platforms while improving resource utilisation as compared to widely adopted solutions?
The cold start problem is an intrinsic challenge of FaaS's reactive, on-demand ex-
ecution model. Latency is introduced as the platform provisions the runtime en-
vironment (code, dependencies, etc.) for new requests. Cold start frequency is
governed by the function's workload and the CSP's opaque de-allocation policies,
which quickly release idle resources without accounting for intermittent invoca-
tion patterns. While workarounds like minimal provisioned concurrency or pro-
prietary keep-alive policies exist, functions still incur signi cant, unpredictable la-
tencies. This challenge imposes a dual burden of resulting in degraded QoS for the
user, and simultaneously reducing resource utilisation for the provider by block-
ing non-computing, idle resources. Therefore, moving beyond widely adopted
reactive systems, a proactive, learning-based approach is warranted to predict and

manage cold start frequency while ensuring optimal resource utilisation.

* Q2. How can RL models be integrated with recurrent policies to manage complex autoscal-
ing in partially-observable FaaS environments to optimise for long-term throughput and
better execution latency? The current CSP approach to function scaling is de ned
by reactive, threshold-based autoscaling that relies on monitored metrics. How-
ever, the effectiveness of this mechanism is fundamentally constrained because

(1) multi-tenant execution introduces interference effects, (2) architectural abstrac-
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tions produce inherent performance variability, and (3) platform visibility is lim-
ited or delayed. Collectively, these constraints lead to partial observability. The
scaling mechanism's failure to consider dynamic workload patterns, despite in-
dustry data [13] suggesting functions often follow recursive invocation traces, cre-
ates a signi cant gap in optimisation. Furthermore, scaling actions are sequentially
dependent, meaning current decisions impact future environment states (known
as the hysteresis effect). Therefore, a sophisticated approach incorporating adap-
tive mechanisms is required to effectively manage the complexity and partial ob-
servability characteristic of FaaS environments. The goal is to develop an adaptive
autoscaling solution that optimises for long-term throughput and guarantees bet-
ter execution latency, i.e., QoS, by learning from workload patterns and sequential

scaling outcomes.

* Q3. How can the function con guration trade-off be solved by designing a resource al-
location model that accurately predicts the optimal resource requirements based on dy-
namic workload features such as function input or payload? The function con gura-
tion trade-off originates from the fact that a function's resource requirements dy-
namically change with varying workload features, speci cally its input or pay-
load [18][33]. Since function performance and operational cost are intrinsically
linked to resource allocation, the satisfaction of SLO targets and the delivery of ac-
ceptable QoS become highly volatile under the current static con guration model.
Developers are thus forced to make ad-hoc decisions, leading to both costly over-
provisioning and performance-throttling under-provisioning. Therefore, a dynamic
resource allocation scheme is essential to designing a function input-aware model
that can accurately predict and con gure the optimal set of resources (primarily
memory) for each execution request. Crucially, the objective is to approach this as
a multi-objective optimisation problem, ensuring functions execute within budget

constraints while maintaining high QoS.

* Q4. How can an end-to-end serverless framework integrate input-aware resource pre-
dictions and a multi-objective optimisation with adaptive request orchestration to ensure

performance continuity for dynamic workloads? The current operational inef ciency
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in FaasS platforms is exacerbated by proprietary solutions that fail to integrate the
in uence of dynamic function inputs into workload management and orchestra-
tion. When input-aware resource allocation is pursued, developers risk creating
a version proliferation, i.e., a eet of functions with diverse con gurations or tai-
lored versions that may not be reused. This outcome creates a critical trade-off of
an increased cold start effect (due to instantiating a new, speci c version for seem-
ingly every new input) versus under-utilisation of existing, idle instances that may
still have enough resources to satisfy the current execution within SLO constraints.
Therefore, an end-to-end serverless framework must be developed that integrates
input-aware resource predictions with an adaptive request orchestration mecha-
nism. This orchestration must intelligently solve a constant con ict between explo-
ration (instantiating new con gurations to nd optimal performance-cost trade-
offs) and exploitation (reusing existing, idle instances to mitigate cold starts and
save resources). Crucially, the system must use a multi-objective optimisation ap-
proach that considers long-term workload patterns and resource allocation deci-
sions to provide QoS assurance and ensure performance continuity, thus bridging
the gap toward a self-driving serverless system that guarantees performance-cost

ef ciency.

1.3 Thesis Contributions

In addressing the research problems discussed in Section 1.2, this thesis makes the fol-

lowing contributions:

1. Presents a taxonomy encompassing aspects of function con guration and resource
management in FaaS settings along with factors that in uence function design,
con guration, run-time cost, and performance guarantees from both a developers
and service providers perspective, and a classi cation of existing literature using

the proposed taxonomy.

2. Investigates a model-free Q-learning agent to exploit resource utilisation, available

function instances, and platform response failure rate to reduce the number of cold
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starts for CPU-intensive serverless functions within the SLO constraints (addresses
the Q1).

» Analyses function resource metrics such as CPU utilisation, available instances,
and the proportion of unsuccessful responses to propose a Q-learning model
that dynamically analyses the application request pattern and improves func-

tion throughput by reducing frequent cold starts on the platform.

» Presents a brief overview of explored solutions to address function cold starts

and highlight the differences between contrasting approaches to the proposed

agent.

» Performs experiments on a real-world system setup and evaluate the pro-
posed RL-based agent against the default resource-based policy and a base-
line keep-alive technique.

» Produces an open-source release of the implemented environment for appli-
cation of RL in practical Kubernetes-based FaaS setups, accompanied by de-

tailed documentation, provided for the bene t of the research community.

3. Investigates the application of Recurrent Neural Networks (RNN), speci cally Long-
Short Term Memory (LSTM) in a model-free Partially Observable Markov Deci-
sion Process (POMDP) setting for function autoscaling in FaaS to nd a balance

between con icting CSP and user objectives (addresses the Q2).

» Analyses the characteristics of a FaaS environment to model autoscaling de-
cisions as a POMDP. A hypothesis formation that scaling decisions have a se-
guential dependence on interaction history to propose a POMDP model that
captures function metrics.

» Develops an open-source, Gymnasium-compatible, RNN-based RL agent that
captures the temporal dependency of scaling actions and workload complex-
ity to predict scaling actions.

* Implements a practical setup using OpenFaasS to perform experiments and
evaluate the proposed LSTM-integrated Proximal Policy Optimisation (PPO)
approach against the state-of-the-art PPO algorithm, commercially offered
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threshold-based horizontal scaling, OpenFaaS' request-per-second scaling pol-
icy, and a Deep Recurrent Q-Network i.e., DRQN, to demonstrate LSTM-
PPO's ability to capture environment uncertainty for ef cient scaling of server-

less functions.

» Produces an open-source release of the implemented framework, accompa-
nied by detailed documentation, provided for the bene t of the research com-

munity.

4. Develops and proposes an Input-Aware Resource Allocation Model using ensem-
ble learning (such as Multi-Output Random Forest Regression) to solve the static

con guration challenge (addresses the Q3).

« Establishes an evidence-based correlation of input-awareness versus the SLO

constraint satisfaction and QoS ful Iment for function con guration in FaaS

» Presents a dynamic resource prediction model that precisely captures the
non-linear relationship between dynamic workload features (e.g., input pay-
load features) and optimal function resource requirements (e.g., memory and
CPU allocation).

« Formalises a multi-objective optimisation problem to select a memory con-
guration that minimises run-time cost and function execution time, while
guaranteeing successful execution within speci ed deadline and budget con-

straints.

» Develops an agent built with multi-output Random Forest Regression (RFR)
model, trained on collected metrics, to infer the optimal input-aware resource

predictions while optimising for con icting objectives.

» Implements a practical setup on AWS Lambda and other commercial server-

less service to deploy, evaluate and utilise the proposed agent in production.

» Produces an open-source release of the implemented functions and exper-
imental results, accompanied by detailed documentation, provided for the

bene t of the research community.
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5. Proposes an integrated, self-driving FaaS optimisation framework (addresses the
Q4).

* Integrates the predictive models from Q3 into a cohesive, end-to-end server-
less optimisation framework (Saarthi) capable of orchestrating requests across

diverse function versions.

» Proposes a hybrid optimisation strategy that solves the core trade-off between
exploration (cold starting new, optimised versions) and exploitation (reusing
idle, in-place instances), ensuring the optimal execution path for every in-

coming request.

* Integrates a fault-tolerant request handling with a G/G/c/K buffer to tem-
porarily queue requests and prevent immediate dropping of requests with a

retry mechanism to improve system resilience.

» Proposes an Integer Linear Programming (ILP)-based function optimiser that
continuously monitors the cluster and adjusts the number of function in-
stances (version proliferation), mitigating resource fragmentation while adapt-

ing to dynamic workloads and assuring high QoS.

» Proposes a redundancy-based, fault tolerant function scaling mechanism to
ensure service continuity and faster service recovery by mitigating mis-predictions
and instance failures.

» Implements a complete framework, built atop OpenFaa$S, to automate and in-
tegrate multiple aspects of serverless function management, and evaluate its
performance against the baseline OpenFaaS using the established benchmark

functions.

Produces an open-source release of the implemented framework, accompa-
nied by detailed documentation, provided for the bene t of the research com-

munity.
6. Proposes a lightweight, interactive simulation engine and a visualiser.

* Implements a Javascript based simulation engine and visualiser tool that mod-

els the end-to-end request ow through a serverless environment by abstract-
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ing key operational components into a layered architecture.

* Integrate different con guration parameters for realisation of various FaaS
platforms and frameworks, including the underlying compute infrastructure

and the function resource requirement model.

« Enable different request routing logic and function placement strategies to be

tested, compared and visualised against each other.

» Presents critical design decisions for the request processing in a FaaS envi-

ronment including the queue management and the cold start impact on the
performance.

» Produces an open-source release of the implemented simulation tool that is
accompanied by detailed documentation and guides to plug-in custom rout-
ing and placement logic into the visualiser, provided for the bene ts of the

research and academic community.

1.4 Thesis Organization

The structure of this thesis is shown in Figure 1.2. The rest of this thesis is organised as
follows:

» Chapter 2 presents a taxonomy and literature review on the function con guration
and resource management aspects of serverless computing environments. This

chapter is partially derived from:

— Siddharth Agarwal, Maria A. Rodriguez and Rajkumar Buyya, "Dynamic
Function Con guration and its Management in Serverless Computing: A Tax-
onomy and Future Directions”, ACM Computing Surveys (CSUR) [Under Re-
vision, September 2025].

» Chapter 3 presents an on-policy RL approach for reducing the function cold start
frequency in serverless computing to improve platform throughput and resource

utilisation. This chapter is derived from:
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Figure 1.2: Thesis Structure
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— Siddharth Agarwal, Maria A. Rodriguez, and Rajkumar Buyya, "On-demand
Cold Start Frequency Reduction with Off-Policy Reinforcement Learning in
Serverless Computing,” in Proceedings of the 2024 International Conference on
Computational Intelligence and Data Analytics (ICCIDA 2024, Springer, Singa-
pore), Hyderabad, India, June 28-29, 2024.

» Chapter 4 presents a proactive autoscaling framework to exploit partially-observable
serverless environments to alleviate system load while boosting function perfor-

mance. This chapter is derived from:

— Siddharth Agarwal, Maria A. Rodriguez, and Rajkumar Buyya, "A Deep
Recurrent-Reinforcement Learning Method for Intelligent Autoscaling of Server-
less Functions”, IEEE Transactions on Services Computing, Volume: 17, Num-

ber: 5, Pages: 1899-1910, September, 2024.

» Chapter 5 presents a dynamic ML technique for predicting optimal function con-
guration to signi cantly reduce operational cost, and resource wastage. This

chapter is derived from:

— Siddharth Agarwal, Maria A. Rodriguez, and Rajkumar Buyya, "Input-Based
Ensemble-Learning Method for Dynamic Memory Con guration of Server-
less Computing Functions”, in Proceedings of the 17th IEEE/ACM International
Conference on Utility and Cloud Computing (UCC 2024), Sharjah, UAE, Decem-
ber 16-19, 2024.

« Chapter 6 presents a comprehensive, fully integrated serverless system to man-
age and optimise function execution lifecycle for smarter resource allocation, and

function scheduling decisions. This chapter is derived from:

— Siddharth Agarwal, Maria A. Rodriguez and Rajkumar Buyya, "Saarthi: An
End-to-End Intelligent Platform for Optimising Distributed Serverless Work-
loads”, Proceedings of the 46th IEEE International Conference on Distributed Com-
puting Systems (ICDCS), Seoul, South Korea, June 22-25, 2026 [Under Evalua-
tion, January 2025].
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» Chapter 7 presents a javascript-based simulation engine and visualisation tool for
FaaS environments that mimic and model the ow of a request through the FaaS

infrastructure, enabling an insight into the black-box resource management. This
chapter is derived from:
— Siddharth Agarwal, Maria Rodriguez Read, and Rajkumar Buyya, "Serv-
Drishti: An Interactive Serverless Function Request Simulation Engine and

Visualiser”, in Proceedings of the 35th IEEE International Telecommunications Net-

works and Applications Conference, Christchurch, New Zealand, November 26-

28, 2025.

» Chapter 8 concludes the thesis by summarising its ndings and outlining potential

future research directions.



Chapter 2

A Taxonomy on Function
Con guration and Management

This chapter investigates the fundamental challenges of optimal resource allocation and manage-
ment within the serverless computing paradigm, focusing speci cally on FaaS. We rst examine the
unique trade-off of FaaS, where the developers con gure their functions with minimum operational
resources which has a direct impact on runtime performance and resource management decisions
such as scaling. This is complicated by a lack of platform transparency, forcing developers to rely
on expert knowledge or experience-based ad-hoc decisions for con guring and managing function
resources. Consequently, achieving optimal resource management while adhering to performance
constraints remains a non-trivial task. We then identify different resource management aspects and
propose a taxonomy of factors that systematically in uence function design, con guration, opera-
tional cost, and performance guarantees from both developer and service provider perspective. Fol-
lowing this, we conduct a comprehensive survey and in-depth literature analysis of existing resource

management works in FaaS to classify them under the proposed taxonomy.

2.1 Introduction

The function abstraction in FaaS allows complex applications to be decomposed and de-
veloped as a highly decoupled combination of multiple ne-grained functions, directly
representing the organisational business logic. These functions signi cantly enhance de-
veloper productivity by eliminating infrastructure management overhead and enabling

a rapid time-to-market. While FaaS was initially optimised for highly bursty, com-

This chapter is partially derived from:

» Siddharth Agarwal, Maria A. Rodriguez and Rajkumar Buyya, "Dynamic Function Con guration
and its Management in Serverless Computing: A Taxonomy and Future Directions”, ACM Comput-
ing Surveys (CSUR) [Under Revision, September 2025].
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pute and memory-intensive workloads, its successful application has now expanded
into latency-sensitive and compute-intensive domains, event-driven website [36], video
streaming platform [37], multi-media processing [38], CI/CD pipeline [39], AI/ML in-
ference task [40], and Large-Language-Model (LLM) query processing [41]. However,
this foundational abstraction does not translate to transparent or guaranteed perfor-
mance. The user-perceived latency, execution time, and operational cost of a FaaS func-
tion are crucially dependent on a complex and interacting combination of factors. These
critical variables can be broadly categorised into the static, developer-de ned con gura-
tions and the dynamic, platform-controlled runtime parameters. The developer-de ned
con gurations include the chosen runtime environment (e.g., Python, Node.js), func-
tion code dependencies, and the crucial static resource con guration assigned by the
developer (e.g., allocated memory, which often dictates CPU share). On the other hand,
platform-controlled parameters are governed by the CSP's proprietary scheduling and
runtime management strategies, such as the initial cold start latency, the con gured re-
source gquota and concurrency limits, and the system's underlying reactive autoscaling

policies.

For instance, the static resource con guration assigned by the developer fundamen-
tally drives function behaviour. Allocating more memory to a function generally results
in a faster execution time because serverless platforms typically provide a proportion-
ally higher share of CPU and network bandwidth alongside more memory [42][43]. This
trade-off, however, means that allocating more resources may result in a higher oper-
ational cost. The relationship between cost and resource allocation is non-linear and
non-monotonic as the economic bene t does not scale predictably with the amount of
resources assigned. This is critical as it relies on the function's actual resource utilisation
during execution. Moreover, the initial cold start latency of a function is also signi -
cantly in uenced by the allocated resources. Increased memory usually reduces cold
start latency [44][45] by affording more CPU power for faster instance initialisation, code
loading, and runtime setup. Beyond resource allocation, the language runtime choice
heavily impacts cold start latency and overall function performance. For example, in-
terpreted languages like Node.js and Python generally exhibit faster initialisation times

than compiled languages like Java or .NET [16][46].
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Beyond the developer's assigned con gurations, the performance and latency of a
FaaS function are fundamentally governed by the platform's proprietary and largely
opaque control plane. Behind the scenes, the CSP's resource management stack exe-
cutes a challenging, multi-step process for every request, which is fully abstracted from
the user. First, the resources must be allocated and provisioned, and then the function
must be scheduled and placed onto the underlying execution infrastructure (Virtual Ma-
chines (VM) or micro-container), where eventually the code is executed. This black-box
management introduces signi cant dynamics that directly impact user experience. The
constant need for ne-grained resource allocation and placement decisions, especially
given the uctuating demand and ephemeral nature of function instances, can lead to
delays in nding appropriate underlying nodes, delays in autoscaling, and subsequent
gueuing or waiting of incoming requests. This unpredictability in the runtime envi-
ronment results in variable execution latency. Consequently, CSPs rarely offer Service
Level Agreement (SLA) guarantees for individual function performance (e.g., latency),

focusing instead on high-level platform availability and up-time.

This chapter investigates the fundamental challenges of resource management in
FaaS. The rest of the chapter is organised as follows: Section 2.2 presents the background
discussion on serverless computing and FaaS execution model, its key characteristics
and popular FaaS platforms. Section 2.3 presents the proposed taxonomy for function
resource con guration and management, while Section 2.4 classi es the surveyed litera-
ture based on the proposed taxonomy. Section 2.5 concludes the chapter with a summary

of our taxonomy.

2.2 Background

To better understand the research problems addressed in this thesis, this section presents
relevant background on serverless computing, including key characteristics and limita-
tions. Furthermore, we discuss the function-based operational model of FaaS, its con g-
uration and management aspects, and motivation for adaptive resource management in

serverless computing environments.
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2.2.1 Serverless Computing Paradigm

Cloud computing has fundamentally revolutionised how organisations approach and
access Information Technology (IT) infrastructure. It provides on-demand resource avail-
ability such as compute, storage, and database services delivered via a consumption-
based, pay-as-you-go pricing model. Traditionally, cloud services were segmented into
three primary models, each de ned by a differing level of shared responsibility be-
tween the cloud provider and the user. In Infrastructure-as-a-service (laaS), services
like AWS EC2 [47] require developers to rent core compute infrastructure, where they
retain the responsibility for managing everything above the hypervisor, including the
Operating System (OS) installation, patching, runtime con guration, virtual network-
ing, and security. This adds substantial operational overhead for the developers in addi-
tion to building applications. While Platform-as-a-Service (PaaS) services such as AWS
Elastic Beanstalk [48] offer a managed runtime environment, abstracting the OS and
middleware, they still require developer involvement in application deployment and
maintenance, often mandating a minimum number of running instances. Furthermore,
Software-as-a-Service (SaaS) delivers a fully managed software application (e.g., Sales-
force [49]), representing the highest level of abstraction.

While laaS and PaasS offer signi cant advantages to developers in building, deploy-
ing and managing applications, they share two major, residual limitations. First, they
both require at least a minimum dedicated infrastructure in an always-on state, meaning
users are charged for up-time hours regardless of actual utilisation. This commitment
to maintaining idle capacity incurs high operational costs for the user as they are be-
ing billed regardless of utilisation, and translates into inef cient resource allocation for
providers as they must reserve the infrastructure even when not fully utilised. Second,
developers still bear the burden of managing and optimising the runtime environment
or scaling policies. This crucial gap of needing to eliminate idle resource costs while
achieving maximal abstraction warranted a new computing paradigm. This necessity
led to the emergence of Serverless computing. Serverless is a computing paradigm that
promotes the abstraction of the underlying infrastructure, where the provider assumes
the entire burden of resource management and other related activities. However, since

its inception in 2012, serverless has evolved into an architectural philosophy or strategic
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mindset that enables developers to focus on business value rather than worrying about
the underlying infrastructure [50]. It adheres to three core principles - no infrastruc-
ture management, seamless autoscaling, and consumption-based pricing. This model
ensures that users are only charged for the resources consumed during execution, en-
abling a cheaper and highly elastic execution model.

The realisation of the serverless paradigm is achieved through two primary service
categories: compute and backend services. FaaS is the core compute model. It pro-
vides an event-driven, on-demand runtime environment speci cally designed for ex-
ecuting stateless, short-lived code segments containing an application's core business
logic. Complementary to FaaS is Backend-as-a-Service (BaaS), which represents a suite
of provider-managed services, including storage (e.g., AWS S3 [51]), databases (e.g.,
AWS DynamoDB [52]), and messaging queues that also strictly adhere to the server-
less principles of no management and consumption-based billing. Together, FaaS and
Baas$S constitute an end-to-end serverless paradigm, enabling the seamless and dynamic
provisioning, allocation, and scaling of all necessary application resources. While the
BaaS components streamline data and storage operations, the dynamic and ephemeral
nature of the FaaS compute model introduces unique and critical challenges concerning
latency, resource allocation, and cost ef ciency. Therefore, this chapter, and the subse-
quent thesis, will concentrate exclusively on the FaaS paradigm, exploring its execution

model, key characteristics, and the critical resource management challenges it entails.

2.2.2 Function-as-a-Service Execution Model and Key Characteristics

The FaaS execution model governs how various serverless compute platform work and
react to the generated requests. Therefore, to generalise the mechanics of FaaS plat-
forms, including proprietary services as well as open-source frameworks, we formalise
the system as an event-triggered, state-driven environment where each incoming re-
guest corresponds to an associated ephemeral invocation governed by strict resource,
scheduling and concurrency or quota rules. The model consists of three primary entities
that provide the means for invocation execution; namely, a Function Registry (F), the

Worker Pool (W) and the Controller. A function registry is a collection of functions F
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registered with the service provider, where each F; is a static de nition that encapsulates
the business logic or code package. Each function is associated with a static con gura-
tion of resources (G;), generally memory (mem;) and other compute resources like CPU
(cpu) are proportionally allocated. This is packaged as an isolated execution environ-
ment - a function instance, implemented via a microVM or container technology. These
function instances are explicitly instantiated and functions are invoked in response to
a triggering event (R;). A function instance maybe con gured with a concurrency or
function capacity, M ;, that dictates the number of simultaneous invocation that can be
handled by a single function instance. In addition to this, providers usually put a thresh-
old on the maximum allowed execution time, known as a timeout, T ;. The worker pool,
W, represents the set of infrastructure hosts or compute nodes that provide the physical
resources to host the function instances. A controller is the central unit that acts as the
entry point to the system, manages traf c ingestion, scaling decisions and has resource

scheduling responsibilities.

When a request or event R; for function F; arrives at the controller, the system checks
for function instance availability. The controller checks the worker pool for any exist-
ing, idle instance associated with F; and if the found instance has an available concur-
rency slot. This is known as the warm execution path. If no warm instance is avail-
able, the system initiates a cold start, transitioning through three key phases of place-
ment, code download and instance initialisation. The time spent by a request wait-
ing for controller during scheduling decisions is referred to as T ajt. TO provision the
new function instance, the controller selects a worker node, W such that the condi-
tion Used(W) + mem; Capacity(W \) is satis ed where the newly allocated function
resources must not exceed the total capacity of the selected worker node. Thus, the du-
ration taken for this initialisation can be dened as T .qq Once a function instance is
either found or initialised, the function logic is executed and the response is returned
to the caller. Additionally, the platform metering services record the invocation execu-
tion time (T exed and memory usage (memey, typically rounded to nearest millisecond,
for billing purposes. Therefore, the total latency L experienced by a request can be de-
nedas L =T wait + Tcolgt Texee Immediately after the execution, generally, a function

instance remains active and idle for non-deterministic period, known as a keep-alive
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timeout (Tweep. Consequently, if no new events are received within this timeout, the

instance resources are reclaimed by the provider to free up the worker node resources.

This highly automated execution cycle fundamentally rede nes the shared respon-
sibility model for both the developer and the service provider. From the developer's
perspective, the primary goal is maximising business value by focusing solely on appli-
cation logic, reducing wasted effort on infrastructure planning and management. Their
work ow is reduced to three core steps of writing the function code, uploading the code
to the platform through exposed interfaces, and assigning the initial resource con g-
uration (such as memory or maximum execution time). Developers must specify these
resources, as CSPs typically allow con guring function memory while proportionally al-
locating other compute resources like CPU and network bandwidth [42] or by choosing
from pre-de ned resource combinations [43]. In contrast, the CSP manages the complete
execution lifecycle automatically, from dynamic scheduling and elastic allocation to run-
ning the code and eventually de-allocating and recycling resources when the function
becomes inactive. This idea of shared responsibility enables service providers to max-
imise their hardware utilisation through continuous resource pooling while charging
customers based only on resource consumption. These combined properties of stateless-
ness, ephemeral execution, ne-grained resource metering, and hyper-elasticity consti-

tute the core design principles of the FaaS model.

Major CSPs have established mature FaaS platforms, including Azure Functions [7],
Google Cloud Run Functions [8], and IBM Code Engine, similar to AWS Lambda. Addi-
tionally, several open-source serverless frameworks, such as OpenFaaS [9], Knative [10],
and Apache OpenWhisk [11], have also been introduced to offer function-based abstrac-
tion. These platforms have evolved considerably and are currently transitioning toward
the vision of Serverless 2.0, which signi cantly widens the scope of FaaS capabilities.
This evolution includes supporting longer execution times, native state management,
providing a rich set of integrated managed services, and enhanced monitoring and ob-
servability features. According to an industry report [3], FaaS currently dominates the
serverless computing market with over 65% share, evidenced by over 1.5 million users
invoking functions on public CSP platforms. Consequently, FaaS has rapidly expanded

beyond traditional use cases such as APIs, document processing, and handling high-
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traf c HTTP endpoints to encompass modern, compute-intensive applications, includ-
ing AI/ML inference, video encoding/decoding, and serving Model Context Protocol
(MCP) servers. While the core function-based abstraction is similar among serverless
platforms, they vary in their exibility of resource allocation, billing granularity, and
support for different function runtimes and Baa$S services. Figure 2.1 depicts the FaaS
work ow from a developer, user and service provider perspective. A developer up-
loads the function code along with the function con guration to execute, a user may
interact with an event source to trigger these functions, and the service provider man-
ages the platform and controls resource-related decisions. Hence, some of the identi ed

key characteristics [2][53] of the FaaS execution model are discussed below:

Event-driven FaaS is an event-driven offering where functions are invoked by various
event sources such as HTTP requests, database changes, timers or orchestration events.
The platform responds to these events in real-time by creating on-demand function in-

stances.

Hostless and elastic The FaaS execution model relieves users of complex resource
management activities like server allocation, OS update and patching and reduces op-
erational burden. Additionally, users are unaware of where the function is hosted, i.e.,
hostless, which allows for more exible execution and pay-per-use pricing by the ser-
vice provider. To support elasticity, FaaS offers seamless scalability where resources

scale based on demand and are freed if there are no invocations.

Statelessness A serverless function executes within an isolated and temporary envi-
ronment (container or a micro-VM) and does not maintain an in-memory state between
invocations. This statelessness makes the function scale-out easier as the platform could
instantiate parallel instances for concurrent requests without managing or transferring

the function state between them.

Short but variable execution time A typical serverless function lasts for a few mil-
liseconds to seconds [19] and is effectively billed in units of milliseconds for actual run-

ning time. However, the cold start time can signi cantly impact the perceived latency
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or performance of the functions that execute for very short durations.

Memory and CPU Allocation  Functions are often allocated operational resources and
many FaasS platforms allow developers to specify the amount of allocated memory. Gen-
erally, runtime memory is a critical con guration that is exposed by the providers like
AWS, Azure and Google where a function is allocated other resources like CPU and net-
work bandwidth in proportion to memory. For example, AWS allocates compute power
proportional to memory where 1 vCPU is allocated at 1769 MB of function memory. A
function with more memory typically means more CPU power, leading to faster execu-
tion for compute-intensive applications. This also means that the function can process
larger amounts of data, perform complex operations at speed and reduce overall la-
tency. However, larger memory allocations also affect the operational cost, as the billing

is typically done based on the running time and the allocated memory.

Execution timeout FaaS providers typically limit the execution time of a function be-
fore it is forcibly terminated by the platform. Developers must con gure their function
with a long enough function timeout to nish its task. For tasks that execute for a few
milliseconds or seconds, setting a short timeout is suitable, whereas a longer running
task such as multimedia processing [37], a longer timeout is intended. Providers such
as AWS allow timeouts up to 15 minutes, whereas Azure Functions may provide longer
timeouts, i.e., more than 30 minutes, based on the subscribed plan. The timeout is also
signi cant as it prevents a function from getting stuck in an in nite loop and saves de-
velopers from exorbitant costs. This way, a function is automatically stopped after ex-

ceeding the timeout.

Ephemeral Storage In addition to the compute resources, a function also has a tempo-
rary con gurable storage attached to it. This ephemeral storage is only available during
the life of a function instance and is useful in applications that require a le system

during execution for processing or intermediate data storage, like le download.

Concurrency  Function concurrency refers to the number of simultaneous incoming

requests a function can handle. FaaS platforms typically react to the incoming demand
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Figure 2.1: FaaS Work ow - Developer, User & Service Provider Perspective

and may start multiple function instances concurrently. However, to reduce the effect
of cold start and improve function performance, developers can also con gure provi-

sioned concurrency [6] or minimum function instances [8] that keep a certain number
of function instances warm and ready to execute. This is critical for latency-sensitive

applications, but it does incur some extra costs for keeping the resources warm and idle.

2.2.3 Function-as-a-Service Platforms and Frameworks

This section introduces the main characteristics and offerings of some of the existing
commercial FaaS platforms and open-source serverless frameworks. A summary of the
discussed platforms is presented in Table 2.1.

AWS Lambda Lambda [6] was rst introduced in 2014 as an event-driven com-
pute service that supports various language runtimes such as Python, Node.js and Rust.
While it integrates with various AWS and external services and event triggers like Ama-
zon S3 [51] and Apache Kafka [54], it offers an important aspect of con gurable re-
sources to developers. Lambda is subject to certain quotas and limits that developers
must explore to optimise the operational cost and performance of a function. The most

important consideration is a function's memaory allocation, which developers can con-
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gure between 128 MB and 10,240 MB in 1 MB increments, proportionally allocating
other resources like CPU power. For example, 1769 MB of memory allocates an equiva-
lent of 1 vCPU to the function. While increasing the memory gives more CPU share and
speeds up a function execution for a compute-intensive task, it may lead to increased
operational cost per invocation. A Lambda function is allowed to run for a maximum
duration of 15 minutes, and developers must set an appropriate timeout to prevent any
unexpected costs. Additionally, functions may be con gured with ephemeral storage
of up to 10,240 MB for tasks that may require intermediate le download or process-
ing. AWS also puts a limit on the size of data passed to a function, i.e., the payload,
speci cally, 6 MB for synchronous request-response, 200 MB for streamed response, and
256 KB for asynchronous invocations [42]. As these functions scale in response to the
demand, Lambda functions can scale up to 1000 unique execution environments every
10 seconds to handle the concurrent invocations. Apart from the con gurable settings,
Lambda does offer generous free-tier usage limits [55], however, understanding the ef-
fects of resource con guration is crucial for developing cost-effective and performant
functions. Lambda further integrates with services like AWS Step Functions [56] to sup-
port work ow application scenarios, where respective solution performance overheads

and pricing are applicable in addition to Lambda invocation.

Microsoft Azure Functions Microsoft announced the availability of its Azure Func-
tions in November 2016, where an application- rst approach is taken for development
to represent a group of functions as an application. Azure Functions supports multi-
ple language runtimes, including C#, Java, PowerShell and Python [7] while integrating
with other Microsoft and external services event triggers, including Azure Cosmos DB
events and message queues. Unlike other FaaS platforms, a de ning characteristic of
Azure Functions is its exible hosting and resource con guration schemes [57] that give
developers control over the application performance and cost. It offers different hosting
options, such as premium, consumption or dedicated, which de ne how and what type
of resources are supported, con gured and billed. The most common option is the con-
sumption plan [57] that offers a pay-as-you-go resource consumption and billing scheme
where the underlying host will be allocated up to 1.5 GB of memory with a variable CPU

share. For more complex workloads, schemes like the ex consumption plan are also of-
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fered, where instances with memory allocation up to 4 GB and proportional CPU share
can be selected. While con guring more memory gives more processing power, Azure
recommends using a 2048 MB memory instance out of the available options for most
scenarios. Azure functions allow a maximum con gurable timeout of up to 10 minutes
(default 5 minutes) in standard consumption plan. Contrastingly, in a ex consumption
plan, it provides a more exible timeout setting, enabling support for longer-running
functions, although practical limits of 30 minutes may apply based on the environment
and usage patterns. Azure further offers both ephemeral and persistent storage as part
of its hosting plans, where temporary storage could range from 0.5 GB to 140 GB per
instance and persistent storage can be con gured between 1 GB and 1000 GB per host-
ing plan. In addition to this, functions could scale to as many as 1000 instances in a
premium plan and as low as 30 instances in a dedicated plan, with a maximum recom-
mended request payload size of 100 MB. Azure further allows the development of stateful
applications and work ows in addition to simple stateless functions via Durable Func-
tions [58]. These features, combined with various resource con guration options, allow

developers to explore settings and ne-tune the application performance.

Cloud Run Functions Rebranded in 2024 from Cloud Functions Gen 2 [8], Cloud Run
Functions unify previous function deployments (Cloud Functions Gen 1 and Gen 2)
under Cloud Run's fully managed container platform [8]. Cloud Run Functions sup-
port several programming languages, including Python, Java, Go, Node.js, .NET, PHP,
and Ruby, where the runtime base image and container lifecycle are fully managed
by Google. They support various triggers such as HTTP requests, Pub/Sub messages,
Cloud Storage changes, and Firestore database events via Eventarc integration. Mem-
ory allocation is con gurable up to 32 GiB with exible CPU allocation proportional
to memory, ranging from fractional vCPUs during idle phases to up to 8 vCPUs dur-
ing active request processing [59]. By default, CPU is only allocated while processing
requests and during container startup and shutdown. However, users can con gure an
always-allocated CPU that enables containers to run background or asynchronous tasks.
Request timeouts default to 5 minutes but can be extended up to 60 minutes, accommo-
dating long-running workloads. Cloud Run Functions can scale up to 2000 instances

per service and support up to a maximum of 1000 concurrent request per container
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instance, improving resource ef ciency and reducing cold start latency. These func-

tions seamlessly integrate with the wider Google Cloud ecosystem and support com-

plex work ows through the Work ows service [60], combining the scale and exibility

of container-based deployment with the simplicity of function-as-a-service.

Table 2.1: Comparison of FaaS Platforms and Frameworks

Platform or
Framework

Memory
(Max)

Timeout

Concurrency or
Scaling

Storage

Language Run-
times

Distinctive Fea-
tures

Ecosystem/Lock-
in

AWS Lambda

10,240 MB

15 min

1,000 envs/10 sec

10,240
(temp)

MB

Python, Node.js,
Rust

Market leader,
granular resource
cong, work-
ows via Step
Functions, free-
tier generous

Tight AWS inte-
gration; vendor
lock-in

Azure Functions

4,096 MB

10-30 min/no
limit (plan)

100-1,000 in-
stances

140 GB temp, 1
TB persistent

PowerShell

C#, Java, Python,

Application- rst,
multiple hosting
plans, premium
scaling, Durable
Functions  sup-
port

Tight Azure in-
tegration; vendor
lock-in

tions (GCP)

Cloud Run Func-

32GiB

5-60 min

1,000
stance

req/in-

Ephemeral
(tmpfs)

Node.js,
Ruby, .NET

PHP,

Python, Java, Go,

Container-
native, exible
vCPU/mem,
high concur-
rency, work ow
with  Work ows,
broad triggers

Tight GCP inte-
gration;  vendor
lock-in

Knative

Kubernetes
cong

Con gurable

Scale-to-zero,
custom

Kubernetes
cong

Python, Go, Rust,
TypeScript

Autoscaling, con-
currency con g,
integrates moni-
toring/logging,
runs on any K8s

Open-source, no
vendor lock-in

OpenFaaS

Kubernetes
cong

Con gurable

1-5 (community);
scale-to-zero
(Pro)

Kubernetes
cong

Python,
Go, Java

Ruby,

Simple
ment,

deploy-
exible
triggers, au-
toscaling poli-
cies, OCI image
support

Open-source, no
vendor lock-in

Apache
Whisk

Open-

512 MB

5 min

120 reg/min (de-
fault)

N/A

Java, Python,
.NET, PHP, Swift

Docker-based,
event-rich,
open-source,
con gurable con-
currency

Open-source, no
vendor lock-in

Knative It is a Google-sponsored Kubernetes-native platform that supports server-

less workloads. Knative [10] leverages the underlying Kubernetes [61] primitives of

container orchestration, scaling, scheduling and con guration to provide tools that au-
tomate the task of continuous integration and continuous delivery (CI/CD).Knative de-
ploys functions as Kubernetes pods, supporting language runtimes such as Python, Rust,
Go and TypeScript. Functions can be invoked via triggers such as HTTP events and
events that conform to CloudEvents. Knative offers a scale-to-zero capability that sup-

ports concurrency and request-per-second metrics for autoscaling. The platform also
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provides ne-grained control to allocate resources like memory and CPU to functions.
Kubernetes primitives of resource requests and limits can be leveraged for specifying
these values. Another key con guration aspect is concurrency, which de nes the num-
ber of concurrent requests a single service instance can handle. By default, Knative often
sets a concurrency limit of 100 concurrent requests per instance, but this can be adjusted.
Setting a higher concurrency can be cost-effective as it reduces the number of running
instances, but it requires careful tuning of CPU and memory to ensure each instance
can handle the increased load without performance degradation. Additionally, it inte-
grates well with different monitoring and logging solutions like Prometheus [62] and
Grafana [63], FluentBit [64] or ElasticSearch [65] to collect several metrics from platform

components.

OpenFaaS OpenFaasS [9] is an open-source Kubernetes-native serverless platform
that simpli es function development, deployment and management. Functions can be
deployed as Open Container Initiative (OCI) images with toolkits like Docker and de-
veloped in runtimes such as Python, Ruby, Go and Java. OpenFaasS offers subscription-
based access like community, pro and enterprise editions with different levels of service
offerings. It supports a number of function triggers such as HTTP requests, Cron jobs,
AWS events and PostgreSQL [66] database events. Additionally, functions can be con-
gured with three autoscaling types of request-per-second (RPS) scaling, capacity scal-
ing (number of in- ight requests) and CPU utilisation-based scaling, however, within a
range of 1 to 5 instances in community edition, and a scale-to-zero provision is available
with the Pro edition to release resources after an idle duration of 15 minutes [9]. The
CPU and memory resource requirements and limits can be con gured for a function as
a Kubernetes primitive and limit the concurrent requests executing inside a container or
the timeout by setting an environment variable. Furthermore, OpenFaaS can be set up
on different Kubernetes-based environments such as managed Kubernetes services by
AWS [67], Azure [68] and Google [69].

Apache OpenWhisk IBM introduced OpenWhisk [11] as an open-source serverless
platform in February 2016 with an idea to quickly run users' code and whisk or release
its resources. It runs functions in response to different events from various sources such

as mobile and web applications, databases, scheduled jobs and sensors. Its architec-
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ture is powered by multiple open-source technologies such as Docker, Apache Kafka,
CouchDB and Nginx engine. The OpenWhisk programming model supports code writ-
ten in Java, Python, .NET, PHP and Swift while also extending its model to non out-of-
the-box runtime. Functions are automatically scaled and can be con gured with a num-
ber of options to limit the system usage [70]. A function can execute up to 5 minutes per
invocation with a concurrent invocation rate of 120 requests per minute. Functions can
be allocated memory between 128 MB and 512 MB, have a maximum payload size of 1
MB, a maximum code size of 48 MB, and can be con gured with a per-action maximum

function concurrency.

2.3 Taxonomy of Function Resource Management

This section outlines the identi ed taxonomy of the related literature for function re-
source management. The high-level categorisation comprises key resource management
aspects - function cold start, autoscaling, con guration, and scheduling. Moreover, fac-
tors affecting these resource management decisions, such as key performance indicators,
optimisation goals, workload characteristics, and deployment environments, are also
introduced. The proposed taxonomy is highlighted in Figure 2.2 and a more granular

discussion is presented in the following sections.

2.3.1 Function Resource Management (FRM) Sub-Aspects

This section presents the taxonomy on function resource management, derived to cate-
gorise the existing literature based on their operational domains and the type of resource
management policy adopted. Resource management in FaaS encompasses several core
problems concerned with the function's operational lifecycle and the persistent techni-
cal challenges of the execution model. These domains are used here to classify research
into studies that target cold start mitigation, reactive autoscaling, static resource con g-
uration, and function scheduling decisions. Moreover, these aspects are intrinsically in-
terdependent, for example, resource con guration directly impacts cold start duration,

which in turn in uences the effectiveness of reactive autoscaling policies. Consequently,
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Figure 2.2: Taxonomy of Function Resource Management

optimal function management requires a holistic approach, as a limited number of ex-
isting works address complexities that span multiple categories, seeking to solve the

overall multi-objective problem rather than isolated issues.
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Function Cold Start

Cold start latency in FaaS is a well-recognised challenge. Research efforts to mitigate
cold starts are broadly divided into two strategic approaches, environmental optimisa-
tion and cold start frequency control [12]. Environmental optimisation focuses on min-
imising the duration of the cold start itself by accelerating container preparation and
reducing delays in loading function runtime dependencies. Techniques under this cat-
egory include checkpoint/restore (C/R) mechanisms, micro-VM technologies such as
Firecracker [71] that offer lightweight isolation, and optimised network setup strategies,
as well as specialised containers or sandboxes like SOCK and Catalyzer [28]. The sec-
ond approach targets minimising the frequency of cold starts by proactively preventing
function instances from being evicted or maintaining a set of idle function instances.
This is achieved through periodic function invocations (pinging), warm-up strategies to
keep the function instances in-memory, intelligent caching to store or reuse the data or
database connections, and prediction-based autoscaling methods utilising models such
as Seasonal Auto-Regressive Integrated Moving Average (SARIMA) or RL technigues to

anticipate demand and retain warm function instances [12][72][73].

Function AutoScaling

This aspect of FRM focuses on managing the elastic capacity of the function eet, the
process of adding or removing instances in response to dynamic workload changes. The
central goal is to overcome the limitations of reactive scaling policies and improve re-
source utilisation and system throughput. These limitations arise from the inherent lag
between workload changes and resource response, coupled with the black-box nature of
the cloud environment. Additionally, the reactive nature of these scaling policies exac-
erbates the cold start problem because it necessitates provisioning a new execution en-
vironment precisely when demand is peaking and resources are needed most. Research
in this domain focuses on stochastic and approximate optimisation strategies, including
advanced control theory (e.g., proportional integral derivative (PID) controllers) and,
increasingly, ML strategies like recurrent RL. These works frequently analyse the work-

load to model demand dependencies across the system. The optimisation target is typ-
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ically multi-faceted, seeking to maximise system throughput while respecting resource
and budget constraints, thereby requiring adaptive solutions that move beyond sim-
ple threshold-based heuristics. Traditional rule- and threshold-based autoscaling tend
to be insuf cient for complex, dynamic environments, leading to a surge in research
exploring stochastic optimisation techniques and machine learning, particularly RL, to
address the multifaceted autoscaling challenge [32][72]. RL-based autoscalers leverage
data-driven models such as Q-learning [73], Deep Q-Learning [74], and recurrent ar-
chitectures like Long-Short Term Memory (LSTM) and Gated Recurrent Unit (GRU) to
predict workload trends and proactively determine optimal scaling actions, outperform-
ing static heuristics by adapting to temporal workload dependencies and multi-resource
constraints [75][76]. Empirical investigations [77] have established that autoscaling poli-
cies must be sensitive to multi-dimensional metrics such as concurrency, resource util-
isation, and QoS to effectively manage the function execution. Such advanced strate-
gies are necessary to dynamically balance trade-offs across horizontal scaling (adding
instances), vertical scaling (increasing resources per instance), brownout adaptations
(reducing quality under load), and resource allocation decisions. By addressing these
complex dimensions, these methods aim to maintain SLA compliance with minimal cost
overheads [78][79].

Many of the RL-based and predictive techniques explored in the cold start con-
text [72][73][80] are similarly applicable to autoscaling. For example, predictive mod-
els based on LSTM architectures that forecast function invocation patterns to keep in-
stances warm for cold start mitigation naturally enable informed scaling decisions by
anticipating workload changes. The use of function resource and performance metrics
for RL agents to determine instance counts or concurrency levels applies to both cold
start reduction and autoscaling for throughput optimisation. Moreover, strategies like
container pool maintenance and proactive resource retention policies, designed to man-
age function state and reduce cold starts, simultaneously acts as proactive autoscaling
[25][28][81]. This overlap re ects the inter-dependency of cold starts and proactive au-
toscaling [27] in FaasS platforms, where explored solutions often simultaneously address

multiple system level objective like throughput and resource utilisation.



2.3 Taxonomy of Function Resource Management 39

Function Con guration

This aspect addresses the static function con guration challenge, where developers must
manually set execution resources and other tunable parameters (such as memory, time-
out, etc.), leading to a fundamental trade-off between operational cost and function per-
formance. Research in this area concentrates on automating the decision-making pro-
cess for granular resource con guration, which has been repeatedly established to have
a signi cant in uence not only on the function performance and operational cost, but
also the provider's ability to schedule them [2].

The initial approaches in the literature utilised formal and analytical modelling [82]
to quantify the non-linear relationship between coupled resource allocation (mostly mem-
ory) and execution time. With the growing complexity of serverless workloads and
their dynamic resource requirements, the eld has progressed toward ML-based pro I-
ing techniques [83][84] designed to predict and optimally con gure function resources.
These studies aim to learn policies that balance multi-objective trade-offs across exe-
cution latency and cost ef ciency while satisfying SLAs, enabling proactive and ne-
grained resource tuning. A complementary research direction explores decoupled func-
tion resources where different compute resources can be set independently, unlike pro-
portional to memory allocation. These adaptive frameworks leverage learning-based
techniques and probabilistic models to optimise resource utilisation across diverse server-
less use-cases [85][86]. Whether focusing on single functions or complex work ows,
these methods ultimately seek to automate resource tuning with minimal human inter-

vention, mitigating the risks of over-provisioning and under-provisioning.

Function Scheduling

The scheduling aspect investigates the challenges of allocating and orchestrating func-
tion instances across serverless clusters to optimise resource utilisation, minimise frag-
mentation, and improve performance indicators such as function latency. Beyond indi-
vidual function management, this domain addresses strategic placement and routing of
computational workloads, deciding not just where a function should run, but when and

how requests are orchestrated to existing or new instances [87]. By ensuring a balanced
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load distribution and minimising inter-function interference, intelligent scheduling al-
gorithms help avoid resource contention and under-utilisation within shared underly-
ing infrastructure. Some of the key performance objectives that the existing literature
addresses include ef cient use of warm instances, redirection/reordering/batching of
requests to appropriate instances and a careful balance of instantiating new instances
with function concurrency.

Moreover, to overcome the inef ciencies of static placement decisions leading to
poor resource utilisation, various provider and developer-focused frameworks, includ-
ing workload-aware, data-locality driven and deadline sensitive scheduling, have also
been explored, especially for complex work ows with inter-dependent functions or
Directed Acyclic Graph (DAG)s [88][89]. These efforts underpin much of the recent
progress in both commercial and open-source deployment environments, supporting
scalable serverless computing by harmonising resource utilisation, data access ef ciency,

and cross-function orchestration [90].

2.3.2 Workload Characteristics

This section categorises the existing literature under the scope of workload characteris-
tics that have a direct impact on function resource management strategy and con gu-
ration. The identi ed elements of the workload model form the basis of different man-
agement approaches, selection of optimisation goals and key performance indicators

recognised in the surveyed literature.

Workload Model

Workload model refers to the composition of serverless applications using one or more
functions as components with their respective resource requirements. FaaS has been
proven suitable for a diverse range of use-cases; however, the application's expected
QoS and the number of functions in an application, also known as function cardinality,
are mutually dependent. While a single function's performance metrics including the
cold start latency, execution time and cost are tied to its allocated resources, the overall

application performance is highly susceptible to cascading performance degradation.
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This means the individual performance of functions creates a ripple effect in overall ap-
plication performance, signi cantly increasing end-to-end latency and execution cost,
particularly in complex function chains or work ows. Additionally, a provider's de-
cision to allocate requested resources and optimally place these functions to minimise
the communication and data exchange overheads, are also in uenced by this cardinal-
ity. Critically, as the execution ows through the application, the overall end-to-end
performance and cost uctuate based on the con guration of every connected function.
Furthermore, as the function cardinality grows, an application's performance-cost trade-
off becomes non-trivial and the in uence of overheads (such as cold starts or under-
provisioning) has a cascading or ripple effect on downstream function execution and
overall latency. Therefore, considering an application workload model is a fundamental

factor for tuning and managing function resources.

Single-function application:  This category exclusively deals with single function ap-
plications where it is a fundamental unit of deployment and the lowest level of avail-
able customisation interface. A large body of existing research deals with individual
functions that perform a dedicated task. The scope of resource management encom-
passes scheduling, con guration and scaling, all examined speci cally at the individual
function level. By focusing on standalone function optimisations while targeting differ-
ent performance trade-offs, this discussion deliberately excludes considerations related
to multi-function work ows, dependencies, or orchestration complexities, providing a
comprehensive yet targeted analysis of single-function performance and resource man-

agement.

Work ow/Function Chain: A function chain or a work ow is a method of developing
applications with multiple, inter-connected functions that together execute a larger and
complex business logic. These functions are executed step by step and are connected by
dependencies, forming a DAG. Therefore, the output of one step becomes the input of
another, enabling composition of complex, multi-step applications [91][23]. These func-
tion chains are critical for scenarios where a single, short-lived function can not handle

a complex task such as data processing and ML work ows. Generally, orchestration
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tools such as AWS Step Functions [56] and Azure Durable function orchestrations [58]
are leveraged to build, manage, and execute work ows. Each function or step in the
work ow requires individual settings such as timeout, concurrency and resource con-
gurations, where the overall performance and execution of the work ow are governed
by these individual units. Consequently, when functions in a chain are executed, the
con guration of downstream services is also vital to avoid overwhelming them or ex-
ceeding any platform-speci ¢ limits. While individual function executions are billed
per execution, the chains are typically charged based on the number of state transitions
(transition to different steps of the work ow). Therefore, ef ciently designing the work-

ows with minimal steps and executions can result in reduced overall operational costs.

2.3.3 Deployment Environment

This section categorises the research based on the type of serverless environment or
platform used for its experimental setup and evaluation. In addition to commercially
available FaaS platforms that expose limited con gurable parameters and manage re-
sources in a black-box manner, a number of open-source frameworks are also available
that provide the necessary transparency required for developers to examine the inter-
nal mechanism of a FaaS platform. Therefore, a discussion of these deployment envi-
ronments is important to recognise and appreciate the feasibility of numerous research

works in serverless systems.

Commercial Serverless Platforms

Commercial FaaS platforms such as AWS Lambda [6] and Microsoft Azure [7] are widely
utilised for conducting research owing to their increased adoption and real-world rele-
vance. These platforms, however, offer limited architectural visibility and con gurable
function parameters due to their proprietary nature, forcing developers and researchers
to infer their system behaviour through experimentation. Consequently, a number of
research works aim to address these limitations by focusing on distinct function con g-
uration and optimisation opportunities for performance enhancement and operational

cost savings from a developer perspective.
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Open-Source Serverless Frameworks

In addition to large-scale commercial serverless services, many open-source serverless
frameworks have also been introduced, such as OpenFaaS, Apache OpenWhisk, and
Knative. Unlike commercial offerings, where function resources such as CPU and net-
work bandwidth are allocated either proportional to memory or are selected from a
pre-set list of con gurations, open-source frameworks offer greater exibility in con g-
uring function resources. Additionally, these frameworks allow developers to test and
tune different resource allocation and placement strategies that t speci c application
domains, especially considering the agnostic or opaque nature of commercial offerings.
Therefore, these platforms have also been widely used for recording FaaS experiments

and exploring different research opportunities.

2.3.4 Key Performance Indicators

In this section, we categorise the existing literature under the key objectives that drive re-
search on function management and con guration in FaaS. These objectives are related
to speci ¢ performance metrics that de ne the success level or optimisation constraints
targeted by individual studies. A function's con guration settings, such as memory and
CPU allocation, are critical as they directly govern resource management decisions and
their operation. These decisions intrinsically in uence the key indicators that re ect the
QoS experienced by the user. Existing studies emphasise optimising performance met-
rics like throughput, execution time and latency, reduce operational costs, and improve
resource utilisation, often alongside data locality considerations to minimise communi-

cation overhead.

Resource Utilisation

The vast search space of possible resource con gurations and their impact on function
performance, often makes function con guration an ad-hoc decision-making process.
This can lead to resource under-utilisation at both the function level and the underly-

ing infrastructure, primarily as a result of resource over-provisioning or misallocation
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of resources [92]. Resource utilisation refers to the actual usage of allocated resources by
a function through its execution lifecycle, encompassing dynamic factors like runtime
scaling and scheduling decisions. This is critical for developers as the interplay between
function performance, cold starts and function runtime cost is tied to how resources are
managed and con gured. From a CSP perspective, improving resource utilisation is
equally important to maximise infrastructure ef ciency. This includes optimising func-
tion placement, scheduling to avoid contentions, scaling based on demand and keeping
the function instances active and available, ultimately reducing resource wastage while

maintaining SLO and operational ef ciency.

Function Lifecycle: Time and Cost

FaasS functions ideally execute for a shorter duration, ranging from milliseconds to a few
seconds, while the application expects a near real-time response. Existing research [93]
consistently highlights that resource allocation signi cantly impacts the execution time

of a function, eventually affecting the associated runtime costs. In particular, functions
are found to speed up their execution with more resources, where serverless platforms
usually tie function compute resources with memory allocation [20]. Thus, optimising
this non-trivial con guration space involves managing complex trade-offs across cost,
performance, and QoS guarantees. In addition to this, scheduling decisions, cold start
latencies, and dynamic scaling behaviour, critically affect the function lifecycle time and
associated costs. Cold starts can introduce signi cant latency overheads, particularly for
bursty traf c or infrequent invocation patterns, necessitating mitigation strategies. Fur-
thermore, data transfer latencies and inter-function communication costs within work-
ows occasionally impact individual function performance. Therefore, balancing these
factors creates a multi-dimensional optimisation problem central to function resource
management. However, the terms response time [88][84], latency [94][95], job comple-
tion time [96] and execution time [18][82] have been used interchangeably in the litera-
ture and we generalise them under function lifecycle time and associated cost as function

lifecycle cost.
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Data Locality and Data Exchange

Recently, FaaS has been leveraged for a variety of application domains such as video
processing [95][86], big data analytics [96][97]and ML training-inference [98]. These
applications generate large quantities of intermediate data, which is then processed in
downstream stages. In the FaaS context, this requires a function-to-function exchange
of this intermediate data, either wholly or partially. Existing research has identi ed
that direct communication of functions is dif cult [91] and usually leverage an external
remote storage [82] to promote the data or information exchange amongst functions.
Therefore, several studies have identi ed data locality and exchange as a crucial op-
erational constraint, and few have dedicated their efforts to understanding the impact
of function con guration, along with its impact on function placement and application

performance.

2.3.5 Resource Con guration Model

A serverless function's performance, runtime cost and CSP's ef ciency to schedule it,
are directly in uenced by its resource con guration. This section categorises the exist-
ing literature based on the resource con guration model that the studies assume while

optimising for different objectives and addressing resource management sub-aspects.

Coupled Resource Con guration

In a coupled resource con guration model, function resources such as CPU and network
bandwidth are typically allocated in proportion to the amount of con gured memory.
Therefore, allocation of more memory to the function instance enables allocation of more
CPU to it and vice-versa. The current serverless operational model of proprietary solu-
tions such as AWS Lambda [42], Azure Functions [7] and Cloud Run Functions [59] ei-
ther offers memory as a single con gurable knob or provides a xed set of proportional
resources to ne-tune function performance. As discussed earlier in subsection 2.3.4, the
amount of con gured resources has a direct impact on different function performance

indicators. Additionally, this amount of con gured resource plays an important role for
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the selection of appropriate infrastructure to execute the functions. The provider's black-
box resource management tasks such as resource allocation, provisioning and function
placement are directly impacted by the tight-coupling between different resources [20].
Thus, existing works leverage this relationship to explore different optimisation tech-

niques.

Decoupled Resource Con guration

The result of tightly-coupled and memory-proportional resource allocation leads to over-
provisioning and resource wastage in functions requiring additional CPU shares such as
a compute-intensive function, in order to execute successfully. This over-provisioning
often leads to reduced overall resource utilisation where only one type of resource is
heavily used. To address this, open-source serverless frameworks such as OpenFaaS
[9], Knative [10] and OpenWhisk [11] provide decoupled resource allocation where the
amount of allocated resources, such as memory and CPU, is de ned independently
which allows exible and re ned function con guration. Moreover, existing research
[34][99] have criticised the constraints of coupled function resource allocation and have
leveraged the decoupling to optimise function performance and runtime cost in addi-
tion to the exploring various function scheduling policies such as dependency-aware

function placement.

Other Speci c Resources

In addition to the compute resources like memory and CPU, the performance of appli-
cations such as video processing and analysis, and ML training and inference tasks is
also in uenced by use-case speci ¢ parameters. For instance, the latency and resource
ef ciency of a video processing pipeline [86][95] are affected by parameters such as sam-
pling rate, number of frames or batch size. On the other hand, the function execution
time, resource utilisation and the overall function costs for Al/ML training can be neg-
atively impacted by the amount of resources allocated across different training stages of
hyperparameter tuning [99]. Moreover, big data workloads [96] maybe optimised for

performance by deciding the appropriate number of work ow stages and its number of
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functions involved. Therefore, a number of existing works can be categorised based on

these alternative resource allocation and function con guration parameters.

2.3.6 Con guration and Management Strategy

To address the multifaceted resource management and con guration challenges inher-
entin Faas, the existing literature has explored and proposed a wide array of specialised
approaches, techniques, and frameworks. This section categories these individual so-
lutions into distinct algorithmic domains based on the underlying strategy used for
optimisation. We identify the following broad categories of research methodologies:
Search and Path-Finding Techniques, Stochastic and Approximate Optimisation, ML-

Based Techniques, and Formal and Analytical Modelling.

Search and Path- nding Techniques

In FaaS deployments, service providers usually require developers to specify the mini-
mal function resources required for a successful execution. In practice, this con guration
space directly encodes key resource management decisions such as CPU and memory al-
location, concurrency limits, and scaling thresholds, which in uence both performance
and infrastructure ef ciency at the platform level. Typically, developers pro le their
functions at multiple con gurations for computational ef ciency and decide on the op-
timal one based on the desired time and cost constraints. However, navigating a vast
con guration space and selecting the best setting is challenging due to inherent perfor-
mance variations, pro ling time and the complex interactions between function-level
choices and system-wide resource management policies such as scheduling, provision-

ing, and auto-scaling.

Stochastic and Approximate Optimisation

A serverless environment, with its reduced control over low-level infrastructure but dif-
ferent function-level knobs such as memory size and execution timeouts, has been a

choice for bursty, embarrassingly parallel, and highly dynamic workloads. This dynam-
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icity and unpredictability, along with performance and cost variation, present a unique
function resource management and con guration challenge where each setting simulta-
neously affects both application-level QoS and platform-wide resource ef ciency. While
deterministic search methods are simple and attempt to explore a large search space,
they struggle to cope with the workload dynamicity, varying resource requirements,
and cost-performance trade-offs that arise when right-sizing individual functions and
coordinating them at scale. As a result, stochastic and approximation techniques have
emerged as effective alternatives to ne-tune the function resource con guration by
leveraging heuristics, meta-heuristics, probabilistic models, and adaptive learning mech-
anisms. These techniques enable ef cient search and optimisation of function con gu-
ration while balancing uctuating performance, cost and utilisation in highly dynamic

serverless environments.

Machine Learning Techniques

As serverless environments grow in popularity, adoption, and complexity, traditional
methods such as search algorithms or optimisation techniques, may lack necessary adapt-
ability to handle the dynamism and unpredictability of workloads and function exe-
cution patterns. In comparison to heuristics or approximation methods, ML methods
can learn function-speci ¢ execution patterns and apply a generalised model to unseen
workloads, enabling ef cient real-time function resource management decisions. There-
fore, ML-based techniques furnish an alternative approach to predict, optimise and dy-
namically manage and con gure function resources by utilising historical and runtime
dataincluding RL. As a result, the integration of ML methods allow serverless platforms
to advance towards enhanced system autonomy by intelligently allocate and adaptively
manage function resources. This further reduces the developer effort and intervention
in the con guration process while improving runtime cost, performance and utilisation

across dynamic workloads.
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Formal and Analytical Modelling

While ML approaches, and stochastic and approximation techniques provide a exible
and adaptive way to manage and con gure function resources, there are other proposals
that require explicit modelling based on application structure or workload characteris-

tics. These methods do not fall under the previously de ned categories and generally
leverage domain knowledge and analytical or mathematical models to capture the rela-

tionship between function resources and their performance.

2.4 Classi cation of Function Resource Management Techniques
using Taxonomy

In this section, we review existing key works on function resource management that
identify most with the proposed taxonomy. In essence, we present here the works that
explore novel techniques for one or more of the primary aspects of resource management
that we have identi ed. However, we nd that some of the works do not exclusively lie

in a single sub-category and span across multiple to cover and address multi-faceted
challenges of the function resource management in FaaS. Table 2.2 summarise the cate-
gorised works under the proposed taxonomy.

Lin and Glikson [25] propose a pool-based approach where a number of warm func-
tion instances are maintained to proactively serve the incoming workload, thereby miti-
gating the latency associated with cold starts. This pool-based approach is implemented
on the Knative platform and evaluated on single functions like HTTP server, enabling
a signi cant reduction in response latency as compared to baseline Knative offerings.
The authors [100] apply the statistical SARIMA forecasting model to predict function
invocation requests, with the goal of mitigating cold start latency and reducing resource
wastage. It proposes a prediction-based autoscaler to proactively scale the number of
function instances and deploy them before incoming traf c. The work demonstrates
how cold start and scaling are interdependent and evaluates the proposed autoscaler
against the default Kubernetes horizontal pod autoscaler (HPA) with a single function
application.

Mohan et al. [28] take a different approach to pre-creating and caching networking
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resources, which are then dynamically linked to function containers. They suggest that
cold start delays are frequently affected by the network initialisation times and propose

a Pause Container Pool Manager (PCPM) strategy, implemented on open-source Apache
OpenWhisk framework, that aims to reduce cold start latency and its concurrency im-
pact. The study establishes its claim by experimenting with simple compute-intensive
function and demonstrate a signi cant reduction in function start up time, i.e., a rela-
tively faster execution time, and a negligible memory footprint to maintain the network
resources. Exploring another approach, Silva et al. [101], evaluates a 'prebaking' tech-
nique to minimise the cold start latency of serverless functions. It leverages process
C/R technique to create and restore function process snapshots from previously exe-
cuted functions. This improves the function lifecycle (startup) and enhances resource
utilisation by re-using function instances. The prototype is integrated with OpenFaaS
control plane and evaluated on single function applications such as image-resizing and
markdown renderer. The works discussed above collectively target the proactive pre-

creation of function execution environments to mitigate cold start latency.

Research by Xu et al. [81] explores an adaptive container pool scaling strategy inte-
grated with an LSTM-based container warm-up strategy to model cold start minimisa-
tion as an optimisation problem. The primary objective is to reduce cold start latencies
and minimise resource consumption in a function's lifetime. In doing this, the research
utilises the function chain model and ML techniques for accurate function invocation
time prediction. Simultaneously, it adjusts the number of containers to reduce the re-
source waste. The authors realise the serverless platform on Kubernetes and perform
experiments with a license plate recognition application with multiple functions. Hence,
this work is classi ed under cold start management that proposes a ML-based solution

and evaluated on an open-source framework with work ow applications.

Pagurus [102] presents a novel container management system that takes a holistic ap-
proach of reducing cold start latency, balance the workload and schedule idle containers
amongst functions. It aims to share warm, idle containers between functions without
introducing security issues and utilises a zygote image that does not contain any code
or data of the previous function to be assigned to new function. By doing so, the study

evaluates the proposal on single function applications where it effectively reduces the
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instance startup latency for mid- and low- popularity functions while improving the
user perceived latency. Similarly, Solaiman and Adnan [30] introduces WLEC, a con-
tainer management architecture designed to mitigate the cold start problem in server-
less computing, particularly within the OpenLambda platform. The architecture uses
a modi ed S2LRU structure, a cache replacement policy, with a warm-up queue, and
its performance is evaluated using a real-time image-resizing work ow. Results show
reduced cold start latency and lower memory consumption compared to traditional ap-
proaches, highlighting its effectiveness for improving function execution performance.
In a separate work, Mahajan et al. [103] proposes a hew system based on a peer-to-peer
network, virtual le system, and content-addressable storage. The goal is to improve
compute availability, reduce storage requirements, and prevent network bottlenecks by
exploiting data similarities across applications. While the approach focuses on instance
deployments rather than application-speci c optimisation, it provides an alternative ap-
proach to minimising cold start latency and improves resource utilisation and data lo-
cality for serverless workloads. The authors perform experiments over AWS platform

with applications such as big data processing and simple HTTP server.

Research works [73], [80], [78], [72] introduce the paradigm of RL to the FaaS plat-
forms in different ways. [73] focuses on request-based provisioning of VMs or con-
tainers on the Knative platform. The authors demonstrated a correlation between la-
tency and throughput with function concurrency levels and thus propose a Q-Learning
model to determine the optimal concurrency level of a function for a single workload.
[80] proposed a two-layer adaptive approach, an RL algorithm to predict the best idle-
container window, and an LSTM network to predict future invocation times to keep the
pre-warmed containers ready. The study demonstrated the advantages of the proposed
solution on the OpenWhisk platform using a simple HTTP-based workload and a syn-
thetic demand pattern. Another research [78] focused on resource-based scaling con g-
uration (CPU utilisation) of OpenFaaS and adjusts the HPA settings using an RL-based
agent. They assumed a serverless-edge application scenario and a synthetic demand
pattern for the experimentation and present their preliminary ndings based on latency
as SLA. Agarwal et al. [72] introduced the idea of Q-learning to ascertain the appropriate

amount of resources to reduce frequent cold starts. The authors shared the preliminary
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training results with an attempt to show the applicability of reinforcement learning to
the serverless environment. They utilised the platform exposed resource metrics to ex-
periment with a synthetic workload trace, i.e. Fibonacci series calculation, to simulate a

compute-intensive application and predict the required resources.

Complementary to research focused purely on cold start mitigation, a signi cant
body of work investigates function autoscaling within the resource management do-
main. These two aspects are intrinsically interdependent as function scaling decisions
directly in uence cold start frequency and latency, and conversely, the risk of cold starts
constrains the optimal scale-down policy to avoid premature resource de-allocation.
Therefore, advanced strategies often span both domains, seeking an overall optimisation
that simultaneously reduces cold start delays and improves overall system throughput
and resource utilisation. Mahmoudi and Khaziei [104] presents an analytical perfor-
mance model for serverless computing, focusing on autoscaling and resource utilisation,
validated on AWS Lambda. They identify three types of scaling: scale-per-request, con-
currency value scaling and metrics-based scaling while proposing a scale-per-request
model with other steady state metrics including rate of cold starts based on the system
and workload characteristics. The model provides insights to the working of the FaaS
platform to improve performance, resource utilisation and reduce operational costs by

predicting essential function metrics and allowing for tuning.

Schuler et al. [73] investigates the application of RL, speci cally Q-learning, to op-
timise the autoscaling of serverless applications on the Knative platform. The study
focuses on adjusting the concurrency limit (number of requests processed per instance)
to improve throughput and reduce latency. The results from the baseline experiment,
done with CPU and memory intensive function, demonstrate that different concurrency
levels affect performance. The research [78] investigates the use of RL for resource-based
autoscaling in OpenFaaS. The focus is on improving resource utilisation, function lifecy-
cle (including cold start), and function performance. It performs analysis on OpenFaaS
with single function applications such as HTML based webpage. Similarly, Zhang et al.
[76] proposes a RL-based autoscaling technique for delay-sensitive applications. The ap-
proach centres around characterising the service's resource pro le through Q-learning,

exploring performance improvements with different resource allocations, and propos-
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ing a hybrid scaling strategy combining both horizontal and vertical scaling. The objec-
tive of Kubernetes-based adaptive scaling is to balance QoS with resource ef ciency and
the experimental analysis with benchmark functions such as face-blur demonstrate that
the approach ensures reduction in response latency while reducing operational costs.
Following the RL adoption, the study [74] focuses on developing RL environments and
agents, particularly with Q-learning, DynaQ+, and Deep Q-learning algorithms, to au-
tonomously manage dynamic workloads and meet QoS requirements while ef ciently
utilising resources. The performance of these RL-assisted autoscaling mechanisms is
evaluated in both real and simulated environments, taking advantage of the Kubeless
serverless platform. The aim is to make the management of resources more ef cient,
including minimising the cost and maximising the bene ts of the serverless computing

paradigm.

CoScal [77] takes a microservices approach and introduces a multi-faceted auto-
scaling strategy addressing challenges in resource scaling and QoS. It combines hori-
zontal, vertical scaling, and brownout techniques and leverages RL for decision-making.
The framework incorporates a workload prediction algorithm based on GRU to achieve
ef cient scaling. The effectiveness of CoScal is evaluated through experiments on a
containerised microservices prototype system using Alibaba traces and benchmark mi-
croservices applications such as Sock Shop and Stans Robot Shop. This multi-faceted
approach with RL can reduce the response time and the number of failed requests by

improving QoS of the microservices.

Furthermore, Phung and Kim [75] presents a prediction-based auto-scaling approach,
speci cally targeting Knative to enhance performance, minimise resource utilisation,
and optimise response times to meet QoS requirements. It leverages Bi-LSTM, a fore-
casting model, to improve the calculation of the number of function instances, and adapt
to workload changes ef ciently. The studys preliminary experiments with resource in-
tensive function suggest that the method achieves better performance in contrast with
Knative's default auto-scaling scheme. Li et al. [79] introduces KneeScale, an adaptive
auto-scaler designed to optimise the scaling of serverless functions in edge computing
environments. It aims to ef ciently allocate resources and minimise costs under budget

constraints by dynamically adjusting the number of function instances. KneeScale lever-
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ages a search algorithm like binary search to detect the knee point of FaaS platforms after
which there are diminishing gains of scaling and nds the optimal allocation. This ap-
proach distinguishes itself by addressing challenges speci ¢ to edge computing, such as
resource limitations and dynamic workloads. Experimental results on OpenFaaS show
KneeScale's effectiveness in enhancing performance and resource ef ciency when com-

pared to existing autoscaling techniques.

The common thread linking these efforts is the treatment of scaling, concurrency,
and instance adjustment as an integral part of the resource allocation problem. This
highlights that the adjustment of function instances or concurrency acts as a tunable con-
guration parameter, alongside the actual function-level con guration parameters (e.g.,
memory, CPU shares, timeout) exposed by CSPs or available on open-source platforms.
Both sets of parameters, those directly affecting scaling/concurrency and those de ning
function-level resource needs are essential for bridging the gap between static resource
assignment and dynamic workload demand. Zubko et al. [105] introduces MAFF, a
Python-based framework for automatically nding optimal memory con gurations for
FaaS functions. MAFF focuses on cost-only and balanced optimisation objectives and
utilises linear, binary, and gradient descent algorithms. The framework is tested on AWS
Lambda, demonstrating the bene ts of self-adaptive memory con gurations. FireFace
[106] presents an adaptive approach for con guring serverless functions on OpenFaas.
It aims to minimise costs and meet SLOs by predicting execution time under different
con gurations and using Adaptive Particle Swarm Optimisation algorithm and Genetic
Algorithm Operator (APSO-GA) to nd optimal CPU/memory and edge platform set-
tings. To aid the decision making process, it uses the prediction module that extracts the
internal features of all functions within the serverless application and uses this informa-
tion to predict the execution time of the functions under speci ¢ con guration schemes.
The experimental analysis is done on Java-based work ows and Deep Neural Network
applications. A work by Moghimi et al. [33] introduces Parrot sh, a tool for optimis-
ing the rightsizing of serverless functions. It models the relationship between function
memory and execution time that utilises an online parametric regression to recommend
the near-optimal function con gurations. The tool aims to reduce the function operat-

ing costs while ensuring lifecycle time expectations compared to existing techniques by



2.4 Classi cation of Function Resource Management Techniques using Taxonomy 55

using a cost-aware sampling strategy. The recommendation tool is evaluated on AWS
Lambda where the recommendations are made for various single function applications

from benchmark serverless suite [107].

SLAM [45] is a tool designed to optimise memory con gurations for FaaS functions
within serverless applications to meet SLOs and balance performance and cost. The ap-
proach uses distributed tracing and performance modelling that learns the relationship
between functions of an application to estimate execution times and then utilises a SLO-
guided algorithm to determine the best memory settings on AWS Lambda. The tool
aims to provide con gurations that ensure high performance while optimising the cost,
showing high accuracy in function capacity estimation. Similarly, Wen et al. [108] pro-
pose StepConf implemented over AWS Lambda and Step Function, that addresses the
complex challenge of SLO-aware dynamic resource con guration for serverless function
work ows. The approach revolves around three key con guration dimensions that im-
pact performance: memory size, inter-function parallelism (concurrent functions), and
intra-function parallelism (multi-threading within a single function instance). StepConf
transforms the overall work ow problem into a per-step con guration decision prob-
lem, dynamically optimising memory and parallelism in real-time before each function
step runs. This heuristic approach utilises critical path algorithm and aims to guar-
antee end-to-end SLOs while signi cantly saving costs. In a separate work [109], the
researchers estimate the Function Capacity (FC) of serverless functions via a tool called
FnCapacity. It uses statistical and ML models, speci cally DNNSs, to build capacity mod-
els and assess the impact of different con gurations on performance. The evaluation of
tool is demonstrated on Google Cloud Functions and AWS Lambda with benchmark

serverless functions [110] like linpack and sentiment analysis.

COSE [93] introduces a framework that uses Bayesian Optimisation (BO), a ML tech-
nique, to nd the optimal resource con guration and placement for functions. It fo-
cuses on minimising cost while meeting performance criteria (SLOS) in the presence of
function chains. The evaluation of COSE is performed on AWS Lambda with various
real-world applications and also over a wide range of simulated distributed cloud en-
vironments, which con rms the ef ciency of the proposed approach. Bilal et al. [20]

points out the inef ciencies of coupled resource allocation and harness surrogate model
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variations of BO technique, considered as a stochastic and approximate optimisation
method that is widely used in ML, to evaluate the performance impact of decoupled
CPU and memory con gurations. The research demonstrates a rich trade-off space be-
tween function execution time and cost achievable through exible resource allocation
and VM selection by CSPs. The study was conducted by executing and measuring the
performance of six diverse benchmark functions on an open-source Kubernetes distri-
bution atop AWS EC2 [47] instances. The research [111] investigates resource scaling
strategies in open-source FaaS platforms, contrasting them with commercial cloud of-
ferings like AWS Lambda, Azure Functions, Google Cloud Functions, and IBM Cloud
Functions. It centres on the evaluation of resource allocation and scheduling. The paper
proposes a methodology to compare the performance of different platforms, focusing
on CPU intensive functions. Addressing the noisy neighbour problem and suggesting a
pricing scheme based on resource scaling, it aims to provide a QoS-compliant resource
allocation. The work is relevant in the context of function con guration and aims at
an application-speci ¢ resource optimisation via the performance comparison to pro-
vide an on-premise hosting. The paper contributes to the understanding of resource

ef ciency, execution time, and scaling strategies in the serverless domain.

Bhasi et al. [112] consider latency-critical dynamic DAGs to minimise the function
resources, particularly the created function instances, by tuning the number of requests
served by an instance without violating the SLO. For this, they introduce Kraken, a
resource management framework that employ hybrid scaling approach, both proac-
tive and reactive, to avoid the cold start latency impact on end-to-end response times.
Kraken is implemented on OpenFaaS and model application DAGs as Variable Order
Markov Model (VOMM) to calculate the function invocation probabilities and employ
Exponentially Weighted Moving Average (EWMA) model to predict the incoming load
leveraged by the proactive scaling module. In a separate work, Bhasi et al. [17] presents
Cypress, an input-size-sensitive resource management framework for serverless func-
tions. Cypress uses function pro ling, request batching, and reordering techniques in
addition to novel proactive autoscalers to optimise resource allocation, reducing func-
tion instance usage while maintaining SLOs. The framework is implemented on a Ku-

bernetes cluster using OpenFaaS and evaluated on real-world work ow applications,
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demonstrating improved resource utilisation.

Zhu et al. [113] takes a model-driven approach designed for deployment optimisa-
tion in FaaS environments to introduce RDOF. It leverages Layered Queuing Networks
(LQNSs) to predict performance metrics and employs a genetic algorithm (GA) to deter-
mine the optimal function con gurations that minimise costs while adhering to perfor-
mance requirements. The research validates RDOF on AWS, demonstrating its effective-
ness in achieving signi cant cost savings compared to baseline methods. The focus is on
optimising function memory and concurrency settings within function chains. This ap-
proach utilises formal and analytical modelling and stochastic optimisation techniques
for addressing the optimisation problem. Lin and Khazaei [88] leverage performance
and cost models to transform DAG-based function work ows into a linear structure
and propose a heuristic called Probability Re ned Critical Path (PRCP) algorithm. The
researchers utilise PRCP to optimise the function memory allocation for both budget-
constrained performance and performance-constrained runtime cost by introducing dif-
ferent bene t-cost ratio strategies. Building on the previous work, the research in [114]
explores and optimises memory con guration in serverless work ow applications, aim-
ing for a balance between execution time and cost. The paper introduces a modi ed per-
formance model and presents two optimisation algorithms, a heuristic Urgency-based
Work ow Con guration (UWC), to obtain a memory con guration under the budget
constraints that minimises the execution time, and a meta-heuristic Beetle Antennae

Search (BAS) to avoid locally optimal solutions, which are evaluated on AWS Lambda.

Tomaras et al. [35] suggest that functions in a big-data application with similar char-
acteristics, i.e., code-base, will have similar performance and resource requirements. To
this end, they utilise Graph Edit Distance, that can be translated as a shortest path nd-
ing mechanism, to nd similarity between the call graphs of two functions and utilise
the prediction model of one, either wholly or partly, to provision a similar amount of
resources. Jarachanthan et al. [96] address the resource con guration in data analytics
or Map-Reduce style jobs to enhance performance and reduce operational costs. The
authors implement these applications on AWS Lambda to ef ciently allocate resources
across pipeline functions. Furthermore, the study emphasise the dif culty involved in

intermediate data exchange of data analytics applications and seeks optimally con g-
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ured function parameters, such as degree of parallelism, resource allocation and number
of stages, to deal with the complexity of ephemeral data management. It develops func-
tion performance and cost models based on user requirements and formulate resource

optimisation as a Shortest Path problem in Graph theory.

In another work [82], the researchers nd an opportunity to co-locate functions and
improve data locality. The study suggests that function outputs are immutable, only
adding new value to a new location owing to function idempotency. To this end, an ex-
plicit, pre-determined data intent declaration approach is proposed, implemented as an
Apache OpenWhisk controller, where the developers can specify the input and output
location along with the function declaration. This allows easier function co-location,
data caching and data locality optimisations while improving performance. Experi-
menting with a new direction, Mvondo et al. [18] introduces a system that improves
function execution time by creating a transparent, in-memory cache using the memory
capacity that would otherwise be wasted. Using a ML model, the proposed system es-
timates the actual memory resources required by each function invocation and utilises
the difference between the memory reserved by the tenant and the prediction to aid the
cache. It further includes a data-locality aware scheduler targeted to improve execution
time and resource utilisation by opportunistically using idle memory. It is implemented

on OpenWhisk platform and evaluated on single as well multi-function applications.

Research works [85][86][95] target video analysis and processing pipelines to con-
gure various resources like memory or CPU, including application-speci ¢ resources
such as the number of functions in a stage or video frames to reduce lifecycle time and
associated operating costs. The researchers in [86] exploit the relationship between the
memory con guration, input workload and performance for serverless video process-
ing pipelines implemented on AWS Lambda. They suggest a ML approach, a Sequential
Bayesian Optimisation-based stage-wise con guration nder thatimproves relative pro-
cessing time by up to 408% while satisfying work ow runtime budget. Wang et al. [85]
turn towards the con guration of serverless-based video analytics applications, where
they investigate joint optimisation of use-case-speci c controllable parameters such as
frame rate and Deep Neural Network (DNN) selection in addition to computational re-

source con guration. To this end, the authors formulate the cost-effective con guration
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problem as a stochastic process and nd near-optimal solutions using Markov Approx-
imation with lower computational overhead. The study [95] posits that users are still
required to exhaustively tune and con gure the resources in a video analytics work ow.
Further, it identi es that large con guration space, input-dependent work ow execu-
tion and dynamic adjustment of per invocation resources are the major challenges in
the video auto-tuning process. For this purpose, a collaboration of techniques such as
dynamic slack calculation, safe delayed batching, early speculation, late commit and
priority-based commit is proposed that automatically tunes each invocation for pipeline

latency targets while minimising cost.

Kaffes et al. [115] present the design of a centralised, core-granular scheduler for
functions, focusing on improving performance predictability, reducing cold start latency;,
and handling bursty workloads. The approach aims to address the shortcomings of ex-
isting coarse-grained scheduling methods of commercial as well as open-source sched-
ulers and leverages CPU core-level granularity and a global view of cluster resources
to schedule the function executions to individual CPU cores. The design is inspired by
the characteristics of single serverless functions and uses analytical modelling derived
from queuing theory to support the fundamental argument for centralised scheduling.
Kim et al. [116] propose a ne-grained CPU capacity control solution for serverless func-
tions. The solution leverages control theory and group-aware scheduling to dynamically
adjust CPU usage limits to minimise resource contention and improve performance,
speci cally reduction of skewness in response time distribution and the reduction of av-
erage response time. The group-aware scheduling ensures that functions are grouped,
dispatched and scaled based on the shared or similar performance requirements. The
authors develop an analytical performance model for platforms like Knative and Google
Cloud Run and evaluate the solution on open-source Dask framework [117] with CPU

intensive functions to improve QoS and utilisation.

Similarly, Ensure [118] classi es the individual functions as edge-triggered or mas-
sively parallel based on resource consumption and lifetime patterns to dynamically reg-
ulate the CPU shares for functions executing on the same CPU core. Its scheduling
component, FnSched [119], schedules requests by concentrating load on an adequate

number of underlying hosts. The scaling component, FnScale, proactively scales the
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instances based on the square-root staf ng policy to maintain warm containers to han-
dle burst of loads. The design of Ensure is grounded in formal queuing theory model
for both scheduling and scaling. It is implemented on OpenWhisk platform and tar-
gets the cost ef ciency of maintaining the hosts by CSPs while providing acceptable
latency SLO. Researchers in [120] presents JIAGU, a serverless system aiming to im-
prove resource utilisation, especially focusing on the challenges of dynamic resource
allocation. The proposed system introduces pre-decision scheduling, which leverages
a ML model, speci cally Random Forest Regression for performance prediction, and
dual-staged scaling that implements a fast-path nding approach, to balance resource
use and cold start overheads. JIAGU is implemented as a prototype based on the open-
source OpenFaa$S and its evaluation with real-world workload traces from Huawei and
benchmark single function applications [107][110] shows a signi cant improvement in

instance density compared to commercial clouds while reducing cold start latency.

Orion [98] takes a holistic approach and introduces a novel technique for perfor-
mance modelling and optimisation of serverless applications structured as DAGs. It
focuses on function right-sizing, instance bundling, and right pre-warming to meet end-
to-end latency probabilistic guarantees and minimise cost. The approach uses a per-
formance model to estimate end-to-end latency and is evaluated on AWS Lambda for
video analytics, ML, and chatbot applications. The method utilises a combination of
Best-First Search and a performance model to determine the appropriate resource allo-
cation and pre-warming strategies in order to meet latency objectives while minimising
cost. On the other hand, Yu et al. [121] follows a data-centric approach and proposes a
novel serverless computing platform to ef ciently orchestrate complex function work-
ows. It employs a two-tier distributed scheduling hierarchy consisting of local sched-
ulers on worker nodes and shared global coordinators with an objective to minimise the
amount of data transmitted across worker nodes. This platform is built atop Cloudburst
[126] and employs greedy scheduling algorithm due to the NP-hard nature of schedul-
ing problem, however, achieving negligible data-exchange overhead and low-latency

function execution.

Zhuo et al. [122] presents Aquatope, a QoS-aware resource scheduler for server-

less work ows. It addresses cold starts and resource allocation by utilising a Bayesian
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Table 2.2: A classi cation of resource management techniques in Serverless Computing

WLC Env KPI Targets Strategy
Work Asp SF WF Comm OS ResUt FnLC DL Coupled Decou AppSp SP Approx ML  Formal
[25] cs 3 7 7 3 7 3 7 7 7 3 7 7 7 3
[100] CS,Scl 3 7 7 3 3 3 7 7 7 3 7 3 7 7
[28] Ccs 3 7 7 3 7 3 7 7 7 3 7 7 7 3
[101] Cs 3 7 7 3 7 3 7 7 7 3 7 7 7 3
[81] CS,Scl 7 3 7 3 3 3 7 7 7 3 7 7 3 7
[102] cs 3 7 7 3 7 3 7 7 7 3 7 7 7 3
[30] Cs 7 3 7 3 3 3 7 7 7 3 7 7 7 3
[103] Ccs 3 3 3 7 3 3 3 7 7 3 7 7 7 3
[73] Cs,Scl 3 7 7 3 7 3 7 7 7 3 7 7 3 7
[80] Ccs 3 7 7 3 7 7 3 7 7 3 7 7 3 7
[78] CS,Scl 3 7 7 3 7 3 7 3 7 7 7 7 3 7
[72] Ccs 3 7 7 7 7 7 7 3 7 7 7 3 7 7
[104] Scl 3 7 3 7 3 3 7 7 7 3 7 3 7 7
[76] Scl 3 7 7 3 3 3 7 7 7 3 7 7 3 7
[74] Scl 3 7 7 3 3 3 7 7 7 7 7 7 3 7
[77] Scl 7 3 7 3 7 3 7 7 7 3 7 7 3 7
[75] Scl 3 7 7 3 3 3 7 7 7 3 7 7 3 7
[79] Scl 3 7 7 3 3 3 7 7 7 3 3 7 7 7
[105] Cfg 3 7 3 7 3 3 7 3 7 7 3 7 7 7
[111] Cfg,Sch 3 7 7 3 7 3 7 3 7 7 7 3 7 7
[115] Sch 3 7 7 3 7 3 7 7 3 7 7 7 7 3
[120] Sch 3 7 7 3 3 3 7 3 7 7 7 7 3 7
[121] Sch 3 7 7 3 7 7 3 3 7 7 7 7 7 3
[122] Sch 3 7 7 3 3 3 7 3 7 3 7 3 3 7
[123] Cfg 3 7 7 7 7 7 7 3 7 7 7 3 7 7
[17] Sch 3 7 7 7 7 7 7 7 7 7 7 7 7
[112] Sch 7 3 7 7 7 7 7 7 7 7 7 7 7
[20] Cfg 7 3 7 7 7 3 7 7 3 7 7 3 7 7
[124] Cfg 3 7 3 3 7 7 7 3 7 7 7 7 3 7
[83] Cfg 3 7 3 7 3 7 7 7 7 7 7 7 3 7
[96] Cfg 7 3 3 7 7 3 3 7 7 7 3 7 7 7
[109] cfg 7 7 7 7 7 7 7 7 7 3 7 7 3 7
[116] Cfg,Sch 3 7 7 7 3 7 7 3 7 7 7 7 3
[106] Cfg 3 7 7 3 7 3 7 7 7 7 7 3 7 7
[114] Cfg 7 7 7 7 7 7 7 3 7 7 3 7 7 7
[88] Cfg 7 3 3 7 7 3 7 3 7 7 3 7 7 7
[98] Cfg,Sch 7 3 7 7 3 3 7 3 7 7 3 7 7 7
[104] Scl 3 3 3 7 3 3 7 7 7 7 7 7 7 3
[33] Cfg 3 7 3 7 7 3 7 3 7 7 7 7 3 7
[18] Cfg,Sch 3 7 7 3 7 3 7 3 7 7 7 7 3 7
[95] Cfg 7 3 3 7 7 3 3 3 7 3 7 7 7 3
[45] Cfg 7 3 7 7 7 7 7 3 7 7 7 7 7 7
[125] Scl 7 7 7 3 7 7 7 7 7 7 7 7 7 7
[34] Cfg 7 7 7 3 7 3 7 7 3 7 7 7 3 7
[118] Sch 3 7 7 7 3 7 7 7 3 7 7 7 7 3
[82] Sch 3 7 7 3 7 3 3 7 7 3 7 7 7 3
[35] Sch 7 7 7 7 7 3 7 7 7 7 3 7 7 7
[85] Cfg,Sch 7 3 7 7 3 3 7 7 7 3 7 3 7 7
Legend and Abbreviations:
3 Covered or addressed in detail
7 Not addressed or focused
Column Group Abbreviations:
Asp. Management Aspect wLC Workload Characterisation
Env Deployment Environment KPI Key Performance Indicator

Targets  Resource Optimisation Targets ~ Strategy =~ Optimisation Strategy
Sub-Column Abbreviations:

Cs Cold Start Scl AutoScaling

Cfg Function Con guration Sch Function Scheduling

SF Single Function WF Work ow/Function Chain

Comm  Commercial (Environment) os Open Source (Environment)

Res Ut  Resource Utilisation FnLC Function Lifecycle

DL Data Locality & Exchange Coupled  Coupled (e.g., Memory/CPU)

Decou Decoupled (e.g., CPU/Disk)  App Sp Application Speci ¢

SP Search & Path Finding Approx Stochastic & Approximate Optimisation

ML Machine Learning Formal Formal & Analytical Modelling
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approach. The system optimises the pre-warmed container pool and function-level
resource allocation with a BO algorithm. It aims at meeting QoS requirements while
minimising resource consumption. The scheduler is evaluated on OpenWhisk, demon-
strating improvements in function performance and resource utilisation. The work in
[124] focuses on automating the con guration of resources, addressing the performance
and cost implications of coupled resource settings. It introduces a workload-agnostic
method, CPU Time Accounting Memory Selection (CPU-TAMS) that leads to the max-
imum value con guration i.e., the highest performance at lowest cost. The method
is implemented across four commercial FaaS platforms, AWS Lambda, Google Cloud
Functions (GCF), IBM Cloud Functions (IBM), and DigitalOcean Functions (DOF) with
various individual functions. The core of CPU-TAMS is a platform-speci ¢ vCPU-to-
memory model used as a regression model to map the required number of utilised CPU

shares to the appropriate memory setting.

Lachesis [34] is an online learning-based resource allocation framework for dynam-
ically assigning decoupled resources per-function invocation. The authors show that
Lachesis improves execution time and decreases idle CPU cores (resource utilisation)
compared to static allocations. The study examined different individual functions and
evaluated them on OpenWhisk platform. At the core, it uses a cost-sensitive multi-class
classi cation model to predict the required CPU core count based on input features and
function semantics. Eismann et al. [83] presents an approach that uses ML, speci cally
multi-target regression modelling, to predict execution time based on a single monitor-
ing dataset. The research contributes to automating function memory size optimisation,
with the goal of reducing costs and enhancing performance. The training phase uses a
large dataset generated from 2,000 synthetic serverless functions created by combining
representative function segments and then evaluated on real-world function work ows.
The approach is implemented as a custom monitoring solution and evaluated on AWS
Lambda. LatEst [125] focuses on minimising the need for horizontal scaling in FaaS
and proposes to scale the resources (CPU, memory) of active function instances within
a few milliseconds. It is implemented as an extension of vHive [127] based on Knative
platform. Furthermore, itimplements a feedback control loop using a Proportional Inte-

gral Derivative (PID) controller, for each function, that models the relationship between
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the incoming load and the required resource allocation. LatEst minimises the execution
time variability by improving the cold start latency and aims to achieve high resource

utilisation by only adding resource when needed.

2.5 Summary

In this chapter, we have presented a comprehensive literature survey on existing func-
tion resource management techniques. We propose a taxonomy that identi es vari-
ous elements associated with the dynamic function con guration and its management
within the broader scope of different function resources, available serverless platforms,
and key performance indicators. We further discuss the key aspects of function con g-
uration and management to analyse the existing works using the proposed taxonomy.
This chapter presents a clear view on the resource management of serverless functions
and aids developers to ne-tune their application performance and cost as well as CSPs
to offer a true serverless experience. Further, this chapter provides a concrete reference
point for researchers exploring resource allocation, scheduling, key performance indi-
cators, and function con guration and management schemes in the serverless domain
to advance the eld. This thesis explores and addresses some of the identi ed research
challenges. Beyond that, we further outline potential new research directions in the last

chapter.






Chapter 3

A Q-Learning Powered Function Cold
Start Frequency Mitigation

This chapter focuses on a critical performance bottleneck of function cold starts. FaaS provides
seamless autoscaling, generally through on-demand function instantiation, that introduces a non-
negligible delay, known as the cold start, severely reducing the end-user latency. To address this
limitation, in this chapter we focuses on reducing the frequent, on-demand cold starts on the plat-
form by applying RL. We propose a novel approach based on model-free Q-learning that leverages key
operational function metrics, including CPU utilisation, existing function instances, and response
failure rate, to proactively initialise functions based on the expected demand. The proposed solution
is implemented and evaluated on the Kubeless platform using an open-source Azure function invo-
cation trace applied to a matrix multiplication function. Our evaluation demonstrates the superior
performance of the RL-based agent when compared to Kubeless' default policy and a function keep-

alive policy.

3.1 Introduction

In serverless computing, the FaaS model has attracted a wide range of applications such
as Internet of Things (loT) services, REST APIs, stream processing and prediction ser-
vices [90], which have strict availability and quality of service requirements in terms
of response time. Conceptually, the FaaS model is designed to spin a new function in-

stance for each demand request and shut down the instance after service [24]. However,

This chapter is derived from:

 Siddharth Agarwal, Maria A. Rodriguez, and Rajkumar Buyya, "On-demand Cold Start Frequency
Reduction with Off-Policy Reinforcement Learning in Serverless Computing,” in Proceedings of the
2024 International Conference on Computational Intelligence and Data Analytics (ICCIDA 2024, Springer,
Singapore), Hyderabad, India, June 28-29, 2024.
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in practice, commercial FaaS offerings like AWS Lambda, Azure Functions, and Google
Cloud Run Function may choose to re-use a function instance or keep the instance run-
ning for a limited time to serve subsequent requests [12]. Some open source serverless
frameworks like Kubeless [128] and Knative [10], have similar implementations to re-use

an instance of a function to serve subsequent requests.

An increase in workload demand leads to an instantiation process involving the cre-
ation of new function containers and the initialisation of the function's environment
within those containers, after which incoming requests are served. Hence, instantiating
a function's container introduces a non-negligible time latency, known as cold start, and
gives rise to a challenge for serverless platforms [25], [26], [27], [81]. Some application-
speci ¢ factors such as programming language, runtime environment and code deploy-
ment size as well as function requirements like CPU and memory, affect the cold start
of a function [27], [28], [29], [30]. To automate the process of creating new function in-
stances and reusing existing ones, serverless frameworks usually rely on resource-based
(CPU or memory) horizontal scaling, known as HPA in Kubernetes-based frameworks
like Kubeless [128], to respond to incoming requests. Resource-based scaling policies
implement a reactive approach and instantiate new functions only when resource usage
rises above a pre-de ned threshold, thus leading to cold start latencies and an increase

in the number of unsuccessful requests.

Threshold-based scaling decisions fail to consider factors like varying application
load and platform throughput and hence, pose an opportunity to explore dynamic tech-
niques that analyse these factors to address cold starts. This chapter presents a model-
free Q-learning agent to exploit resource utilisation, available function instances, and
platform response failure rate to reduce the number of cold starts for CPU-intensive
serverless functions. We de ne a reward function for the RL agent to dynamically estab-
lish the required number of function instances for a given workload demand based on
expected average CPU utilisation and response failure rate. The RL-based agent inter-
acts with the serverless environment by performing scaling actions and learns through
trial and error during multiple iterations. The agent receives delayed feedback, either
positive or negative, based upon the observed state, and consequently learns the appro-

priate number of function instances to t the workload demand. This strategy uses no
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prior knowledge about the environment, demand pattern or workload, and dynamically
adjusts to the changes for preparing required functions in advance to reduce cold starts.
The proposed agent scales the number of function instances by proactively estimating
the number of functions that are needed to serve incoming workload to reduce the fre-
guent cold starts. It utilises a practical workload of matrix multiplication involved in

an image processing task, serving as a sample real-world function request pattern [129],
and formally presents the cold start as an optimisation problem. Also, we structure the
Q-learning components around the function metrics such as average CPU utilisation
and response failure rate and evaluate our approach against the default resource-based

policy and commercially accepted function keep-alive technique.

In summary, the key contributions of this chapter are:

1. We analyse function resource metrics such as CPU utilisation, available instances,
and the proportion of unsuccessful responses to propose a Q-learning model that
dynamically analyses the application request pattern and improves function through-

put by reducing frequent cold starts on the platform.

2. We present a brief overview of explored solutions to address function cold starts
and highlight the differences between contrasting approaches to the proposed

agent.

3. We perform our experiments on a real-world system setup and evaluate the pro-
posed RL-based agent against the default resource-based policy and a baseline

keep-alive technique.

The rest of the chapter is organised as follows. Section 3.2 highlights related re-
search studies. In Section 3.3, we present the system model and formulate the problem
statement. Section 3.4 outlines the proposed agents work ow and describes the imple-
mentation hypothesis and assumptions. In Section 3.5, we evaluate our technique with
the baseline approach and highlight training results and discuss about performance in

Section 3.6. Section 3.7 summarises and concludes the chapter.
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3.2 Related Work

In this section, we brie y discuss the works on the current function cold start mitigation

techniques and approaches.

3.2.1 Function Cold Start and Mitigation

Researchers in [12] described function cold start as the time taken to execute a function.
It broadly classi ed the approaches to deal with function cold start in, environment op-
timisation, and pinging. The former approach acts either by reducing container prepara-
tion time or decreasing the delay in loading function libraries, while the latter technique
continuously monitors the functions and periodically pings them to keep the instances
warm or running.

An adaptive container warm-up technique to reduce the cold start latency and a
container pool strategy to reduce resource wastage is introduced in [81]. The proposed
solution leverages a LSTM network to predict function invocation times and non- rst
functions in a chain to keep a warm queue of function containers ready. Although both
the discussed techniques work in synchronisation, the rst function in the chain suffered
from a cold start.

The research in [25] explained platform-dependent overheads like pod provisioning
and application implementation-dependent overheads. It presented a pool-based pre-
warmed container technique, marked with selector ‘app-label' to deal with the function
cold start problem. To tackle the incoming demand, a container pool is checked rst
for existing pre-warmed containers, or the platform requests new containers as per the
demand.

Another study [103] exploited the data similarity to reduce the function cold start. It
criticised the current container deployment technique of pulling new container images
from the storage bucket and introduced a live container migration over a peer-to-peer
network. Similarly, [26] aimed to reduce the number of cold start occurrences by util-
ising the function composition knowledge. It presented an application-side solution
based on lightweight middleware. This middleware enable the developers to control

the frequency of cold start by treating the FaaS platform as a black box.
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Based on the investigation in [28], network creation and initialisation were found to
be the prime contributors to the cold start latency. The study expressed that cold starts
are caused due to work and wait times involved in various set-up processes like ini-
tialising networking elements. The study explained the stages of the container lifecycle
and states that the clean-up stage demands cycles from the underlying containerisa-
tion daemon, hindering other processes. Therefore, a paused container pool manager
is proposed to pre-create a network for function containers and attach the new function

containers to con gured IP and network when required.

Some studies [27], [29], [130] have identi ed signi cant factors that affect the cold
start of a function. These include runtime environment, CPU and memory require-
ments, code dependency setting, workload concurrency, and container networking re-
guirements. Most works [131], [132], [133], [134], [135] focus on commercial FaaS plat-
forms like AWS Lambda, Azure Functions, Google Cloud Functions and fall short to
evaluate open source serverless platforms like OpenFaaS, Knative, Kubeless [128], etc.
Very few studies [30], [136], [137] have successfully performed analysis on an open-
source serverless platform and provided possible solution by targeting the container

level ne-grained control of the platform.

Recent research works [73], [80], [78], [72] introduce the paradigm of RL to the FaaS
platforms in different ways. [73] focuses on request-based provisioning of VMs or con-
tainers on the Knative platform. The authors demonstrated a correlation between la-
tency and throughput with function concurrency levels and thus propose a Q-Learning
model to determine the optimal concurrency level of a function for a single workload.
[80] proposed a two-layer adaptive approach,an RL algorithm to predict the best idle-
container window, and an LSTM network to predict future invocation times to keep the

pre-warmed containers ready.

The study demonstrated the advantages of the proposed solution on the OpenWhisk
platform using a simple HTTP-based workload and a synthetic demand pattern. An-
other research [78] focused on resource-based scaling con guration (CPU utilisation)
of OpenFaaS and adjusts the HPA settings using an RL-based agent. They assumed a
serverless-edge application scenario and a synthetic demand pattern for the experimen-

tation and present their preliminary ndings based on latency as SLA.
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Table 3.1: Related work summary

Work | Name Platform Solution Focus Strategy Application
Type
[12] - AWS Lambda Cold start latency | Optimising  environ- Concurrent & se-
ments &  function | quential CPU &
pinging I/O intensive
[81] AWU & ACPS Kubernetes Cold start la- | Invocation prediction | Function chain
tency & resource | (LSTM) & Container | model
wastage pool
[25] - Knative Cold start fre- | Container pool & pod | Single function
quency migration model
[26] Nave, Extended | AWS Lambda, | Cold start fre- | Orchestration middle- | Function chain
& Global Ap- | Apache Open | quency ware model
proach Whisk
[28] Pause Container | Apache  Open- | Cold start latency | Container Pool Function  chain
Pool Manager Whisk model
[30] WLEC OpenLambda Cold start latency | Container Pool Single  function
model
[103] | - AWS Cold start latency | Container migration & | Single function
content similarity model
[73] - Knative Cold start fre- | Al-based container | Emulated CPU &
quency concurrency I/O intensive
[101] | Prebaking OpenFaas Cold start latency | CRIU process snapshot| Single function
model
[80] - OpenWhisk Cold start fre- | RL-based idle window | Single function
quency & LSTM based con- | model
tainer pre-warming
[78] - OpenFaas Function Scaling | RL & SLA-based con-| Single function
guration model
Our - Kubeless Cold start fre- | Al-based function & | Single function
work quency throughput metrics model

Agarwal et al. [72] introduced the idea of Q-learning to ascertain the appropriate

amount of resources to reduce frequent cold starts. The authors shared the preliminary

training results with an attempt to show the applicability of reinforcement learning to

the serverless environment. They utilised the platform exposed resource metrics to ex-

periment with a synthetic workload trace, i.e. Fibonacci series calculation, to simulate a

compute-intensive application and predict the required resources.

Our proposed approach introduces a Q-Learning strategy to reduce frequent cold

starts in the FaaS environment. Contrasting existing solutions, we apply the model-free

Q-Learning to determine the required number of function instances for the workload
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demand that eventually reduces number of on-demand cold starts. Furthermore, the
existing solutions takes advantage of either continuous pinging, pool-based approaches,
container migration and network building or exploit platform-speci ¢c implementations
like provisioned concurrency while failing to experiment with CPU-intensive real-world
application workloads. Similar to [72], the proposed strategy utilises available resource-
based metrics and response failure rate to accomplish the learning, but improves over
the discussed approach. Contrasting to their model, we formulate the problem of cold
starts as an optimisation approach to proactively spawn the required function instances
and minimise frequent, on-demand cold starts.

As part of the Q-learning model in [72], the study used xed-value constants in the
reward modelling and we address this issue by carefully analysing the problem and
curate it as a threshold-based reward system. Additionally, we experiment with matrix
multiplication function, that can be used as part of image processing pipeline, to train and
evaluate our agent and utilise the open-sourced function invocation trace [129] by Azure
Functions. Further, we describe our design decisions and utilise constants based upon
the trial-error analyses. The successful learning of the agent resulted in the preparation
of near to optimal function instances in a timeframe to reduce the on-demand function
creation or cold starts and improve the platform's throughput. A summary of related

works is presented in Table 3.1.

3.3 System Model and Problem Formulation

FaaS is an event-driven cloud service model that allows stateless function deployment.
It delivers high scalability and scale-to-zero feature being economical to infrequent de-
mand patterns. New functions nj, where 1 n ; N and N is the maximum scale,
are instantiated on-demand to serve the incoming load (scale up) and removed (scale
down) when not in use after a certain time span or below a con gured, resource-based
threshold metric value for every i iteration window. The preparation time of function
containers i.e., cold start G, adds to the execution time of a request. These frequent on-
demand cold starts result in an increased computation pressure on existing resources,

neglecting expected average CPU utilisation (f ), and expected request failure rate (t,).
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Therefore, an intelligent, learning-based solution is proposed to address them.

In this proposed approach, we consider Kubeless [128], an open-source Kubernetes-
native [61] serverless platform that leverages Kubernetes primitives to provide server-
less abstraction. It wraps function code inside a docker container with pre-de ned
resource requirements i.e. RRf = (cpu¢, mem,touts) and schedules them on worker
nodes. Similar to commercial FaaS providers, Kubeless has an idle-container window
of 5 minutes to re-use functions and scales down to a minimum of one function if the
collected metrics (default 15 seconds window) are below the set threshold. We take into
account the general illustration of FaaS platform and consider a stochastic incoming re-
quest pattern D = fd 1, dy, ..., dg with d; requests in it" iteration window. We analyse
the request pattern for a timeframe T divided in i iteration windows of durationt ;. The
system model of the examined scenario is depicted in Fig. 3.1. The work ow of the

potential cold start is explained in Fig. 3.2.

Figure 3.1: System Model
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3.3.1 Problem Formulation

We formulate the function cold start as an optimisation problem aimed at minimising
the number of cold starts (Eq. 3.1) by preparing required instances, beforehand and
aid the agent in learning a policy to reduce the request failure rate while maintaining
average CPU utilisation.

fTidni (ni) (3.1

such that

tdi<t0;fdi<fo (3.2)

A cold start happens when there are no function instances available on the platform
to deal with the incoming request and a new function instance is requested from the
platform. FaaS services scale horizontally as per resource-based thresholds to be ag-
ile, usually considering the function's average CPU utilisation. Therefore, the goal of
optimisation is to assess the incoming request pattern d; for an application task in i 1
iteration window and con gure a policy to prepare functions beforehand, considering
actual and expected average CPU utilisation (f 4 &f o) and request failure rate (t 4 &t o).
Since the preparation time, C; remains similar for individual function containers, we
focus on optimising the frequency of cold start n ; for an individual iteration window.

With easy to implement and economical service model, enterprises are accommo-
dating critical tasks like user veri cation [38], media processing [86], parallel scienti c
computations [98], anomaly detection and event-driven video streaming [37] into the
serverless paradigm. To assess the necessity of a dynamic solution, we consider matrix

multiplication as workload, which is an important task in image processing work ow.

Reinforcement Learning model

In a model-free Q-Learning process, the agent learns by exploring the environment and
exploiting the acquired information. The core components of the environment are state,
action, reward and agent. The environment state represents the current visibility of

the agent and is de ned as a Markov Decision Process (MDP) [138], [139] where future
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Figure 3.2: Function Warm Start & Cold Start work ow

environment state is independent of past states, given the present state information.
Actions are the possible set of operations that the agent can perform in a particular state.
Additionally, rewards are the guiding signals that lead the agent towards the desired

goal by performing actions and transitioning between environment states. The agent
maintains a Q-value table to assess the quality of action through obtained reward for
the respective state and utilise it for future learning. Therefore, we propose a modelling
scheme for the RL environment that is leveraged by a Q-Learning agent to learn a policy

for function preparation.

We model the RL environment's state as s; = (i, f4,tqy) where f 4 represents the
average CPU utilisation of the available f; function instances, ty represents the re-
sponse failure rate, and i is the iteration window during a timeframe T. The agent's
task is to prepare the estimated number of function instances in the upcoming itera-
tion window either by exploring or exploiting the suitable actions. These actions of
adding or adjusting the number of function instances, compensate for any expected cold
starts from the incoming demand and help to improve the throughput of the system.
Therefore, we de ne the agent's action as the number of function instances, n, to be
added or removed from currently available functions fj; and representitas a set a =

fnij1 ( Aj1 +a;) Ng. This heuristic helps the agent to control the degree of explo-
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ration by maintaining the number of functions within the threshold N, that is adapted
based on deployed infrastructure capacity. Hence, we map the function resources and
relevant metrics to RL environment primitives.

The motive of the RL-based agent is to learn an optimal policy, and we structure
the rewards over resource-based metrics f, function response failure rate t 4, and ex-
pected threshold values (f , and t). It evaluates the quality of action a; in state 5 by
keeping a value-based table, i.e., Q-table, that captures this information for every (si, &)
pair. After executing the action, the agent waits for the duration of the iteration window
and receives a delayed reward r;, expressed based on the difference between the ex-
pected and actual utilisation and failure rate values, as shown in Eqg. 3.3. Since, the cold
start frequency reduction is formulated as an optimisation problem aimed at minimis-
ing the failure rate and maintaining average CPU utilisation, we implement a shaping
reward function based on the distance between observed metrics and prede ned tol-
erable thresholds. This approach transforms the objective into a dense reward signal,
which accelerates convergence in stochastic environments. Additionally, by quantifying

the error relative to these thresholds, the agent receives continuous directional feedback.

(= (fof g)+(tot g)

~ 3.3
. ; (33)
and the Q-table is represented as a matrix (Eq. 3.4) of dimension S A.
2 3
S, ... §,8m
Q(Sn A m) = .. (34)
S.@& ... S 8m

3.4 Q-Learning for Cold Start Reduction

Here, we apply model-free Q-learning algorithm in FaaS paradigm to reduce frequent
on-demand function cold starts. We select this algorithm due to its simple and easy im-

plementation, model interpretability, strong theoretical convergence guarantees, ability
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to process the perceived information quickly using the Bellman equation and its adapt-
ability to other advanced algorithms like Deep Q-Learning (DQN). We select and imple-
ment Q-learning algorithm to address the non-deterministic nature of function triggers,
its simple and easy implementation. Unlike model-based approaches that require heavy
pro ling, this model-free implementation offers robust theoretical convergence guaran-
tees and high interpretability. The simplicity of the update rule in Bellman equation
allows for low-overhead decision-making which is critical in the lifecycle of serverless
functions, while providing the foundational architecture to scale into other advanced al-
gorithms like Deep Q-learning (DQN), if state-space complexity increases. As discussed
in Section 3.3, we model the process of creating required function instances as an MDP
and map the serverless computing primitives to RL agent's environment, state and ac-
tions. We explore and exploit an off-policy RL algorithm to reduce the on-demand func-
tion cold starts and determine the required function instances with the intuition of it be-
ing easy, simple to implement, less complex with stable convergence in a discrete action
space. The proposed approach has two phases: an agent training phase and a testing
phase. Algorithm 1 demonstrates the agent training work ow. The environment setup
process precedes the agent training, where the agent interacts with the environment and
obtains information. After initial setup, the agent is trained for multiple epochs or time-
frames where it assesses the function demand d over individual iteration windows i
and ascertains appropriate function instances. During an iteration window i, the agent
observes the environment state g, selects an action aaccording to e-greedy policy. This
greedy policy helps the agent to control its exploration and selects a random action with
e probability, otherwise exploiting the obtained information. This exploration rate is a

dynamic value and decays with ongoing learning to prioritise the acquired information.

After performing the selected action, the agent waits for duration t ; of an iteration
window to obtain the delayed reward r ;, calculated using the relevant resource-based
metrics f 4 and function failure rate t 4. This reward helps the agent in action quality
assessment, and it combines the acquired knowledge over previous iterations using the
Bellman Equation (Eg. 3.5). It is the core component in learning as it aids Q-value or
Q-table updates and improves the agent's value-based decision-making capability. The

equation uses two hyper-parameters learning rate, a and discount factor, g. The learning
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Algorithm 1 Q-Learning for Cold Start Reduction

Require: Initialise Environment variables
Ensure: Initialise Q-Table, decayRate, e, epoch
e=0.01+ 0.996( decayRate epoch)
Repeat for each TrainingEpoch
epoch epoch+1
while t gapses< T do
s currentState( A, fq,tq,1)
a choose using e-greedy policy from Q-Table
Scale & wait for i " iteration window
ri calculateReward(f 4,tqg)
S+1 getNewState(fi+q,fq,,,tq,, i +1)
Q(si,a) (1 a)Q(s i,a+a(ri+gmaxaQ(sii,a))
telapsed™ lelapsedt Ui

rate signi es the speed of learning and accumulating new information, and the discount

factor balances the importance of immediate and future rewards.

Q(si,a) = (1 a)Q(s i a)+a(ri+gmax Q(sii,a)) (3.5)

The agent then evaluates and adjusts the Q-value in Q-Table based upon the delayed
reward for the corresponding (s j, &) pair. The agent continues to analyse the demand
over multiple iteration windows, selecting and performing actions, evaluating delayed
rewards, assessing the quality of action and accumulating the information in Q-table,
and repeating this process over multiple epochs for learning. Once the agent is trained
for suf cient epochs and the exploration rate has decayed signi cantly, we can exploit

obtained knowledge in the testing phase.

In the testing phase, the agent is evaluated using a demand pattern for the matrix
multiplication function and the Q-table values guide the agent in taking informed ac-
tions. The agent determines the current environment state and obtains the best possible
action i.e. action with the highest Q-value for the corresponding state, and adjusts the
required number of functions based on its understanding of the demand. We hypoth-
esise that there exists a relationship between throughput and function availability to
serve incoming requests. Therefore, we evaluate the agent's performance by considering

metrics such as system throughput, function resource utilisation and available function
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instances. We further hypothesise that the RL-based agent learns to prepare and adjust
required number of functions beforehand and improve the throughput while keeping

the function's resource utilisation below the expected threshold.

Table 3.2: System Setup Parameter values

Parameter Name Value
Kubernetes version v1.18.6
Kubeless version v1.0.6
Nodes 4
(O Ubuntu 18.04 LTS
vCPU 4
RAM 16 GB
Workload Matrix Multiplication (m m)
m 1024

3.5 Performance Evaluation

In this section, we provide the experimental setup and parameters, and perform an anal-

ysis of our agent compared to other complementary solutions.

3.5.1 System Setup

We set up our experimental test-bed as discussed in Section 3.3, using NeCTAR (Aus-
tralian National Research Cloud Infrastructure) services on the Melbourne Research
Cloud. We con gure Kubernetes (v1.18.6) and Kubeless (v1.0.6) on a service cluster
of 4 nodes, each with Ubuntu (18.04 LTS) OS image, 4 vCPUs, 16 GB RAM, and 30 GB of
disk storage to perform the relevant experiments. Typical serverless applications expect
high scalability for their changing demands and can be compute-intensive, demanding

a considerable amount of resources such as CPU, memory, or time to execute. These

factors add to frequent cold starts on the platform by keeping the available functions or
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resources busy while requesting new functions for the subsequent workload demand.
We use Python-based matrix multiplication (1024 pixels x 1024 pixels) to mimic the im-

age processing task as our latency-critical application to deploy serverless functions.

The experimental setup mimics real-time application demand experienced in com-
mercial FaaS platforms [140], [129]. We consider a single function invocation trace from
the open-source Azure function data [129] and downsize it according to our resource
capacity. We deploy the Apache JMeter [141] load testing tool to generate the HTTP-
based requests and randomise its request ramp-up period to guarantee the changing
demand pattern for our workload. Also, we collect the relevant resource-based metrics
and throughput information via Kubernetes APIs. Table 3.2 summarises the parameters

used for system setup.

Figure 3.3: Training iteration 1

Figure 3.4: Training iteration 2
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Figure 3.5: Training iteration 3

Figure 3.6: Training iteration 4

Figure 3.7: Training iteration 5

3.5.2 RL Environment Setup

To initialise the proposed RL-based environment, we rst analyse and set up the func-
tion requirements according to deployed resource limits. After preliminary analysis,
we con gure the function requirements as 1 vCPU, 128 MB memory, and 60 seconds
function timeout, where timeout represents the maximum execution period for a func-
tion until failure. To experiment we assume a timeframe of 10 minutes to analyse the

demand pattern of 100 requests during 5 iteration windows of 2 minutes. Based on
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the resource analysis and underlying Kubernetes assets we assume the function limit
N = 7. These constraints allow us to put a considerable load or pressure on the different
techniques discussed and effectively evaluate them against each other.

As discussed in Section 3.3, the RL-environment components depend upon resource
metrics (average CPU utilisation), response failure rate, number of available functions
and expected threshold values, summarised in Table 3.3. Since the proposed agent main-
tains a Q-table, these considerations help to minimise the risk of state-space explosion
related to Q-Learning. The actions signify the addition or removal of functions based
upon the function limit and the reward is modelled around the expected threshold val-
ues. We con gure the Bellman Equation hyper-parameters: learning rate and discount
factor as 0.9 and 0.99, respectively, based on the results of hyper-parameter tuning in
[72]. The agent is structured to explore the environment and exploit the acquired knowl-
edge. We use e-greedy action selection policy to randomly select an action with initial
e = 1 probability and exploit this information with a decay rate of 0.0025. These RL
system parameter values were chosen after careful consideration of discussed workload
and invocation pattern, according to the underlying resource capacity, and to showcase

the applicability of RL-based agent in a serverless environment.

3.5.3 Q-Learning Agent Evaluation

We train the RL-based agent for a timeframe of 10 minutes over 500 epochs to analyse
an application demand and learn the ideal number of functions to reduce frequent cold
starts. The agent is structured according to the RL-based environment design explained
in section 3.3 and around the implementation constraints. The quality of the RL-based
agent is evaluated during a 2-hour period to reduce the effect of any bias and perfor-
mance bottlenecks.

We assess the effectiveness of our approach against the default scaling policy and
commercially used function keep-alive policy on the serverless platform. Kubeless lever-
ages the default resource-based scaling (HPA) implemented as a control loop that checks
for the speci c target metrics to adjust the function replicas. HPA has a default query pe-

riod of 15 seconds to check and control the deployment based on the target metrics like
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Table 3.3: RL-Environment parameter values

Parameter Value
Ccpus, mem, tout; | 1, 128M, 60 seconds
N 7
T 10 minutes
i 5
t; 2 minutes
fo 75%
to 20%
a 0.9
g 0.99
e 1
decayRate 0.0025

average CPU utilisation. Therefore, the HPA controller fetches the speci ¢ metrics from
the underlying API and calculates the average metric values for the available function
instances. The controller adjusts the desired number of instances based on threshold vi-
olation but is unaware of the demand and only scales after a 15-second metric collection
window. The expected threshold for function average CPU utilisation is set to be 75%
with maximum scaling up to 7 instances. Therefore, whenever the average CPU utili-
sation of the function violates the threshold, new function instances are provisioned in
real-time, representing a potential cold start in the system.

Also, HPA has a 5-minute down-scaling window and during that period resources
are bound to the platform irrespective of incoming demand which represents potential
resource wastage. Therefore, it is worthwhile to analyse the performance of the RL-
based agent against the function queuing or keep-alive approach that keeps enough
resources bound to itself for an idle-container window.

Fig. 3.3 - 3.7 illustrates the learning curve of the agent over multiple epochs and we
observe that the agent continuously attempts to meet the expected thresholds. This high-

lights the agent's capability to obtain positive rewards and move towards the desired
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con guration. We compare the RL-based agent with HPA and successfully demonstrate
the agent's ability to improve the function throughput i.e., reduce the failure rate by up

to 8.81%, Fig. 3.8. The RL-based agent further targets to maintain the expected CPU
utilisation thresholds, Fig. 3.9, by reducing CPU stress up to 55% while determining the
required function instances in Fig. 3.10. For example, in Fig. 3.10 during iteration win-
dows 1 and 2, the HPA scales functions based on CPU utilisation threshold, unaware of
the actual requirement for upcoming iteration and results in resource wastage. Similarly,

Fig. 3.10 illustrates the resource wastage by HPA during iterations 3 and 4.

Similar results are observed against function queuing or keep-alive policy, where we
evaluate two queues with N = 4 and N = 7. The RL-based agent scales and prepares
the function according to demand needs while the queue results in resource wastage of
up to 37%, as shown in Fig. 3.11. Although the queuing policy manages to reduce the
request failure rate to zero, it is due to extra resources available, as depicted in Fig. 3.12,
but can not be precisely captured by HPA metrics and shows over CPU utilisation of
up to 50% in Fig. 3.13. The proposed agent analysed the demand pattern by consum-
ing suf cient function resources, preparing the ideal number of functions and trying to
keep the desired CPU utilisation under control. Hence, the learning and testing analysis
support our hypothesis that reducing on-demand cold starts can be directly linked to

the throughput improvement.

Figure 3.8: RL Agent v/s HPA: Failure Rate
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Figure 3.9: RL Agent v/s HPA: CPU Utilisation

Figure 3.10: HPA: Function Provision

3.6 Discussion

Function cold start is an inherent shortcoming of the serverless execution model. Thus,
we have proposed an RL-based technique to investigate the demand pattern of the ap-
plication and attempt to reduce the frequency of function cold starts. The proposed
agent performs better than the baseline approaches under a controlled experimental en-
vironment. But there are certain points to recollect associated with the real-time appro-
priateness of the proposed solution.

We leverage the RL environment modelling, speci cally Q-Learning constraints [138],

[142], and in general, these algorithms are expensive in terms of data and time. The agent
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Figure 3.11: Function Queue: Function Provision

Figure 3.12: RL Agent v/s Function Queue: Failure Rate

interacts with the modelled environment to acquire relevant information over multiple
epochs that signify a higher degree of exploration. Hence, as evidenced in this chap-
ter, for an RL-based agent to outperform a baseline technique, a training period of 500
epochs is exploited for satisfactorily analysing the workload demand for a timeframe
(10 minutes). Therefore, RL-based approaches are considerably expensive in practical
applications with stringent optimisation requirements.

A classical Q-Learning approach is applied to discrete environment variables [138].
To constrain the serverless environment within the requirements of the Q-Learning al-

gorithm, we consider the discrete variables to model cold starts. The size of the Q-table
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Figure 3.13: RL Agent v/s Function Queue: CPU Utilisation

is large and is a function of state space and action space. But with the expansion of state
space or the action space, the size of the Q-table grows exponentially [138], [142]. There-
fore, Q-Learning experiences state explosion, making it infeasible to perform updates
on Q-values and degraded space and time complexity.

Beyond the computational overhead of training, a signi cant challenge in deploying
the agent in dynamic environments is the non-stationarity of production workloads.
Our current model relies on an of ine training phase, which assumes that historical
traces are indicative of future demand. However, in live environments, concept drift
can occur where a sudden shift in workload/demand changes the pulse of function
triggers, rendering the pre-trained Q-table or policy network suboptimal. Additionally,
we identify that the current study focuses on a CPU-intensive benchmark that creates a
speci ¢ baseline for performance that may notimmediately translate to an 1/0-bound or
work ow-ariented serverless application. The proposed agent only analyses individual
application demand, so the learning cant be generalised for other demand patterns and
requires respective training to be commissioned.

Furthermore, the agent is trained for 500 iterations and evaluated, but the chance of
exploring every state is bleak with limited iterations of training. Therefore, the agent
expects to be guided by certain approximations to avoid acting randomly. In terms of
the real-world deployment, the agent can be directly implemented on Kubernetes-based

serverless platforms as a provider-side service, since it utilises the metrics native to these
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environments to reduce the cold starts. However, as the agent utilises resource-based
metrics that affect the cold starts, so the availability of relevant tools and techniques to
collect instantaneous metrics is essential, that may differ on different across the service
providers. Also, the respective platform implementation of a serverless environment,
such as metrics collection frequency, function concurrency policy, and request queuing,
can extend support to the analyses.

The difference between the approaches can be attributed to the following character-

istics of the proposed RL-based agent

1. The process of elimination of invalid states during the RL environment setup and
lazy loading of Python, helps the agent to productively use the acquired informa-

tion about the environment.

2. Although the RL-based agent outperforms HPA and function queue policy, there
is a lack of function container concurrency policy. The CPU-intensive function
workload is con gured with an execution time of 60 seconds and thus affected by

the concurrency control of the instance.

3. The composition of state space and reward function incorporates the effect of fail-
ures during the training, and therefore, the agent tries to compensate for the fail-

ures in consequent steps of learning by exploiting the acquired knowledge.

On the account of the performance evaluation results, we can adequately conclude
that the proposed agent successfully outperforms competing policies for the given work-
load and experiment settings. We strengthen this claim by analysing the training and
testing outcomes of the RL-based agent, focused on examining the workload pattern to
reduce request failure which is a direct consequence of appropriate function instances

representing reduced function cold starts.

3.7 Summary

FaaS model relies on preparing new execution environments/containers on demand.

This initialisation process, known as function cold start, introduces a non-negligible de-
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lay in the order of milliseconds to seconds, signi cantly impacting application respon-
siveness. This chapter visited the problem of reducing frequent cold starts by analysing
application demand through a RL technique. We formally modelled the environment on
the Kubeless framework and utilised Q-Learning to proactively manage instance provi-
sioning based on relevant function metrics (CPU utilisation, instance count, failure rate).
The proposed RL agent was designed to examine these metrics and make guided deci-
sions in provisioning the appropriate number of function instances. Through iterative
training, we successfully veri ed that a strong association exists between reducing the
number of cold starts and improving the platform's success rate.

Our evaluation demonstrated the ef cacy of the proposed agent against baseline
strategies of default HPA and function queue policies. After training, the Q-Learning
agent successfully improved throughput by up to 8.81% and reduced resource wastage
by up to 37%, directly attributable to the reduced cold start occurrences. While the pro-
posed strategy alleviates the frequent cold start problem, the continuous need to match
application demand and execute within strict deadlines in a highly complex and multi-
tenant FaaS environment highlights the opportunity to dynamically and proactively ad-
just scaling capacity. The following chapter builds upon this foundation by investigating

advanced Recurrent RL models for intelligent autoscaling of functions.



Chapter 4

Deep Recurrent RL-based Proactive
Function Scaling

This chapter addresses the challenges of achieving effective autoscaling in FaaS. While CSPs offer
near-in nite function elasticity, these systems are challenged by uctuating workloads and stringent
performance constraints. A typical CSP strategy for autoscaling involves empirically determining
and adjusting desired function instances based on monitoring-based thresholds (such as CPU or
memory). However, this threshold-based con guration requires expert knowledge and a complete
view of the environment, rendering autoscaling a performance bottleneck that lacks adaptability.
Therefore, we investigate the use of RL algorithms, proven to be bene cial in analysing complex
cloud environments and producing adaptable policies. We recognise the partial observability of com-
plex cloud environments due to operational interference and limited visibility, and model the deci-
sion process as a POMDP. We speci cally investigate model-free Recurrent RL agents for function
autoscaling and show that recurrent policies are able to capture the environment parameters and

demonstrate promising results for function autoscaling.

4.1 Introduction

Autoscaling is the process of adding or removing function(s) from a platform, as per
the demand, and has a direct correlation with platform performance. CSPs usually em-
ploy general-purpose rule-based or threshold-based horizontal scaling mechanisms or
utilise a pool of minimum running function(s) [42][143] to handle function start-up de-

lays while serving workload.

This chapter is derived from:

» Siddharth Agarwal, Maria A. Rodriguez, and Rajkumar Buyya, "A Deep Recurrent-Reinforcement
Learning Method for Intelligent Autoscaling of Serverless Functions”, IEEE Transactions on Services
Computing, Volume: 17, Number: 5, Pages: 1899-1910, September, 2024.
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Autoscaling provides an opportunity for CSPs to optimally utilise their resources
[144] and share unused resources in a multi-tenant environment. However, con guring
thresholds involves manual tuning, expert domain knowledge, and application context
that reduces development exibility and increases management overhead. Since cloud
workloads are highly dynamic and complex, threshold-based autoscaling solutions lead
to challenges like function cold starts and hysteresis [31], failing to offer performance
guarantees. A cold start is a non-negligible function instantiation delay that is intro-
duced before processing the request, while hysteresis highlights the temporal depen-
dency of environment states on the past. Therefore, providing an adaptive, exible, and
online function autoscaling solution is an opportunity to ensure ef cient resource man-
agement with performance trade-offs in serverless computing. Furthermore, autoscal-
ing approaches employed by existing FaaS frameworks are excessively dependent on
monitoring solutions. Although researchers in [32] identify metric collection for thresh-
olds as a bottleneck for autoscaling due to signi cant collection delay or unreliability, a

self-corrective model is demanded to account for underlying variations.

Autoscaling has been actively investigated in the cloud computing domain [145][31]
[146][81][77], particularly for VMs, and has periodically highlighted the need for ap-
propriate resource scaling to minimise operational costs and improve performance. Re-
source scaling is an NP-hard problem [144][77] and necessitates the realisation of com-
plex environmental factors while balancing the system performance between QoS and
SLAs. In the past, RL algorithms have been applied in the context of VM autoscaling
[144][31][32][78] and have demonstrated adaptable performance over traditional meth-
ods in capturing the workload uncertainty and environment complexity. But the appli-
cation of RL for function autoscaling is yet underexplored [78]. RL-based solutions are
known to interact with an environment, perform an action, learn periodically through

feedback, and account for the dynamics of the cloud environment.

In this chapter, we investigate the application of RNN, speci cally LSTM in a model-
free POMDP setting for function autoscaling. Earlier works [31][74][72][73] employing
RL-based autoscaling generally model decision making as MDP and fall short to discuss
partial observability in realistic environments [147][148]. Furthermore, various existing

studies discussed in [31][74] experiment with RL-based solutions in a simulated FaaS en-
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vironment, with the research in [32] criticising this methodology. Simulated FaaS frame-
works generally sample factors such as cold start and execution time from pro led data
and are insuf cient to capture the variability in real environments. Therefore, we exam-
ine the integration of LSTM with PPO, a state-of-the-art RL algorithm, to analyse partial
observability and sequential dependence of autoscaling actions and nd a balance be-
tween con icting CSP and user objectives. We perform experiments with matrix multi-
plication function and compare LSTM-PPO against Deep Recurrent Q-Network (DRQN)
and PPO (clipped objective) to infer that in our experimental settings, recurrent policies
capture the environment uncertainty better and showcase promising performance in
comparison to PPO and commercially adopted threshold-based approaches. We make
use of OpenAl Stable Baseline's[149] standard implementation of the LSTM-PPO and
PPO algorithms, and implement our compatible OpenFaaS serverless environment fol-
lowing Gymnasium [150] guidelines.

In summary, the key contributions of this chapter are:

1. We analyse the characteristics of FaaS environments to identify and model au-
toscaling decisions as a POMDP. We further hypothesise that scaling decisions
have a sequential dependence on interaction history. We propose a POMDP model
that captures function metrics such as CPU and memory utilisation, function repli-
cas, average execution time and throughput ratio, as partial observations and for-

mulate the scaling problem.

2. We investigate how function autoscaling works, highlight the differences between
contrasting approaches and investigate a Deep Recurrent RL (LSTM-PPQO) autoscal-
ing solution to capture the temporal dependency of scaling actions and workload
complexity. We deploy the proposed agent to the OpenFaaS framework and utilise
open-source function invocation traces [129] from a production environment to

perform experiments with a matrix multiplication function.

3. We implement a Gymnasium [150] compatible OpenFaaS serverless environment

to be integrated directly with the proposed RL agent.

4. We perform our experiments on Melbourne Research Cloud (MRC) and evalu-

ate the proposed LSTM-PPO approach against the state-of-the-art PPO algorithm,
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Table 4.1: A Summary of Related Works and Their Comparison with Our Proposed

Method.

H: Horizontal Scaling, V: Vertical Scaling

Work

Type Scaling Technique Objective Environment
[151] FaaS H Threshold-Based CPU Utilisation AWS Lambda
[152] FaaS H Threshold-Based CPU Utilisation | Google Cloud Functions
[77 Microservices | H,V,Brownout GRU + Q-Learning QoS Testbed
[78] FaaS H Q-Learning QoS OpenFaaS
[74] FaaS H Q-Learning, DQN, DynaQ+ | QoS + Budget Simulation, Kubeless
[72] FaaS H Q-Learning QoS Kubeless
[73] FaaS H Q-Learning QoS Knative
[75] FaaS H Bi-LSTM Resource Knative
[76] FaaS H,V Q-Learning QoS + Resource Testbed
[79] FaaS H Kneedle Algorithm QoS + Budget OpenFaaS
Our Method FaaS H LSTM - PPO QoS + Resource OpenFaaS

commercially offered threshold-based horizontal scaling, OpenFaaS' request-per-
second scaling policy, and DRQN, to demonstrate LSTM-PPO's ability to capture

environment uncertainty for ef cient scaling of serverless functions.

The rest of the chapter is organised as follows. Section 4.2 highlights related research

studies. In Section 4.3, we present the system architecture and formulate the problem

statement. Section 4.4 outlines the proposed agents work ow and describes the imple-

mentation hypothesis and assumptions. In Section 4.5, we evaluate our technique with

the baseline approaches and highlight training results and discuss performance. Section
4.6 concludes the chapter with summary.

4.2 Related work

In this section, we summarise (see Table 4.1) existing work on autoscaling in FaaS, and

the application of RL in FaaS. We compare existing work based on their key features

and provide a detailed background on the Deep Recurrent RL (RPPO) algorithm used

in designing our autoscaling policy.
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4.2.1 AutoScaling in Function-as-a-Service

Resource elasticity, analogously used with autoscaling, is a vital proposition of cloud
computing that enables large-scale execution of a variety of applications. A recent sur-
vey [144] discusses the relevance of cloud resource elasticity for the laaS model to ex-
press that autoscaling and pay-as-you-go billing enables infrastructure adjustments based
on workload variation while complying with SLAs. On this basis, the study identi es
that autoscaling addresses a set of associated challenges, namely, scaling and scheduling
which are generally NP-hard problems. Additionally, the research explores the possibil-
ity of RL algorithms for autoscaling to approach the complexity and variability of cloud
environments and workloads. It is emphasised that utilisation of such RL algorithms
for scaling purposes can help the service providers to come up with a more transparent,
dynamic, and adaptable policy.

Straesser et al. [32] conduct experiments related to cloud autoscaling and assert au-
toscaling to be an important aspect of computing for its effects on operational costs and
Qo0S. The authors de ne scaling as a task of dynamically provisioning resources under
a varying load and necessitates the automation of processes for highly complex cloud
workloads. They discuss that commercial solutions usually operate with user-de ned
rules and threshold heuristics, and state that an optimal autoscaler is expected to min-
imise operational cost and SLA violations.

In addition to workload variability, QoS sensitivity is also identi ed as an enabler for
increased operational costs and resource wastage. A microservices-focused autoscaling
scheme is introduced in [77] where a trade-off between horizontal, vertical, and a self-
adaptable brownout technique is determined based on the infrastructure and workload
conditions. The researchers exploit GRUs for workload prediction and utilise Q-learning
for making trade-off updates and scaling decisions. The study asserts that workload
prediction is an important factor for autoscaling and acknowledges resource allocation
to be an NP-hard problem with multi-dimensional objectives of QoS and SLAs.

In the context of FaaS autoscaling, work in [73] experiments with the concurrency-
level setting of Knative, a Kubernetes-based serverless framework, and identify that
function concurrency settings have varying effects on latency and throughput of func-

tion. Therefore, they utilise the Q-learning algorithm to con gure functions with op-
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timal concurrency levels to further improve performance. Another work [72] presents
preliminary results of applying Q-learning to FaasS for predicting the optimal number of
function instances to reduce the cold start problem. They utilise the function resource
metrics and performance metrics and apply them to discrete state and action spaces for
adding or removing the function replicas, with threshold-based rewards, to eventually

improve function throughput.

Similarly, studies like [74][75][76] emphasise addressing the dynamicity, agility, and
performance guarantees of FaaS by employing RL-based autoscaling solutions. The
work in [74] follows a monitoring-based scaling pattern and explores algorithms like
Q-learning, DynaQ+, and Deep Q-Learning, partially in simulation and practical set-
tings, to reasonably utilise resources and balance between budget and QoS. They aid
the agent's training process by sampling simulation data based on probability distribu-
tion and running parallel agents to speed up the learning process. The work in [75],
discusses the concurrency level in the Knative framework and asserts that identifying
appropriate thresholds is challenging, requires expert knowledge, and has varying ef-
fects on performance. Therefore, to ef ciently use the function resources and improve
performance, authors pro le different concurrency levels for best performance and pro-
pose an adaptive, Bi-LSTM model for workload prediction and determine the number
of function replicas using identi ed concurrency levels. Another study [76] focuses on
function response time and states that threshold-based scaling cannot devise a balance
between resource ef ciency and QoS. Therefore, the authors explore Q-learning to pro-
pose adaptive horizontal and vertical scaling techniques by pro ling different resource
allocation schemes and their corresponding performance. Their proposed state space
considers resource requests and limits, along with the availability of GPU components,
to model rewards as the divergence from agreed SLO levels. Taking a different approach,
the researchers in [78] utilise Q-learning in the context of Kubernetes-based serverless
frameworks and propose a resource-based scaling mechanism to adjust function CPU
utilisation threshold to reduce response time SLA violations. Taking a different ap-
proach, [79] proposes an online application pro ling technique that identi es a knee
point and adjusts resources until the point those changes re ect in performance gain

using the Kneedle algorithm in conjunction with binary search. Further, a survey [31]
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summarises autoscaling techniques for serverless computing under different categories
like rule-based, Al-based, analytical model, control theory-based, application pro ling,
and hybrid technique and envisions new directions like energy-driven and anomaly-
aware serverless autoscaling.

These proposals are complementary yet contrasting to each other either in optimi-
sation objectives, pro led metrics, or scaling policy. Some fail to address the perfor-
mance dependency on complex workloads, while few rely on pre-con gured thresholds
[151][152] that require expert knowledge and application insights. Few studies focus-
ing on workload prediction assume a fully observable environment and miss out on the
temporal dependency of environment states where scaling decisions have been taken.
Contradictory to these proposals, we examine a Deep Recurrent RL-based autoscaling
solution, particularly LSTM-PPO, to hypothesise that FaaS environments are highly dy-
namic, partially observable with complex workloads, and that scaling decisions are in-
uenced by environment uncertainty. We model function autoscaling as a POMDP and
utilise monitoring metrics like average CPU and memory utilisation, function resource
requests, average execution time, and throughput ratio to discover an optimal scaling
policy. Our proposed RL-based autoscaling agent interacts with the FaaS environment,
waits for a sampling period [32] to receive delayed rewards, and feeds the observed en-
vironment state to the recurrent actor-critic model. Although a few studies [77][75] have
utilised recurrent networks like LSTM or GRU for workload prediction in serverless con-
text but do not address the temporal relationship between scaling actions and their effect
on environment state. Further, we take inspiration from [148][153][154] where recurrent
models have been utilised to analyse the inter-dependence of environment states and

retain useful information to learn optimal policies.

4.3 System Architecture and Problem Formulation

4.3.1 System Architecture

The main components of our autoscaling solution are the Prometheus [62] monitoring

service and the Deep Recurrent RL-agent (DRL-agent), which are shown in Fig. 4.1. For
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Figure 4.1: System Architecture

the serverless environment, we deploy OpenFaaS [9], a Kubernetes-based FaaS frame-
work, over a multi-node MicroK8s [155] cluster, a production Kubernetes distribution.
OpenFaas includes a Gateway deployment to expose function performance metrics and
Prometheus is con gured to periodically scrape function metrics such as execution time,
replica count, and throughput ratio. OpenFaaS also packs an alertmanager that period-
ically watches for pre-con gured request-per-second scaling threshold to provide hori-
zontal scaling capabilities. The monitoring service further scrapes resource metrics from
the Kubernetes API Server, Kubelet, and Node exporters that are utilised by our DRL
agent for observation collection at every sampling window. The DRL agent utilises the
standard Stable Baseline3 (SB3) [149] implementation of LSTM-PPO! and models the
FaaS environment following Gymnasium [150] guidelines, for the POMDP model to be
directly used by SB3 algorithms. Additionally, we implement our own version of DRQN

1 using PyTorch [156][157] for evaluation. We also deploy an HTTP-request generator

Ihttps://github.com/Cloudslab/DRe-SCale



4.3 System Architecture and Problem Formulation 97

tool to simulate online user behaviour to train and evaluate our DRL autoscaling agent.

4.3.2 Problem Formulation

Existing FaaS platforms generally exercise threshold-based scaling when a monitored
metric exceeds the con gured maximum or minimum. Autoscaling of resources is con-
sidered a classic automatic control problem and commonly abstracted as a MAPE (map-
analyse-plan-execute) control loop [145]. At every sampling interval, the monitoring
control loop collects the relevant metrics and may decide to scale based on the anal-
ysed observation. Autoscaling is a sequential process with non-deterministic results in

a partially observable environment that is conditioned on historical interactions, there-
fore, we design FaaS autoscaling as a model-free POMDP. POMDPs are a mathematical
model and an extension of MDP that account for uncertainty while maximising a given

objective.

Model-Free POMDP

In a real-world scenario, it is hard to perceive the complete state of the surrounding en-
vironment and a MDP rarely holds true [147]. Instead, a POMDP better encapsulates
environmental characteristics from incomplete or partial information about said envi-
ronment. Formally, a POMDP model is de ned as a 6-tuple (S, A,O, T, Z,R) where: S
denotes the set of all possible environment states, A denotes the set of all actions, O
denotes the set of all observations that an agent can perceive, T and Z represent the
transition probability function and observation probability function, respectively, and

R denotes the reward function. Conceptually, the agent observes itself in some envi-
ronment state s;, hidden due to partial observability at each sampling interval t and
maintains a belief b, an estimate of its current state, to select an action a and transi-
tion to a new state §. The agent perceives the state information through observation o
and utilises the transition and observation probability function to update the state es-
timates. After transitioning to a new state &, the agent receives reward r; that helps in
maximising the objective.

Since probability functions are dif cult to model in complex FaaS environments and



98 Deep Recurrent RL-based Proactive Function Scaling

states cannot be perfectly represented to capture the estimates of belief or hidden states
[148], we de ne the autoscaling problem as model-free POMDP. Model-free POMDP
attempts to maximise the cumulative reward without explicitly modelling the transi-
tion or observation probabilities. Further, it needs function approximation techniques
like neural networks, speci cally RNN, to capture the uncertainty and temporal depen-
dency. Therefore, we de ne the POMDP observations as a tuple of (O, A, R) and utilise
recurrency to model and infer transition probabilities, observation probabilities and hid-
den states to ful | the con icting objectives of resource utilisation, operational cost and

QoS objectives.

Deep Recurrent-Reinforcement Learning

A possible solution to learning effective policies in a model-free POMDP is the appli-
cation of model-free RL algorithms. Here, the agent directly interacts with the environ-
ment and does not explicitly model the transition or observation probabilities. Vanilla
RL algorithms like Q-learning and Deep Q-Networks (DQN) have no mechanism to
determine underlying state [148] and speculates that fed observation is a complete rep-
resentation of the environment. To capture sequential or temporal dependencies, often
recurrent units are integrated with vanilla RL approaches, known as Recurrent Rein-
forcement Learning (RRL) [158]. Prior studies [148], [153] [154],[159] [160], have intro-
duced and applied RRL approaches to a variety of application domains such as T-maze
task, nancial trading, network resource allocation and Atari games, to address sequen-
tial nature and partial observability of environment, i.e., a non-Markovian or POMDP
setting. In RRL, an agent follows the basic principle of performing an action in the
environment, establishing its state and receiving feedback to improve the policy, but,
additionally employs RNN units/cells to model uncertainty. Theoretically, POMDP has
an underlying dynamics of MDP with an additional constraint of state uncertainty or
observability that makes the process non-Markovian. Therefore, we de ne the core RL
components as observation O, action A, reward R (guiding signals) and FaaS environ-

ment.

We model the observation space as @ = (t ,f¢,q, N, &, M) 2 O where t ¢ is aver-
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Table 4.2: Notations

Symbol De nition
fi Function for training fmatmulg.
S State space for POMDP agent.

Action space for POMDP agent.
Observation space for POMDP agent.

T,Z Transition and Observation probability
functions.

Reward function for POMDP agent.

Maximum number of function replicas pos-
sible (function quota).

Nmin Minimum number of function replicas.

Q Maximum requests possible in a sampling
window.

t sampling window.

N All available functions during t.

tt Average execution time of n functions.

c Average CPU utilisation of n { functions.

Cmax Maximum CPU utilisation of a function.

me Average memory utilisation of n ; func-
tions.

Mmax Maximum memory utilisation of a func-
tion.

fi Throughput of function.

Ot Requests during t.

k Scaling limits.

S Environment state at t.

by Belief state for POMDP agent.

o Environment observation tuple
(te,fe,q e, o, my) 20 att.

a Agent action 2 fk, ..., +kg at t.

re Reward for action a; 2 R at t.

I min Negative immediate reward (-100).

a,b,g Objective weight parameters.

age execution time of n; available function replicas with ¢ ; average CPU and m average
memory utilisation, while successfully serving f { proportion of q ; requests in the sam-

pling window t. The agent adjusts the number of function instances in the upcoming
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sampling window t + 1 using suitable actions in an attempt to maximise the reward.
Therefore, we de ne scaling action a; as the number of function instances, k, to add or
remove and representitas a 2 A =fk, +kgsuchthatn i, (n ¢1 tay) N,
where N is function quota. This estimate helps the agent to control the degree of explo-
ration by maintaining replication within quota N.

The objective of the DRL agent is to learn an optimal scaling policy, and therefore,
we structure the rewards r; 2 R over monitored metrics - ¢ average CPU utilisation,
m; average memory utilisation, f ; successful proportion of total requests and number
of available function replicas n ;. Our proposed agent does not work towards achieving
a speci c threshold. Instead, it learns to maximise the returns, i.e., improve resource
utilisation, throughput and economically scaling function replicas. After performing
an action a;, the agent receives a delayed reward r; at every sampling window t and
updates its network parameters.

RL application for model-free POMDP does not explicitly estimate the probabilities,
instead, RNNSs are incorporated to analyse environment uncertainties and model time-
varying patterns [158][160]. The structure of RNNs is made-up of highly-dimensional
hidden states that act as network memory and enables it to remember complex sequen-
tial data. These networks map an input sequence to output and consist of three units -

input, recurrent and output unit, serving towards memory goal.

4.4 LSTM-PPO based AutoScaling Approach

As discussed in section 4.3.2, we introduce recurrency to handle system dynamics, com-
plex workloads, and hidden correlation of components based on POMDP model in au-
toscaling tasks. We select PPO, a popular state-of-the-art on-policy RL algorithm for
autoscaling agents. While model-free off-policy algorithms such as DQN, Deep Deter-
ministic Policy Gradient (DDPG) have been studied with recurrent units [148] [154],
we explore a model-free on-policy PPO in our setting due to its ease of implementation,
greater stability during learning, better performance across different environments [161]
and support for discrete actions while providing better convergence [149]. Although on-

policy methods are known to be sample inef cient and computationally expensive, our
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Figure 4.2: DRL agent structure for Autoscaling

agent continuously collects samples for timely policy updates. Also, off-policy algo-
rithms tend to be harder to tune than on-policy because of signi cant bias from old data
and Schulman at el. [162] suggests that PPO is less sensitive to hyperparameters than
other algorithms. PPO has found its application in domains like robotics, nance and au-
tonomous vehicles, and takes advantage of the Actor-Critic method to learn optimal pol-
icy estimations. However, for partial observability or temporal dependence, general RL
algorithms struggle to capture underlying correlations and patterns effectively. There-
fore, we utilise RNN units, speci cally LSTM, to address partial observability in the FaaS
environment and improve the agent's decision-making capabilities. While Gated Recur-
rent Units (GRU) offer lower computational complexity, LSTMs are theoretically more
capable of managing the vanishing gradient problem over longer sampling windows.
Therefore, this integration is expected to enhance PPQO's ability to capture historical data
and make informed decisions while improving its policy via new and previous experi-
ences.

As established in Section 4.3.2, the dynamic and multi-tenant nature of FaaS infras-

tructures necessitates a transition from a standard MDP to a POMDP framework. While
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traditional model-free, off-policy algorithms such as DQN and Deep Deterministic Pol-
icy Gradient (DDPG) have been evaluated in recurrent con gurations [148, 154], this
work utilises an on-policy PPO agent. The selection of PPO is theoretically grounded in
its clipped surrogate objective function, which ensures monotonic policy improvement
by preventing destabilising updates in the high-variance stochastic environment such as
FaaS functions. Unlike off-policy methods that often suffer from signi cant bias when
learning from aged trajectories, PPO maintains superior stability and is notably less sen-
sitive to hyperparameter con gurations [162]. This reliability is critical in FaaS autoscal-
ing, where unstable policy shifts can lead to prohibitive cold-start latencies or resource
over-provisioning. Furthermore, PPO natively supports the discrete action space (e.g.,
binary scaling decisions) inherent in our architecture, offering more robust convergence
guarantees compared to the complex discretisation required by continuous-control al-
ternatives [149, 161]. To resolve the challenges of partial observability, we integrate
LSTM units into the PPO architecture. In a FaaS context, instantaneous metrics often
fail to capture hidden system states caused by "noisy-neighbour” interference or com-
plex work ow dependencies. By utilising the recurrent hidden states of the LSTM, the
agent can maintain a temporal "'memory” of historical execution patterns. This enables
the model to infer latent environmental characteristics and effectively mitigate hystere-
sis in the MAPE control loop. Consequently, the LSTM-PPO con guration provides a
methodology that balances the rapidly changing inference requirements of FaaS with

the need for stable, context-aware decision-making.

The core component of the proposed autoscaling solution is the integration of recur-
rent units with a fully-connected multi-layer perceptron (MLP) that takes into environ-
ment observation and maintains a hidden internal state to retain relevant information.
The LSTM layer is incorporated into both actor and critic networks to retain information
i.e., the output of the LSTM layer is fed into fully-connected MLP layers, where the ac-
tor (policy network) is responsible for learning an action selection policy and the critic
network serves as a guiding measure to improve actor's decision. The network param-
eters are updated as per PPO clipped surrogate objective function [163] (Eq. 4.1) which
helps the agent balance its degree of exploration and knowledge exploitation. It further

improves network sample ef ciency and conserves large policy updates.
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LCP(g) = E min ry(q)Aqclip (fi(q),1 e,1+e ) A (4.1)
oy _ Pglagor)
r = ——= 4.2
t(q) poo|d(at1t) ( )
8
(= 2a-ftz b.(n ¢ N min)2+g.(cc+my) ;1 a¢+ngp <N 4.3)
t— .
z I min : otherwise

The proposed autoscaling technique has two phases: an agent training phase and
a testing phase. Fig. 4.2 demonstrates the agent training work ow. The environment
setup process precedes the agent training, where the agent interacts with the environ-
ment and obtains information. After initial setup, the agent is trained for multiple
episodes of sampling windows, where it assesses the function demand q; over individ-
ual sampling window t and ascertains appropriate scaling action. During a sampling
window t, the agent collects the environment observation o { and samples an action a
according to LSTM-PPO policy. If the agent performs an invalid action, it is awarded an
immediate negative reward r s, €lse the agent obtains a delayed reward r; (Eq. 4.3), for

sampling window t, calculated using the relevant monitored metrics (4.3.2).

This reward helps the agent in action quality assessment, transition to a new state
and has signi cant effects on the function's performance. These rewards are essential
for improving the agent's decision-making capability. The agent does not merely aim
to satisfy static thresholds, its objective is to dynamically adjust function replicas for
resource ef ciency and system throughput. The critic network estimates the agent state
and helps update the network parameters. The agent continues to analyse the demand
over multiple sampling windows, repeating the interaction process and accumulating
the relevant information in recurrent cells for learning. Once the agent is trained for
suf cient episodes and rewards appear to converge, we evaluate the agent in the testing

phase.

In the testing phase, the agent is evaluated for its learnt policies. It collects current
environment observation, samples the action through actor policy and scales the func-

tions accordingly. We hypothesised the relationship between QoS and resource utilisa-
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tion and deduce that appropriately scaling the functions improve throughput, resource

utilisation and reduce operational costs (humber of function replicas used).

Figure 4.3: Workload for Matrix Multiplication function

4.5 Performance Evaluation

In this section, we provide the experimental setup and parameters, and perform an anal-

ysis of our agent compared to other complementary solutions.

45.1 System Setup

We set up our experimental multi-node cluster, as discussed in Section 4.3, using NeC-
TAR services on the MRC. It includes a combination of 2 nodes with 12/48, 1 node with
16/64, 1 node with 8/32 and 1 node with 4/16 vCPU/GB-RAM con gurations. We de-
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ploy OpenFaa$ [9] along with Prometheus [62] service on MicroK8s (v1.27.2), however,
we used Gateway v0.26.3 due to scaling limitations in the latest version and remove its
alert manager component to disable rps-based scaling. The system setup parameters are
listed in Table 4.3.

Table 4.3: Parameters for System Setup

Parameter Name Value

MicroK8s version v1.27.2

OpenFaaS Gateway version| v0.26.3

Nodes 5

0N Ubuntu 18.04 LTS

vCPU 4,8,12,16

RAM 16,32,64,48 GB

Workload Matrix Multiplication (m m)

m 10(small), 1200(medium), 1000(large)
CPU, memory, timeout 150 millicore, 256 MB, 10 seconds

As FaaSs is bene cial for short-running, single-purpose functions that require few
resources, we consider matrix multiplication function with three different input sizes
small, medium, large-(10, 100, 1000) and con gure it with 150/256 millicore/MB resources
approximately as AWS Lambda offering and a maximum timeout of 10 seconds. Ad-
ditionally, we generate the user workload using the Hey [164] load generator tool, a
lightweight load generator written in Go language. For the workload we leverage an
open-sourced, 14-day function trace [129] by Azure functions, Fig. 4.3, that largely rep-
resents an invocation behaviour of a production-ready application function running on
a serverless platform. Although it appears stationary due to its repetitive nature, it is
representative of real cloud invocation patterns with relevant variations for scaling de-
cisions. Since the Poisson distribution has been shown to approximately sample online
user behaviour, request inter-arrival times are sampled from it. Prometheus service is
con gured with relevant discovery and target points to regularly scrape metrics from

OpenFaa$S gateway, function instances and Kubernetes API server.
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As discussed in Sec. 4.4, the agent assesses the function demand during a sampling
window of 30 seconds for a single episode of 5 minutes. Based on the deployed infras-
tructure capacity, we X the maximum function instances as 24 in isolation, to reduce the
performance interference. Since frequent scaling can result in resource thrashing, we ex-
plore scaling actions within a range of 2 instances, i.e., a 2 f 2, 1,0, 1, 2g, avoiding re-
source wastage during acquisition and release of function instances. Further, the obser-
vation space is composed of the throughput ratio f ; 2 [0, 100]%, number of function in-
stances n 2 [1, 24] and resource utilisation (CPU, c; and memory, m;) 2 [0,2] 100%. We
assign a higher coef cient (weight) to system throughput, effectively penalising policies
that sacri ce success rates for resource savings. Conversely, a lower weight is assigned
to raw utilisation metrics, CPU and memory utilisation that accounts for "false-positive”
utilisation spikes, where high CPU/memory consumption in an over-burdened cluster
may correlate with a high proportion of failed requests rather than productive execution.
The LSTM-based PPO agent takes advantage of a single LSTM layer of 256 units and
is integrated with both Actor and Critic networks with identical network architectures

having 2 fully connected MLP layers of 64 neurons each, i.e., in[64,64] and out[64,64].

4.5.2 Experiments

Function autoscaling is a continuous and non-episodic process, however, we set an
episode based on the default scaling window of 5 minutes by Kubernetes' horizontal
scaling mechanism. To demonstrate the effectiveness of recurrency in autoscaling tasks,
we chose a workload with varying resource requirements at different sampling win-
dows. After careful consideration of network parameters and sensitivity analysis, listed

in Table 4.4, the DRL agent is trained for more than 500 episodes to determine a scaling
policy to maximise the throughput while using minimal resources. The agent is expected
to retain workload information and perform in accordance with the received feedback.
Further, the agent is evaluated against a state-of-the-art, PPO-based autoscaling agent,
with the same the Actor/Critic network architecture, (Table 4.4) as the RPPO agent, i.e.,
having 2 MLP layers with 64 neurons each. In addition to it, we evaluate a DRQN agent
that integrates a LSTM layer (256 cells) with regular off-policy DQN, and has 2 MLP
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Table 4.4: RL Environment and Network Parameters

Parameter Value

N 24

t 30 seconds

t¢ (0 - 10) seconds

fi (0 - 100) %

o fO,...,Qg requests

Ny f1,...,Ng functions

C (0 - 2) *100%

m (0 - 2) *100%

& f-2,-1,0,+1,+2¢g

LSTM Network |Layer 1(256 cells)

Actor Network |Layer 1(64 cells), Layer 2(64 cells)
Critic Network |Layer 1(64 cells), Layer 2(64 cells)

layers with 128 neurons, each for target network and g-network. The selection of these
baselines is designed to evaluate the proposed agent against a spectrum of advanced RL
frameworks. While techniques like 'keep-alive' are common in industrial offerings, the
study in Chapter 3 demonstrated their inef ciency in high variance FaaS environments.
These reactive-control mechanisms lack the capacity to account for temporal dependen-
cies or partial observability. In addition to this, comparing our work to vanilla-PPO
allows us to realise the performance gain by integrating LSTM units and showcase how
standard RL agents struggle when system state is not fully Markovian. Furthermore,
we selected DRQN, a DQN model integrated with recurrent unit to demonstrate that
off-policy algorithms are not suitable for highly dynamic autoscaling task and struggle
to capture the partially observability of the environment.

To ensure the reliability of the performance metrics, we conducted seven indepen-
dent experimental trials for each algorithm. The results presented represent the average
across these runs to mitigate the impact of transient cloud noise. Throughout these

iterations, we observed a consistent trend in algorithmic behaviour, speci cally, the rel-
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ative performance gains of RPPO over the baselines remained stable. Fig. 4.4 shows the
training results of these competing approaches in terms of mean episodic rewards. The
rewards are given as per Eg. 4.3, and it is evident that the mean episodic reward for
PPO (60190) begins to diminish after 400 episodes as compared to LSTM-PPO(RPPO)
(60540) agent. Additionally, a similar pattern is visible for the throughput of RPPO and
PPO approaches, Fig. 4.4(b) where PPO struggles to keep a higher success rate by pro-
visioning more functions. Also, we observe that mean episodic reward for the DRQN
(59564) approaches that of RPPO while exploring the search space and gradually serves
more workload successfully, Fig. 4.4(e), but closely tailing the trend of other approaches,
Fig. 4.4(b). As mentioned in section 4.5, matrix multiplication is performed for three in-
put sizes - small, medium, large and similar input randomness is followed for competing
approaches that are evident in execution time ( 3.7 and 4 seconds) of successful requests
in Fig. 4.4(c), (d) and (e).

We evaluate the agents for 200 sampling windows and present the results in Fig. 4.5.
Out of the 200 sampling windows, RPPO based autoscaling agent performed 18% better
in terms of throughput, while having an average of 85% mean success ratio as compared
to 67% of the PPO agent. On the other hand, the DRQN agent fell short to serve 22% of
the workload with a mean success rate of 66% as compared to RPPO agent. In serving
the evaluated workload, the RPPO agent utilised at least 8.4% more resources than the
PPO agent and improved average execution time (seconds) by 13%, while it utilised at
least 8% more resources than DRQN and slightly improved the average execution time
(seconds) by 2.6%. Although the DRQN agent tries to capture sequential dependency of
the workload, we suspect it fails to explore the search space and only exploits minimal
replica count. Hence, as evident in Fig. 4.5(d), the DRQN agent keeps utilising lesser
function resources. This agent behaviour is in-line with training results where it could
serve better with less requests, thus receiving higher reward for that sampling window

and eventually, accumulating higher episodic reward and throughput percentage.

We also assess the effectiveness of our approach against a default commercial scaling
policy, CPU threshold-based horizontal scaling. Kubernetes-based serverless platforms
like OpenFaa$S [9] and Kubeless [128] can leverage underlying resource-based scaling,

known as HPA implemented as a control loop that checks for target metrics to adjust
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(a) Mean episodic reward (b) Training throughput

(c) PPO throughput vs execution time (d) RPPO throughput vs execution time

(e) DRQN throughput vs execution time

Figure 4.4: Training and execution performance comparison for PPO, RPPO, and DRQN:
(a) Mean episodic reward, (b) Training throughput, (¢) PPO throughput vs execution
time, (d) RPPO throughput vs execution time, (e) DRQN throughput vs execution time.
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the function replicas. HPA has a pre-con gured query period of 15 seconds to control
deployment based on target metrics like average CPU utilisation. Therefore, the HPA
controller fetches the speci ¢ metrics from the underlying APl and empirically calculates
the number of desired functions. However, the controller is unaware of workload de-
mand and only scales after a 15-second metric collection window. The expected thresh-
old for function average CPU utilisation is set to be 75% with maximum scaling up to
24 instances. Therefore, whenever the average CPU utilisation of a function exceeds
the xed threshold, new function instances are provisioned. Also, HPA has a 5-minute
down-scaling window during which resources are bound to function irrespective of in-
coming demand, representing potential resource wastage. Similarly, we compare our
scaling methods with another metric-based autoscaling supported by OpenFaaS based
on request-per-second processed. It is also implemented as a control loop and watches
for processed requests per second (rps) and raises an alert if rps is above 5 for 10 sec-
onds (default). Therefore, it is worthwhile to analyse the performance of the DRL-based
agent against HPA that reserves enough resources for either idle time or low resource
utilisation.

The results for both threshold-based scaling are presented in Fig. 4.6, and both ap-
proaches struggle to keep up with the incoming workload. The rps could only manage
to serve 50% of incoming load at any sampling window while only using a single in-
stance. This happens as a single request takes approximately 4 seconds to process, and
rps never goes beyond the set threshold, failing the majority of requests. On the other
hand, HPA could serve 80% of incoming load on average, but uctuates due to its set
cooldown period. Although HPA tries to scale its resources to 5 replicas, its performance
is degraded by 35% against RPPO and similarly, rps degrades throughput performance
by 58%.

4.5.3 Discussion

Autoscaling is an essential feature of cloud computing and has been identi ed as a po-
tential research gap in serverless computing models. As compared to service-oriented

architectures where the services are always running, Faas functions run for shorter dura-
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(a) PPO throughput vs execution time (b) RPPO throughput vs execution time

(c) DRQN throughput vs execution time

(d) Function replicas vs execution time (e) Throughput comparison

Figure 4.5: Evaluation results: (a) PPO throughput vs execution time, (b) RPPO through-
put vs execution time, (c) DRQN throughput vs execution time, (d) Function replica
counts, (e) Throughput comparison.
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(a) Throughput HPA vs RPS (b) Replica usage HPA vs RPS

Figure 4.6: Comparison of HPA vs RPS behaviour: (a) Throughput patterns, (b) Replica
usage patterns.

tion and release resources, if unwanted. Hence, an adaptive scaling solution is critical in
handling complex workloads for these small and ephemeral functions. Thus, we investi-
gate a DRL-based autoscaling agent, LSTM-PPO, to work in complex FaaS settings and
utilise relevant environmental information to learn optimal scaling policies. We train
and evaluate the proposed solution against a state-of-the-art on-policy PPO approach,
alongside commercial default, and infer that LSTM-PPO is able to capture environment
dynamics better and shows promising results. Although, we argue that real-time sys-
tems are hard to model and transparent to a certain degree and that RL approaches can
analyse these uncertainties better. There are certain points to remember associated with

the appropriateness and application of RL methods to real systems.

We model function autoscaling in FaaS as a model-free POMDP and leverage mon-
itoring tools, like Prometheus, to collect the function-related metrics and apply model-
free RL methods to learn the scaling policy. In general, RL algorithms are expensive
in terms of data, resource and time, where an agent interacts with the modelled envi-
ronment and acquire relevant information over multiple episodes that signify a higher
degree of exploration. Although, as showcased through results, the proposed RL ap-
proach took more than 500 episodes (>6000 sampling windows) to slightly improve the

performance over baselines, RL methods in real-time systems are considerably expen-
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sive following stringent optimisation goals. Therefore, we acknowledge that the tran-
sition from controlled of ine training to production FaaS environments introduces the
challenge of non-stationarity. Since the function invocation patterns often exhibit con-
cept drift, due to seasonal traf ¢ shifts or sudden viral events, it may render a statically
trained policy suboptimal. In addition to this, adoption of these agents in commercial
platforms require either the implementation of Kubernetes-based serverless platforms
to natively support the resource metrics, or equivalent observability must be directly
achieved for comparable performance. However, we perform a part of the experiments
on commercial platform [47], by deploying the open-source serverless offering [9] and
therefore, we can conclude that setup of the proposed agent is achievable by the service

providers to offer the RL-based autoscaling.

The current training time has an episode of 5 minutes that consists of 10 iteration
windows or epochs of 30 seconds each, where a decision to scale is taken by the agent
and feedback is calculated for learning. This duration of an episode is chosen keeping in
mind the minimum resource scaling and cooldown time of Kubernetes-based serverless
platforms and an industry insight [32] for taking scaling actions in production environ-
ments. In addition to these settings, an agent training could further be affected by the
invocation pattern and set of actions to be explored. In the current setup, the agent ex-
plores 5 discrete actions that follow a conservative approach to avoid resource thrashing
while scaling function instances. In a particular state, an agent could take all the possible
actions from the action space and would be penalised for an infeasible action. This static
behaviour of action modelling elongates the training process since the agent explores
infeasible actions in a state and only learns from negative experience. To overcome this,
an action masking technique could be integrated that prevents the agent to take certain
infeasible actions in particular states, based on de ned rules like the total number of
function instances to remain within function limits. Therefore, different functions do
not necessarily show similar behaviour for training and realised quality of results under

similar settings.

The proposed DRL method is a composition of two different neural network tech-
niques, recurrent and fully-connected layers, and these models are known to be sensitive

to respective hyper-parameters or application/workload context. Therefore, con gur-
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ing hyper-parameters can also be an intensive task in real-world settings. Additionally,
the proposed agent analyses individual workload demand for a particular function, the
learning cannot be generalised to other functions with different resource requirement
pro les and therefore requires individual training models to be commissioned. How-
ever, techniques like Transfer Learning or categorising functions with similar resource
and workload pro le to use a trained agent as a starting point could be explored. More-
over, these agents could be deployed in similar fashion to tools like AWS Compute Op-
timiser [165] to gradually obtain experiences and build models with high con dence,
from real-time data before making any recommendation/autonomous decision.

Furthermore, the agent is trained for a limited number of episodes, approximately
500 episodes and evaluated, but the chances of exploring are limited. Therefore, the
agent expects to be guided by its actor-critic network policies in making informed deci-
sions. Additionally, the agent utilises resource-based metrics that affect the cold starts,
so the availability of relevant tools and techniques to collect instantaneous metrics is es-
sential [32] in reducing the observation uncertainty. Also, the respective platform imple-
mentation, such as metric collection frequency, function concurrency policy, and request
queuing, can extend support to the analyses. Hence, based on performance evaluation
results and discussion, we can adequately conclude that the proposed LSTM-PPO agent
successfully performs at par with competing policies for given workload and experi-
mental settings.

Software Availability: Our environment setup code and algorithms we implemented

for OpenFaa$S can be accessed from: https://github.com/Cloudslab/DRe-SCale

4.6 Summary

Faas platforms typically rely on reactive, threshold-based autoscaling mechanisms (based
on metrics like CPU utilisation or rps) to manage dynamic demand. However, these
methods are suboptimal because they neglect system complexity and speci ¢ work-
load characteristics when making scaling decisions. Therefore, an adaptive autoscaling
mechanism is required to analyse workload patterns and system uncertainty to opti-

mally scale resources, thereby improving system throughput and maintaining execution
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constraints.

In this chapter, we addressed this limitation by investigating a recurrent RL approach
for function autoscaling. We modelled the FaaS environment as partially observable and
leveraged the OpenFaaS serverless framework to present evidence that integrating re-
current networks with model-free RL algorithms can maximise the objective. We per-
formed our analyses using a matrix multiplication function and successfully validated
our hypothesis that recurrent techniques capture system dynamicity and uncertainty to
yield superior autoscaling policies. However, the performance of a function and the
associated scaling decisions made by the CSP are fundamentally constrained by the re-
sources con gured for the function. Moreover, the resources required for successful exe-
cution are highly in uenced by external factors, such as the workload characteristics like
function input. Therefore, the next chapter explores the function con guration space by

investigating input-based resource prediction for performance and cost optimality.






Chapter 5

Input-based Dynamic Function
Memory Con guration

In FaaS, a programmer is typically responsible for con guring function memory for its success-
ful execution, which allocates proportional compute resources such as CPU and network. However,
right-sizing the function memory force developers to speculate performance and make ad-hoc con-
guration decisions. Research has highlighted that a function's input or payload (size, type) signif-
icantly impact the resource requirement, function performance and run-time costs with uctuating
demand. This correlation further makes memory con guration a non-trivial task. On that account,
an input-aware function memory allocator not only improves developer productivity by completely
hiding resource-related decisions but also drives an opportunity to reduce resource wastage and offer
optimised pricing scheme. In this chapter, we propose a framework that estimates function memory
requirement with input-awareness. It pro les the function in an of ine stage and trains a multi-
output Random Forest Regression (RFR) model on the collected metrics to invoke input-aware opti-
mal con gurations. We evaluate our proposal against state-of-the-art approaches on AWS Lambda

to nd signi cant cost savings and reduction in resource wastage .

5.1 Introduction

The operational model of FaaS hides the complex infrastructure management from end
users and does not signify the absence of servers. A serverless function still requires

resources, including computing, network and memory, for successful execution. In

This chapter is derived from:

 Siddharth Agarwal, Maria A. Rodriguez, and Rajkumar Buyya, "Input-Based Ensemble-Learning
Method for Dynamic Memory Con guration of Serverless Computing Functions”, in Proceedings of
the 17th IEEE/ACM International Conference on Utility and Cloud Computing (UCC 2024), Sharjah, UAE,
December 16-19, 2024.
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the current FaaS implementations, a developer is responsible for requesting the right
combination of resources to guarantee successful function execution. However, service
providers only expose a small set of resource knobs, usually memory * that proportion-
ally allocates CPU, disk I/O, network bandwidth, etc. [83]. Prior studies [84][108][20]
have identi ed that a higher memory con guration speeds up function execution and
has a signi cant impact on its start-up performance and costs. However, the execution
speedup is non-linear and has a diminishing marginal improvement with increasing
memory allocation [93]. With limited observability into short-running functions and
unaware of function performance, developers usually resort to speculative decisions for
memory con guration or make experience-based ad-hoc decisions with an expectation
to ful | SLO [124]. To validate such developer behaviour, an industry insight [92] reports
the ease of controlling function execution duration via memory con guration, while
47% of production-level functions still run with the lowest memory con guration (de-
fault) without exploring higher con guration space. Additionally, selecting an optimal
memory con guration from an exponentially large con guration search space requires
a careful understanding of the correlation between function performance and resource
requirements. Hence, con guring the function with the right amount of memory that

guarantees shorter execution times and lower execution costs is an intricate task.

Recent research [20][18][17][33] that seek to optimise the function resource allocation
process have highlighted that a function's memory requirement vary drastically with
input parameters and adversely impact its performance. Additionally, same memory
con guration is used for concurrent function invocations while expecting similar per-
formance for distinct function inputs. Therefore, setting a static memory con guration
for all function invocations, regardless of their input, leads to uctuating performance
with varying workload and input arguments. This performance unpredictability de-
mands an input-argument-aware approach in determining the memory con guration
for function invocations that balances execution cost and running time while reducing
excess resource allocation. This input-based memory con guration has a two-fold ef-

fect of providing a more autonomous developer experience and a chance for CSPs to

IWe refer to FaaS platforms like AWS Lambda that allow developers to provide only memory con gu-
ration and allocate CPU, network bandwidth, etc., in a proportional fashion.
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maximise resource utilisation and deliver a ner-grained, cost-effective pricing model
for users. Additionally, these exiting efforts either focus on an average-case function
execution to recommend maximum used memory/resources or propose to re-run their
solution for speci ¢ input parameters to optimise the memory allocation process. This
may lead to higher run-time costs and resource wastage and on the other hand, running
multiple models for previously unseen input values extends the data collection process
as well as increases the model training and tuning complexity. Therefore, a solution is
warranted that captures the relationship of input parameters with function resources to
precisely model and predict the required memory con guration for successful execution
and reducing excess resource allocation.

To this end, we present MemFigLess, an end-to-end estimation and function mem-
ory allocation framework that makes input-aware memory con guration decisions for a
serverless function. MemFigLess takes as an input the function details, such as the rep-
resentative function input argument values, expected running time and cost SLOs and
a range of memory allocations to explore. The framework executes an of ine pro ling
loop to take advantage of a robust tree-based ensemble learning technique, multi-output
RFR, which analyses the relationship between input parameters and other function met-
rics such as execution time, billed cost, and function memory requirement. The RFR
model is then exploited in an online fashion to make an optimal selection of memory
con guration for individual function invocations. Additionally, the framework pro-
vides a utility to keep track of its performance deviation via a feedback loop that re-
trains the model in a sliding-window manner, with a new set of collected metrics to
capture the variation in function performance. This deviation may occur due to changes

in SLOs, underlying infrastructure or co-location effect.

5.2 Motivation

To identify and establish the effect of input parameter on the memory requirement of the
function and execution time 2, we experiment with the industry-leading FaaS platform,

AWS Lambda [6] and conduct a large-scale initial study by deploying three benchmark

2memory requirement here mean resource requirement as other resources are allocated proportionally
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Figure 5.1: Payload vs Du- Figure 5.2; Payload vs Du- Figure 5.3: Payload vs Du-
ration matmul ration linpack ration graph-mst

functions, (1) matrix multiplication (matmul), (2) graph minimum spanning tree (graph-
mst), and, (3) linpack, from [166]. matmul, a CPU-bound function, calculates the multipli-
cation of an n matrix, whereas linpack measures the system's oating-point computing
power by solving a dense n by n system of linear equations. graph-mst is a scienti c com-
putation that is of oaded to serverless functions and uses the python-igraph library to
generate a random input graph of n nodes using BarabsiAlbert preferential attachment
and process it with the minimum spanning tree algorithm. To observe the effect of the
payload parameter on the performance of benchmark functions, we execute them with
input set N = fnj10 n 10000,n n+ 100g and vary the memory con guration
of the function M = fmj128 m 3008,m m +128g MB. We take advantage of
monitoring solution, Amazon CloudWatch [167] to gather function-level performance
metrics.

We collect relevant function metrics as described in Table 5.1 and plot the function
payload against the minimum billed duration and minimum memory used in Fig. 5.1 -
5.6.

Insight 1:

There is a strong correlation between the payload and the function execution time. This relation-
ship varies in proportion to distinct memory allocations.
We nd a strong correlation between the function payload and the corresponding

billed duration for all the benchmark functions. It can be inferred from Fig. 5.1 - 5.3
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