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Computation offloading at lower time and lower energy consumption is crucial for resource-constrained mobile
devices. This paper proposes an offloading decision-making model using federated learning. Based on the device
configuration, task type, and input, the proposed decision-making model predicts whether the task is computa-
tionally intensive or not. If the predicted result is computationally intensive, then based on the network parameters
the proposed decision-making model predicts whether to offload or locally execute the task. The experimental re-

sults show that the proposed method achieves above 90 % prediction accuracy in offloading decision-making,
and reduces the response time and energy consumption of the user device by ~11-31 %. A secure partial com-
putation offloading method for federated learning is also proposed to deal with the Straggler effect of federated
learning. The results present that the proposed partial computation offloading method for federated learning has
achieved a prediction accuracy of above 98 % for the global model.

1. Introduction

The energy and latency-aware computation offloading has gained
significant research interest in the last few years with the rapid growth in
wireless technology and the growing popularity of the Internet of Things
(IoT). The IoT devices and the mobile devices, including laptops, tablets,
and smartphones, have limited battery life and computational resources.
In such a case, execution of computationally intensive tasks may not be
feasible inside these mobile devices. However, if the device can execute
the tasks, then it may also take more time than offloading the task to the
edge server or cloud. On the other hand, offloading all the tasks may not
be fruitful from the perspective of latency and energy consumption. For
the tasks with less computations, offloading can consume more time
than local execution. Hence, the decision of offload or local execution
is important. To address this issue, this paper proposes an offloading
decision-making model based on federated learning.

Nowadays, mobile devices have various recommendation applica-
tions, where model training is important. Many applications use rein-
forcement learning, machine learning, or deep learning algorithms to
train the model. Further, local model training may not be always possi-
ble for resource-constrained mobile devices. However, the user’s data is
confidential, and the user may not like to share the data with the server.
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Also, the large amount of data transmission to the server for analysis
creates a huge overhead on the server as well as causes high network
traffic. Federated learning (FL) [1-3] is an emerging technology where
the devices locally train models using their local datasets, and exchange
model updates with the server. Finally, a global model is developed,
and each device that serves as a client has a personalized model and
the global model. In centralized federated learning (CFL), the devices
working as clients train local models with their own datasets and ex-
change model updates with the server to build a global model [1]. In
decentralized federated learning (DFL), the devices form a collaborative
network among themselves to exchange model updates for developing
a generalized model [1].

The use of FL protects data privacy as no data sharing takes place,
and through collaborative learning, a global model with high prediction
accuracy can be obtained. However, the mobile devices may not be al-
ways able to locally train a deep learning model using a huge number of
data samples. Straggler effect is a major issue of FL, where the devices
slow down while executing large-scale data analysis [4]. In such a case,
conventional CFL and DFL models may not be feasible. To overcome
the problem of resource limitation without compromising with data pri-
vacy, we propose a federated offloading approach that performs partial
computation offloading along with data encryption.
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1.1. Motivation and contributions

A mobile device has a computational task to execute, and a decision-
making model is required to decide whether to offload or locally execute
the task, at minimal time and energy consumption. However, the mobile
device may not have sufficient data samples for training to build an
accurate decision-making model. The first motivation of this work is to
develop an accurate model to decide whether to offload or locally execute
a task.

The second motivation of this work is to mitigate the issue of the
Straggler effect, and propose a secure partial computation offloading
framework for FL by overcoming the resource limitation issue of partic-
ipating mobile devices.

To address these issues, our paper makes the following key contri-
butions:

e To address the first motivation, a CFL method is proposed to build a
model for deciding whether to offload or locally execute a task. The pro-
posed model is named as FL-based Offloading Decision-Making Model
(FLDec).

— At first, FLDec is used to decide whether a task is computation-
ally intensive or not, based on the device configuration, requested
computation, and user input. Here, as the underlying data analy-
sis model, Multi-layer Perceptron (MLP) is used, which is suitable
for nonlinear function classification tasks.

- If the prediction result is computationally intensive, then the FLDec
is used to decide whether to offload the task or locally execute
it, based on the network parameters such as uplink and downlink
traffic, network throughput, etc. Here, Long Short-Term Memory
(LSTM) network is used as the underlying data analysis model,
which is suitable for sequential data analysis. As the network pa-
rameters like throughput, uplink traffic, and downlink traffic are
dynamic and change over time, we use LSTM in this case to cap-
ture the sequential pattern.

e To address the second motivation, a secure partial computation of-
floading method for FL is proposed and implemented, which is re-
ferred to as Federated Offloading (FedOff).

— The user devices have large data samples, which are split into
two parts. One part is used as the local dataset to train the local
model, and the other part is offloaded to the edge server after
encryption. Here, symmetric key cryptography is used for data
encryption during transmission to the edge server. The keys of
individual devices are different, and for secure key exchange with
the server, public key cryptography is used.

— The devices train their local models and exchange model updates
with the edge server. The edge server, after receiving data from
the devices, trains a model with the received dataset after decryp-
tion, and stores the model update. After receiving model updates
from the devices, i.e., clients, the server performs aggregation
considering the received updates as well as the stored update.
The updated global model is then shared with the devices.

The rest of the paper is organized as follows. Section 2 presents the
existing works on offloading and FL. Section 3 demonstrates the pro-
posed offloading method. Section 4 evaluates the performance of the
proposed approach. Finally, Section 5 concludes the paper with direc-
tions for future work.

2. Related work

The existing research works on computation offloading, FL, and fed-
erated offloading are briefly discussed in this section. A summary of the
uniqueness of our approach compared to the existing schemes is pre-
sented in Table 1.

Computation offloading is a significant research area of mobile cloud
computing (MCC). Service delay minimization [19] is one of the primary
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issues for mobile devices. The computation offloading from a mobile de-
vice to the remote cloud suffered from connectivity interruption, high la-
tency, etc[20,21]. The use of edge computing (EC) overcomes this prob-
lem by bringing resources to the network edge. The IoT/mobile devices
are connected with the edge server, and the edge server is connected
with the cloud [22]. The mobile devices offload the resource-intensive
computations to the edge server. The edge server executes the compu-
tation and sends the result to the mobile device or forwards the request
to the cloud server. The cloud server, after executing the computation,
sends the result. The computation offloading in mobile edge computing
(MEC) was discussed in [23]. The computation offloading in EC net-
works was illustrated in [24] along with a discussion on optimization
methods. Task offloading in the MEC environment, along with future
research directions, was illustrated in [25]. A joint task offloading ap-
proach with resource allocation was proposed for the MEC environment
in [5]. In [20], a user mobility-based computation offloading method
was proposed using game theory. In [6], a non-cooperative game-based
optimal data offloading strategy was proposed. However, none of these
methods focused on building an accurate decision-making model for of-
floading.

In [26], the use of machine learning (ML) in computation offloading
was reviewed. The reinforcement learning (RL) has also gained popu-
larity in computation offloading. In [27], the use of RL in computation
offloading was discussed in detail. The use of deep reinforcement learn-
ing (DRL) for task offloading was discussed in [7]. A DRL-based method
for action space recursive decomposition was proposed in [8]. In [9], a
dynamic switching algorithm was proposed for intelligent task offload-
ing in an edge-cloud environment. In [28], task offloading for serverless
computing in an edge-cloud environment was proposed. In [10], the au-
thors focused on the issue of offloading serverless functions in an edge-
cloud environment. Though they considered response time, the energy
consumption was not measured in [10]. As we observe, various offload-
ing strategies have been proposed. However, none of these approaches
considered the use of FL to build personalized as well as global models
for accurate offloading decision-making.

FL with edge computing has gained popularity in recent years
[29,30]. In [31], FL was used for task offloading in an EC-supported
vehicular network. In [32], a multi-agent-based collaborative strategy
was proposed for vehicular task offloading using DRL-based FL. In [33],
a hierarchical computation offloading method was proposed using feder-
ated reinforcement learning in the domain of Internet of Medical Things
(IoMT). In [34], an edge-based FL was proposed where the edge servers
train their local models and exchange updates with the cloud to build the
global model. However, in MEC-based FL, the mobile devices can also
train their local models with their own datasets and exchange model up-
dates with the edge server that is connected to the cloud. The edge server
performs aggregation in that case. The edge servers can also exchange
their model updates with the cloud for developing a global model, and in
that case cloud server acts as the aggregator. In [11], FL with DRL was
used for computation offloading. Bidirectional LSTM (Bi-LSTM)-based
FL was proposed for offloading decision-making and resource alloca-
tion in [12]. In [13], FL was used for computation offloading in edge-
IoT systems. In [14], FL-based task offloading was proposed based on
multi-feature matching. In [15], a security-aware computation offload-
ing method was proposed based on federated reinforcement learning.
They used differential privacy to achieve data security and DRL for se-
lecting offloading decisions [15]. To mitigate the straggler effect of FL,
an offloading method was proposed in [16]. To deal with the straggler
effect and accelerate the local training in resource-constrained devices,
offloading in FL was discussed in [17]. In [18], the unmanned aerial
vehicle (UAV) was used with FL and MEC to deal with the straggler
effect. The computations from the resource-limited devices were trans-
ferred to the MEC server in [18]. In the existing FL-based approaches,
either offloading decision-making using FL or partial offloading for FL
was explored. However, both issues, along with data security, were not
simultaneously addressed in the existing works.
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Table 1
Comparison of proposed work with existing offloading methods.
Work Offloading Partial Task Accuracy/ Time/ Energy
decision- computation details MSE/ Loss Delay consumption
making offloading are in prediction is is
using FL for FL provided measured measured measured
Jiang et al. [5] X X v X v v
Apostolopoulos et al. [6] X X X X v v
Tang et al. [7] X X X X v X
Ho et al. [8] X X v X v v
Wang et al. [9] X X X X v v
Russo et al. [10] X X v X v X
Liuetal. [11] v X X v v X
Zhang et al. [12] 4 X X X v v
Han et al. [13] v X X v X X
Tang et al. [14] v X v X v v
Peng et al. [15] v X v v v v
Jietal. [16] X v v v v X
Wuetal. [17] X v v v v X
Liaq et al. [18] X v v v v v
(power was
measured)
Proposed work v v v v v v
2.1. Limitations of existing approaches and comparison with proposed work Table 2
Mathematical notations used in FLDec.
In the existing FL-based offloading approaches, either the offloading Notation  Definition
decision-making using FL or partial computation offloading in FL, was -
. . . K Set of connected devices
explored. In our work, we propose a computation offloading decision- D, Local dataset of a device k
making framework using FL, as well as a partial computation offloading B Batch size into which D, is split
method for FL. The comparison of the proposed and existing offloading £ Number of epochs
approaches is presented in Table 1. R Number of rounds
In [5], task offloading in MEC environment was discussed. In [6] My Final global model
PR .g . R ) ’ M, Local model of device k
data offloading in multi-access edge computing was discussed. How- a Fraction of devices participating in round r
ever, the accuracy of the offloading decision was not measured in [5,6]. N, Maximum number of devices participating in FL
Further, the offloading in FL was not explored in [5,6]. In [7], DRL was M., Local model of a device k to prediC_t )
used for task offloading in MEC. However, the accuracy in decision- whether a task is computationally intensive or not
My, Local model of a device k to predict

making was not measured. Further, energy consumption, which is cru-
cial in offloading, was not considered in [7]. In [8], a cooperative of-
floading in a multi-access edge computing environment was discussed,
based on DRL. However, the prediction accuracy in offloading decision-
making was not measured. In [9], an intelligent offloading method was
proposed, however, the accuracy of offloading decision-making was not
measured. In [10], a quality of service-aware offloading strategy was
proposed for an edge-cloud environment, with a focus on serverless
functions. The authors did not measure the energy consumption. The
accuracy of decision-making was also not measured in [10]. In [11], FL
and DRL were used for computation offloading. However, the energy
consumption, which is vital in offloading, was not considered in [11].
In [12], computation offloading using FL based on Bi-LSTM was dis-
cussed, however, the prediction accuracy in offloading decision-making
was not measured. In [13], computation offloading using FL was dis-
cussed, however, the accuracy in offloading decision-making was not
measured. In [14], FL-based computation offloading in an edge-cloud
environment was discussed. However, energy consumption was not con-
sidered in [13]. In [15], offloading decision was selected using FL with
DRL. However, the authors did not consider the partial computation
offloading aspect for FL to address the Straggler effect. In [16], com-
putation offloading for FL was discussed. In [17], adaptive offloading
in FL was discussed. However, the energy consumption was not consid-
ered in [16,17]. Unlike the existing works on offloading decision-making
[5,7,8,12,14], we have not only measured the time and energy consump-
tion for the proposed methods but also the accuracy and model loss for
the proposed approaches.

In [11] and [13], the authors measured the model loss, but the en-
ergy consumption was not measured. In [18], computation offloading in
FL was proposed using UAV and EC. Though the authors measured sys-

whether to offload or not

tem delay and processing power of the IoT devices, they did not focus
on secure data offloading. Compared to existing computation offload-
ing methods [16-18], the uniqueness of the proposed work is the use of
cryptography for secure data transmission to the server. As we observe
from Table 1, the proposed work is unique compared to the state-of-the-
art.

3. Proposed offloading methods

The proposed work is divided into two approaches: (i) Approach 1:
An FL-based model is proposed to decide whether to offload a task or
not. (ii) Approach 2: A secure partial computation offloading method is
proposed for FL to deal with the straggler effect of resource-constrained
mobile devices.

3.1. Proposed offloading decision-making method

We propose a decision-making method regarding whether to offload
a task or not, based on its computational intensiveness, network param-
eters, etc. The mathematical notations used in our approach FLDec are
summarized in Table 2.

3.1.1. Problem statement
A device has a computational task C that is to be executed locally or
remotely.

e Objective 1: Decide whether C is computationally intensive or not.
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Fig. 1. System model of the proposed FL-based offloading decision-making process.

e Objective 2: If it is computationally intensive, then decide whether to
offload C or not.

3.1.2. Proposed framework

For offloading decision-making, we use the FL-based model. The
steps of developing a decision-making model using FL is presented in
Algorithm 1. Here, the clients are the participating user devices, and
the server is the edge server. At first, the connection between the server
and the clients is established. Then, the clients receive an initial model
from the server, and train their local models using their local datasets.
The server selects a subset of clients to participate in the FL process. Each
participating client splits its dataset (D)) into train and test datasets to
train the local model. In our experiment, we have split the dataset into
a train dataset containing 80 % data samples, and a test dataset contain-
ing the remaining 20 % data samples. Then, based on the batch size (B)
the train dataset is split into a number of batches, and the training takes
place depending on the number of epochs (£). After developing the local
model at the client-side, each participating client sends its local model
update (M,) to the server. After receiving local model updates from
all participating clients, the server builds the global model (M) using
aggregation. Here, we have used federated averaging for aggregation.
After all rounds (R), the final global model (M ) is obtained.

The proposed offloading method is presented in Algorithm 2, and
the proposed system model is pictorially depicted in Fig. 1. In the pro-
posed offloading method, at first, it is checked that whether the task
is computationally intensive or not. To decide whether a task is compu-
tationally intensive or not, MLP is used as the underlying data analysis
model. MLP contains an input layer, hidden layers, and an output layer.
MLP is suitable for modeling complex non-linear relationships in data.
Based on the requested computational task, respective input, and configu-
ration of the device (RAM size, processing speed), it is predicted whether
the task would be computationally intensive or not. For a computational
task, along with the device configuration, input also plays an important
role. For example, the multiplication of two 3x3 matrices takes much
less time to compute than the multiplication of two 300x300 matrices.
Thus, based on the device configuration, input as well as the task type
(matrix operation, sorting, searching, etc.), it is decided whether it can
be computationally intensive or not. If the prediction is “Not Intensive”,
then, based on the user preference of local or remote access, the task
is executed either locally or offloaded to the cloud. Otherwise, if the

prediction is “computationally intensive”, then it is decided whether to
offload it or not. To decide whether to offload or locally execute the task,
we use LSTM as the underlying model. LSTM is one type of recurrent
neural network (RNN). The difference between LSTM and conventional
RNN is that LSTM maintains a memory cell to hold information for an ex-
tended period. LSTM is able to capture long-term dependencies, hence,
suitable for sequence prediction tasks. Based on the network parameters
such as network throughput, latency, uplink and downlink traffic, etc., it is
decided whether to offload the task or not, using LSTM-based FL. Based
on the decision, the task C is either offloaded or locally executed. If the
decision is offload, C is offloaded to the edge server. If the edge server is
unable to offload C, then it forwards the request to the cloud. The cloud
server executes the task and sends the result to the device.

3.1.3. Computational complexity

The time complexity of the FL process depends on the time com-
plexity of model initialization, local model training, exchange of model
updates, and aggregation. The time complexity of model initialization is
O(1). The computational complexity of model initialization is given as
O(wyy,, ), where w M, denotes the weights of the initial model. The time
complexity of local model training is given as OR - € - (D,/B) - wy),
where w) denotes model weights for client k. The computational com-
plexity of local model training is given as O(R - € - (D, /B) - wy, - |KJ).
The time complexity for model aggregation is given as O(R - |K| - wy).
The computational complexity for model aggregation is also given as
O(R - |K| - wy). The time complexity and computational complexity for
model updates exchange both are given as O(w,, + |K| - w;), where w;,
denotes the model weights of client k and w,, denotes model weights
of the server.

3.2. Proposed federated offloading method

In this section, we propose a partial computation offloading method
for FL, which is referred to as federated offloading or FedOff. In the
proposed method, the user devices are the clients and the server is the
edge server. The mathematical notations used in FedOff are summarized
in Table 3.

3.2.1. Problem statement
Let the model of an application A needs to be developed using FL,
each device has a respective local dataset Dy, , and the number of rounds
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Fig. 2. The proposed federated offloading method.

is R4. In FL, each of the participating devices needs to locally train
the model with its local dataset. However, model training with a large
number of data samples may not be feasible for devices with resource
limitations. In that case, the devices put a portion of their datasets to
the server. The server trains the model with the offloaded datasets and
stores the model. During aggregation, the server considers this trained
model also along with the received model updates from the devices.
However, how much portion of data will be offloaded that is significant.
Further, data security during offloading to the server is another issue.
The objective is to propose a secure federated offloading method with
good prediction accuracy and minimal loss.

3.2.2. Proposed framework

The proposed federated offloading method is stated in Algorithm 3.
In the proposed federated offloading method, each participating user de-
vice k splits its local dataset (D, ) into two parts: one part is processed
locally (Dk[MA) and the other part is sent to the edge server (kaA ).
Let the ratio of partitioning Dy, is denoted as p;,, where 0 < g < 1.
Then, D, = Pry Di, and Dy, = (1= py,) - Dy, The value of p;
depends on the ability of the device k to process the dataset without
performance degradation. The ability of the device is considered as a
function of the present load (/oad,), memory capacity (memory,), pro-
cessing speed (speed, ), and available network bandwidth (band width,),
given as:

Ability(k) = f(load,, memory,, speed,, bandwidth,) (@D)]

After splitting the dataset, the client sends the second part (Dkw ) to the
server. The server receives Dkw from each participating device k, accu-
mulates the collected data, and fits its model with the dataset. Each de-
vice k trains its model with the local dataset (D,%CA ) and sends the model
update to the server. The server, after receiving model updates from the
clients, performs aggregation along with the model update for the of-
floaded data. The process of model update is repeated for the number of
rounds R 4. The proposed federated offloading method is presented in

Fig. 2. During data transmission from the clients to the server, encryp-
tion is used for protecting data privacy, and preventing unauthorized
access to the data. Here, we have used Advanced Encryption Standard
(AES)-128 for data encryption. AES [35,36] is a well-known symmetric
encryption algorithm used for data encryption. As symmetric cryptogra-
phy is used, the same key is used for encryption and decryption. Hence,
secure key sharing is vital. Here, for secure key sharing, a well-known
public key cryptography approach Rivest, Shamir, and Adleman (RSA)
algorithm [37] is used. Each client shares the encrypted key with the
server, and the server decrypts it with the private key to obtain the
original key to be used for data decryption.

3.2.3. Computational complexity

The time complexity of the proposed federated offloading method
depends on the time complexity of model initialization, data trans-
mission from clients to the server, local model training, exchange of
model updates, model training at the server, and aggregation. The time
complexity of model initialization is O(1). The computational com-
plexity of model initialization is given as O(w My ) where w My de-
notes the weights of the initial model. The time complexity and com-
putational complexity of data transmission from clients to the server,
both are given as O(|KX] .(D"w /S)), where S denotes the data trans-
mission speed. The time complexity of local model training is given
asOR,-E - (D,%CA /By) - Wi, )s where wy, denotes model weights for
client k for application A. The computational complexity of local model
training is given as O(R, - € - (DklacA/BA) - wy, - |K]). The time com-
plexity and computational complexity for model updates exchange both
are given as O(w LTI w ), where w), . denotes the model weights
of client k and w,,, denotes model weights of the server for application
A. The time complexity and computational complexity of model train-
ing at the server is given as O(R 4 - € - (Dj,c, /By) - Wy, ), Where wy,,
denotes the model weights of the server for application A while training
the offloaded data. The time complexity and computational complexity
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Algorithm 1: FL-based model for decision-making.

Algorithm 2: Proposed offloading algorithm.

Input: D, K, R, B, £, N,
Output: Updated Global model (M ), Local model (M,)

Decision-making Model (D;, K, R):
j<0
while (j < N;) do
listen()
establishConnection()
j=Jj+1
end
K « Connected Devices()
start Client-side process() and Server-side process()
lient-side process():
D, <« preprocess(D,)
Accuracy < 0
while (connectedtoServer() == TRUE) do
M,, < get(M)
Kirain® Dkts.\'l < Sp[it(Dk)
M, fit(Dy, . €, B)

Accuracy,, < accuracy_score(M,,, D, )
es

Q

if (Accuracy < Accuracyup) then
‘ Mk « Mup

end

send (M)

end

save(My)

Server-side process():

M,;, < initmodel()

M < Min

forr=1to R do

initialize Model ,; =[]

K, < Subset(K, max(a, * |K|, 1), } }rand ome)

for k=1t0 |K,| do
receive(My)
Model ,;;.append (M)

end

w ZL’i’ll getweights(M) /1K, |

M.setweights(w)

send (M)

end
save(M )
releaseConnected Devices()

for model aggregation both are given as O(R 4 - N,z * W;), Where w;
denotes model weights of M; and M; € Model ;.

3.2.4. Total time consumption
The total time consumption of the proposed federated offloading
method is determined as follows:

Tfoff = Ttrain + Tcrypt (2)
where Ttrain = Linit + Ttr + Tlac + Texm + T:er + Tagg! where Tinir = O(l)’
Ty = O(KI - (Dy,,, /5 Tioe = ORy - €Dy, [Ba) - wy,),
Toxm = O(wMA +1K]- Wi, ) Ty =0R,-E- (DlocA/BA) : wlocu)’
and T,,, = O(R 4 * N 40 - W;), Where w; denotes model weights of M,
and M; € Model,,.

4. Performance evaluation
This section discusses implementation of our proposed offloading

decision-making method and federated offloading framework,! to an-
alyze their performance. We have performed an experimental analysis

! https://github.com/AnuTuli/OffFed

Input: Computational Task (C), Model to check computational
intensiveness (Mkm ), Model to check offload or local
execution (Mko f)

Output: Result (R)

0ffloading method (C):
category(C) « Mkexh .predict(input f eatures,,,)
if category(C) is NotIntensive then
if (userPreference == }}RemoteAccess'’) then
| R <« of floadtoCloudthroughEdgeServer(C)

else
| R « executeLocally(C)

end
else
decision « Mk”” -predict(input f eatures ;)
if (decision == }}Of fload") then
| R <« of floadtoEdgeServer(C)

else
| R « executeLocally(C)
end
end
Table 3
Mathematical notations used in FedOff.
Notation ~ Definition
X Set of connected devices
Dy, Local dataset of a device k for application A
B, Batchsize into which D, is split
£ Number of epochs
R, Number of rounds in federated offloading
My, Final global model for application A
M, Local model of device k for application A

Fraction of devices participating in round r
N, Maximum number of devices for participating in FL

Tl Total time consumption in FedOff
T rain Total time consumption for training in FedOff
T, Time consumption for model initialization
T, Time consumption for data transmission
from clients to server
Toe Time consumption for local model training
T,m Time consumption for model updates exchange
Ty, Time consumption for model training inside
the server using received local datasets
Tige Time consumption for aggregation of model updates
- Time consumption for data encryption and decryption

in the CLOUD lab, The University of Melbourne, to evaluate the per-
formance of the proposed approaches. Python 3.8.10 has been used for
implementation, and Tensorflow has been used for deep learning-based
data analysis. For exchange of model updates in FL, MLSocket has been
used. The accuracy, precision, recall, and F1-score, considered in per-
formance evaluation are mathematically defined as follows:

TP+TN
Accuracy =
TP+ FP+TN+FN
Precision = _Tre
TP+ FP
Recall = _re
TP+ FN

" Precision % Recall

F1 — score=2 —
Precision + Recall

where TP, TN, FP, and FN denotes true positives, true negatives,
false positives, and false negatives, respectively. Along with the accu-
racy metrics, the time and energy consumption are also considered for
performance evaluation.
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Algorithm 3: Federated offloading method.

Input: D, , K, Ry, By, €, Ny

Output: Updated Global model (M, ), Local model (M, )

Update Model (DkA KR Y):

S

j<0

while (j < N,) do
listen()
establishConnection()
j=j+1

end

K « Connected Devices()

start Client-side process() and Server-side process()
lient-side process():

Dy, < preprocess(Dy )
D, < split(Dy )

Kige * = Kser
Accuracy < 0
te1
while (connectedtoServer() == TRUE) do
if (t == 1) then

D, «—encrypt(D;, )

ser 4 ser 4
sendtoServer(D; )
ser 4

t—t+1
end
M, < get(My)

Kirain, * Dkre:rA < Split(Dk,MA)

Mup'fit(kamA €. By)
Accuracy,, < accuracy_score(M,,, D

)

k!eMA
if (Accuracy < Accuracy,,) then
‘ My, =My,
end
send(MkA)

end
save(M Ky )

erver-side process():

M,;, < initmodel()
MA « Min
initialize Dy, =[]
for k =110 |K| do
receiUe(kaA )
kaA « decrypl(kaA)
D[ocA 'append(Dkw,A )
end
lirain, * DI!eJ!A - Split(Dlch)
Accuracy, < 0
forr=11r0 R, do
initialize Model,; =[]
K, < Subset(K, max(a, * |K|, 1), } }randome)
for k =1t |K,| do
collect(M, )
Model ,;;.append (M, )
end
Mlocu « MA
M/ocu'fit(DI,mmA L€, BA)
Accuracy;,, < accuracy_score(M,Mu,D

)

[[EYIA
if (Accuracy; < Accuracy,,.) then
‘ M/oc “ Mlocu
end
Model ,;;.append(M,,.)

Nmodel -« lenglh(MOdEIaH)
1 .
W — 2 M eModel,, §etweights(M,)

M y.setweights(w)
send(M )

end

MfA «~ MA

save(M ¢ A)
releaseConnected Devices()
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4.1. Performance of FLDec

The proposed offloading decision-making model, FLDec, is evaluated
based on prediction accuracy, training time, training energy consump-
tion, and response time and energy consumption of the user device dur-
ing that period. Different real-time offloading case studies are consid-
ered. The time consumption is measured in seconds (s), and the energy
consumption is measured in joule (J).

4.1.1. Experimental setup

For the experiment, we have provisioned four virtual machines from
the RONIN cloud environment of Amazon AWS to act as four user nodes.
Each of the user nodes has 4GB of memory. We also have provisioned
two virtual machines from the RONIN cloud for using as the edge server
and the cloud server instance. The edge server has 4GB of memory and
the processor is Intel(R) Xeon(R) Platinum 8259CL CPU @ 2.50GHz.
The cloud server instance has 4GB of memory and 2vCPUs. The number
of rounds in FL has been set to 10, and a, = 1.

4.1.2. Prediction accuracy, time, and energy consumption of user device

In the proposed framework, CFL is used. For predicting the computa-
tional intensiveness of a task, we use MLP as the underlying model, and
for offloading decision-making, we use LSTM as the underlying model.
The parameter values used in MLP and LSTM are presented in Table 4.
As we could not find a suitable dataset for deciding whether a task is
computationally intensive or not, we have prepared a dataset', by exe-
cuting several computational tasks such as matrix multiplication, sort-
ing, searching, basic calculator design, file creation, etc., using differ-
ent input values, and recording the respective time consumption. The
dataset contains task type, respective input, memory capacity of the de-
vice, and processing speed of the device, which are considered as the
input features to predict whether the task is computationally intensive
or not. The output label is Yes (if computationally intensive) or No (not
intensive). The dataset is split into two parts: (i) one part (80 % of the
samples) is divided into the number of participating devices, and (ii)
the other part (remaining 20 % of the samples) is stored in the server as
the global dataset. We have obtained the prediction accuracy of 94.74 %
for the global model using the FL-based decision-making model, using
MLP. The results are presented in Fig. 3. For the local models we have
achieved an accuracy of 91.17-94.74 % after round three. The global
model loss after round 10 is presented in Fig. 4. As we observe from
the figure, the model converges when the loss becomes minimal. Af-
ter predicting the computational intensiveness, we have used another
dataset?® that contains network parameters, which are used to predict
whether to offload or locally execute the task, using the proposed FL-
based decision-making model, using LSTM. The dataset contains cell
identity, uplink traffic, downlink traffic, location area code, time dura-
tion of data transfer, radio access type, latency, and throughput as the
features, and offloading decision (offload or locally execute) as the class
label. In this case also, the dataset is split into two parts: (i) one part
(80 % of the number of samples) is divided into the number of partici-
pating devices as their local datasets, and (ii) other part (20 %) is stored
in the server as the global dataset. Each local dataset is partitioned into
the training and testing datasets by the participating devices during lo-
cal model training using LSTM. After local model training, each device
sends its model update to the edge server. The edge server aggregates
the received updates to build the global model. This process is repeated
for ten rounds in our experiment to build the final global model.

The accuracy, precision, recall, and F1-score, achieved by the local
models inside the participating devices for their test datasets are mea-
sured, and presented in Fig. 5. The accuracy, precision, recall, and F1-
score, achieved by the global model for its test dataset, are also measured

2 https://www.kaggle.com/datasets/ucimachinelearning/
task-offloading-dataset/data
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Fig. 3. Performance of the local and global models for predicting the task is
computationally intensive or not.
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Fig. 4. Global model loss while predicting the task is computationally intensive
or not.
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Fig. 5. Performance of the local and global models for predicting whether to
offload or locally execute the task.
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Table 4

The values of the parameters in MLP and LSTM.
Classifier =~ Parameter Value
LSTM Activation Optimizer Epochs Batch size softmax Adam 10 200
MLP Activation Maximum iteration Solver ReLU 100 Adam

model loss

016

0.14

0.12

0.06

0.04

002

T T T T
0.0 25 50 15 10.0 125 15.0 175
epoch

Fig. 6. Global model loss while predicting whether to offload or locally execute
the task.

g1 6766 13 |3 6758 u | o| 6m 2 g 614 1 0| 6745 0
- [l - bl sl
3 3 H 3 3
Sl 2% w7 |8 B M (2| 4 N | o B w2 n 3455
E g E § E
0 0 0 0 0
Local  Offload Local ~ Offload Local  Offload Local  Offload Local  Offload
(2) Confiision matrix for (b) Confission matrix for (¢) Confusion matrix for (d) Confusion matrix for (e) Confusion matrix for
Local Model 1 Local Model 2 Local Model 3 Local Model 4 Global Model

Fig. 7. Confusion matrix for local and global models.

and presented in Fig. 5. We observe that the global model has achieved
an accuracy of >99 % and the local models have achieved >97 % accu-
racy. The precision, recall, and F1-score are >0.99 for the global model,
and >0.96 for the local models. The global model loss after round 10
is presented in Fig. 6, and we observe that the model converges when
the loss becomes minimal. The confusion matrices for the local models
for their test datasets are presented in Fig. 7. The confusion matrix for
the global model for its test dataset is presented in Fig. 7. As there are
two classes for decision-making ((1) locally execute, (2) offload), the
confusion matrices show the results for two classes only. Here, the test
accuracy for the local and global models are presented. The test datasets
for the devices and the edge server are considered for evaluating the
models’ prediction accuracies.

The total time consumption for the edge server is determined by
summing up the model initialization time, aggregation time, and com-
munication time for exchanging model updates. For the participating
devices the total time consumption is determined by adding the local
model training time and communication time for exchanging model up-
dates. The total time consumption for the edge server and participating
devices are measured from the experiment, and presented in Fig. 8. In
the figure, the time consumption of the local model indicates the total
time consumption of the respective device, and the time consumption of
the global model denotes the total time consumption of the edge server.
We observe that the time consumption for the local models ranges from
200s to 350s, and the time consumption for the edge server is 110.36s.
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The energy consumption of the edge server is calculated as the product

350 of the total time consumption of the edge server and its power consump-
tion per unit time (second). The energy consumption of each participat-
300 ing device is calculated as the product of the total time consumption
[+ of the device and its power consumption per unit time (second). The
250 energy consumption for the participating devices and the edge server
f are presented in Fig. 9. In the figure, the energy consumption of the
% 200 local model indicates the energy consumption of the respective device,
g and the energy consumption of the global model denotes the energy con-
§ 150 sumption of the edge server. The energy consumption of the edge server
o is 551.8J, and the energy consumption of the devices ranges from 1000J
& 1o to 1600J.
Comparison with decision-making without FL: The accuracy, precision,
recall, and F1-score achieved by the local and global models using LSTM
50 7 — without FL are also measured, and we have observed that the predic-
] B E tion accuracy is above 65 % for all the local models (trained using local
0 S - datasets) and above 70% for the global model (trained using global
Local Model I Local Model 2 Local Model 3 Local Model4 ~ Global Model dataset). The precision, recall, and Fl-score for all local models are
Fig. 8. Time consumption in proposed approach FLDec. above 0.6, and for the global model it is >0.6. The results are presented
in Fig. 10. As we observe, the accuracy, precision, recall, and F1-score
using FL are better for the global model as well as for all the local mod-
els.
1800
1600 4.1.3. Task offloading, response time, and energy consumption of user
device
1400 ] We have considered different tasks in our experiment, and the FL-
o based model is used for offloading decision-making. The response time
7 1200 for task execution scenarios and the energy consumption of the user
'% device during the period are measured and presented in Table 5. The
g 1000 response time in computational task offloading is determined as the dif-
§ %00 ference between the time stamp of submitting a request and the time
e stamp of receiving the response. If the time stamp of request submission
:ED €00 for task execution i§ T,eq. an.d the time stamp of receiving response is T.m,
i) then the response time is given as (T,,, — T,,,)- The energy consumption
400 is measured as the power consumption per unit time multiplied by the
response time. If the power consumption per unit time is Pow,,,, then
200 the energy consumption is measured as (Pow,;, * (Tye5 = Tpeq))-
As the first task type, we have considered a basic calculator design
0 5 that performs four operations: addition, subtraction, multiplication, and

Local Model I Local Model 2 Local Model 3 Local Model 4 Global Model division. Most of the user devices contain this basic application, which
can work irrespective of the Internet connectivity. The user inputs num-
bers, and the calculator generates the results according to the requested
operation. The response time and energy consumption of the device dur-
ing the period are measured and presented in Table 5. As the second task
1 type, we have considered matrix multiplication, where, based on the

OLocal Model I @Local Model 2 @Local Model 3 @Local Model4 @ Global Model prediction result of the FL-based decision-making model, the task is either

Fig. 9. Energy consumption in proposed approach FLDec.

09 offloaded or locally executed. Here, we have considered four different
08— cases. For the first case, the two matrices are of order 50x50, and based
M o on the prediction result, the task is executed locally. The response time
0.7 ! = and energy consumption of the device during the period are measured,
B 5 ] and presented in Table 5. For the other three cases, based on the predic-
06 i = & % tion results, the tasks are offloaded. The response time and energy con-
E 05 ol ; ;"5« i f‘nﬁ sumption of the device during the period are measured, and presented
s o [ = :} Ik ?’% in Table 5. As the third task type, we have considered file creation. The
04 ?}; ; = ~§ g{, file is created locally or remotely, according to the user’s preference. The
"’ - & ks response time and energy consumption of the device during the period

03 if‘é‘ Eﬁf %‘: are measured and presented in Table 5.
02 Jf*% : l’a, For evaluating the performance for a wide range of users in a realis-
%; ! é’ | tic environment, we have performed a simulation in MATLAB2024. The
0l 154 5 g‘: = data transmission speed considered in the simulation is 500-1500Mbps
0 o e with an average of 1000Mbps, and the task size is randomly chosen from
Accuracy Precision Fl-score the range 10,000-50,000 bits. The processing speed of the task execut-
ing node is considered 5GHz. The link failure rate is considered from
Fig. 10. Performance of local and global models without using FL. 0.1-0.5. The task waiting delay is also considered during simulation. In

Fig. 11, the average response time for 100-1000 users’ requests for task
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Table 5
Response time and energy consumption of the user device in FLDec-based task execution.
Task Decision Response Energy
(Offload/  Time (s) consumption (J)
Local) of user device
Addition: Local 0.01 0.05
Five digit numbers (Offload: 0.1) (Offload: 0.5)
Subtraction: Local 0.0065 0.0325
(1) Calculator Five digit numbers (Offload: 0.125)  (Offload: 0.625)
Multiplication: Local 0.018 0.09
Five digit numbers (Offload: 0.128) (Offload: 0.64)
Division: Local 0.005 0.025
Five digit numbers (Offload: 0.127) (Offload: 0.635)
Order: 50x50, 50x50 Local 0.06 0.3
(Offload: 0.14) (Offload: 0.7)
Order: 100x100, 100x100 Offload 0.46 2.3
(2) Matrix multiplication (Local: 0.6684) (Local: 3.342)
Order: 200x200, 200x200 Offload 4.55 22.75
(Local: 5.78) (Local: 28.9)
Order: 300x300, 300x300 Offload 23.476 117.38
(Local: 26.43) (Local: 132.15)
User preference: Local, size: 5KB Local 1.92 9.6
User preference: Remote, size: 5KB Offload 1.37 6.85
(3) File creation User preference: Local, size: 9KB Local 2.07 10.35
User preference: Remote, size: 9KB Offload 1.88 9.4
User preference: Local, size: 28KB Local 2.72 13.6
User preference: Remote, size: 28KB Offload 2.61 13.05
Table 6
Comparison of FedOff with existing offloading methods for FL.
Work Classifier Accuracy/ Time/ Energy Use of Number of
Loss Delay consumption cryptography rounds
of for data privacy to
user device protection converge
Jietal. [16] CNN Loss: 0.2-0.5 10-50s Not measured X 100
(per round)
Total:
1000-5000s
(100 rounds)
Wu et al. [17] DNN Accuracy: 80 % 343-701s Not measured X 100
(per round)
Total:
34300-70100s
(100 rounds)
Liaq et al. [18] Deep Accuracy: 98 % System delay: Processing power: X 2000
Reinforcement 10-28s 4-15W
Learning (DRL)
FedOff LSTM Accuracy: >98%  40-100s 1000-2500J v 5
(proposed) (global model), (per round),
Loss: <0.35 Total:
200-500s
(5 rounds)

execution are presented. The average energy consumption of the user
device during the periods are also computed and presented in Fig. 12.
We observe that the average response time lies in the range of 3-4.25s,
and the average energy consumption lies in the range of 14-22J.
Comparison of task offloading using FLDec with baselines: As the base-
line for comparison, we considered two scenarios: (i) all tasks are of-
floaded, (ii) all tasks are locally executed. We observe from Table 5 that
for the task Calculator, the proposed scheme FLDec suggests local execu-
tion. If the task was offloaded, then the response time and energy con-
sumption for addition, subtraction, multiplication, and division opera-
tions would be ~90 %, ~95 %, ~85 %, and ~96 %, higher than the local

10

execution. For the task matrix multiplication, four scenarios are consid-
ered as presented in Table 5. For the first scenario, the FLDec decides
local execution, and it has ~57 % lower time and energy consumption
than offloading it. For the other three scenarios, FLDec suggests offload,
and we observe that the response time and energy consumption both are
reduced by ~11-31 % than local execution. Hence, we observe that if all
the considered tasks were locally executed, then for higher order ma-
trix multiplication, the response time and energy consumption would be
higher. Similarly, if all the considered tasks were offloaded, the response
time and energy consumption would be higher for all of the considered
operations for the calculator, and for matrix multiplication, the first
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Fig. 11. Average response time in FLDec.

scenario would have higher response time and energy consumption.
Thus, from the results, we observe that the proposed FL-based decision-
making model takes appropriate decisions for the considered case stud-
ies, and reduces the response time and energy consumption.

4.2. Performance of FedOff

The performance of the proposed partial computation offloading
method for FL which is referred to as federated offloading or FedOff,
is evaluated in terms of prediction accuracy, precision, recall, and F1-
score of the global as well as local models, total time consumption, and
energy consumption of the user device during the period. The imple-
mentation diagram of the proposed framework is presented in Fig. 13.

4.2.1. Experimental setup

To evaluate the performance of FedOff, we have provisioned six vir-
tual machines from the RONIN cloud environment. Among them, five
act as the clients, and one as the edge server. Each of the clients has
4GB of memory. The edge server has 4GB of memory and the processor
is Intel(R) Xeon(R) Platinum 8259CL CPU @ 2.50GHz. The number of
rounds was set to 5, and a, = 1. To evaluate the performance of FedOff,
we have considered an activity recognition dataset.® Activity recogni-
tion is one of the popular application used by mobile users. The dataset
is split into two parts: one part (80 % of the samples) is split into the five
clients, and the other part (remaining 20 % of the samples) is stored in-
side the server as the global dataset.

4.2.2. Prediction accuracy

The clients, i.e., devices, split their datasets into the following ra-
tios: (i) local-25 %, offload-75 %, (ii) local-50 %, offload-50 %, and (iii)
local-75 %, offload-25%. The portion of data to be offloaded is en-
crypted using AES-128 [36], and Hash-based Message Authentication
Code (HMAC) using Secure Hash Algorithm (SHA)-256 [38] is used for
authentication, in the proposed partial computation offloading method
for FL (federated offloading or FedOff). As symmetric key cryptography
is used, the same key is used for encryption and decryption. However,
all the devices have different keys. For secure key exchange, the RSA al-
gorithm [37] is used. We have measured the data transmission latency
and the latency for exchanging keys, encryption, and decryption, from
the experiment.

3 https://www.kaggle.com/datasets/nurulaminchoudhury/harsense-datatset
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Fig. 12. Average energy consumption of user device during response time pe-
riod in FLDec.

The accuracy, precision, recall, and Fl-score of the global model,
achieved by the proposed approach FedOff are presented in Fig. 14. The
average accuracy, precision, recall, and F1-score of the local models, us-
ing the proposed approach FedOff are presented in Fig. 15. The results
show that FedOff has achieved >98 % accuracy for the global model and
>94 % accuracy for the local models. The precision, recall, and F1-score
are 0.98 for the global model, and >0.92 for the local models. We have
also conducted the experiment for conventional FL, where no data of-
floading takes place, and only model updates are exchanged between
the clients and the server. We have also conducted the experiment for
the case where the devices are unable to train models, and the data from
the devices are fully offloaded to the edge server. The edge server trains
the model for individual datasets, and then performs aggregation. Af-
ter developing the model, the server sends it to the clients so that they
can perform predictions using the model in the future. The accuracy,
precision, recall, and F1-score of the global model for conventional FL
and full offloading are also presented along with the proposed approach
FedOff in Fig. 14. The average accuracy, precision, recall, and F1-score
of the local models for conventional FL are presented along with the
proposed approach FedOff in Fig. 15. As we observe, the accuracy, pre-
cision, recall, and F1-score of the global model in the proposed method
FedOff are almost the same as those of conventional FL, and better than
the case of full offloading.

The global model loss for FedOff for the considered three scenar-
ios ((i) local-25 %, offload-75 %, (ii) local-50 %, offload-50 %, and (iii)
local-75 %, offload-25 %) are presented in Fig. 16. We observe that for
each of the case, the loss tends to 0, which, along with the nature of the
curve, indicates that the model has converged.

4.2.3. Time and energy consumption

The total time for FedOff for the three considered scenarios ((i) local-
25 %, offload-75 %, (ii) local-50 %, offload-50 %, and (iii) local-75 %,
offload-25 %) are measured and presented in Fig. 17. The total time in-
cludes the total training time (training time + communication time for
model updates exchange model updates + aggregation time) consid-
ering all rounds, the time consumption for data transmission, and the
time consumption for data encryption and decryption. The total time
consumptions for the conventional FL and full offloading are also mea-
sured, and presented in the figure. The average energy consumption of
the devices during the total period are measured as the product of the
time period and the average power consumption per unit time, and pre-
sented in Fig. 18. As we observe, the total time and energy consumption
are lowest in conventional FL, where the devices locally analyze the full
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Fig. 13. Implementation diagram of the proposed federated offloading framework.
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Fig. 14. Accuracy, precision, recall, and F1-score of the global model in FedOff.

dataset, and exchange model updates with the server. However, if the
devices cannot analyze the full dataset, then case 1 consumes the lowest
time and energy consumption. Case 2 can also be adopted, where 50 %
data is locally analyzed, and rest 50 % is offloaded to the server. If the
device is unable to analyze the dataset at all, then the entire dataset is
offloaded to the server. We observe from Figs. 17 and 18 that the use
of cryptography for privacy protection during data transmission con-
sumes a very less amount of time and energy. We observe that the use
of encryption and decryption increases the time and average energy con-
sumption by only 0.05-0.16 % but ensures data privacy protection dur-
ing transmission. The data size encrypted in the experiment ranges from
1to 1.5 MB. AES is a faster encryption algorithm, i.e., the time consump-
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Fig. 15. Average accuracy, precision, recall, and F1-score of the local models
in FedOff.

tion is very less. The time complexity of AES-128 is O(Numy,,.), where
Numy,,, is the number of blocks of size 128 bits. As data privacy and
time consumption both are vital, we have used AES-128 for encryption
due to its fast encryption process.

4.3. Comparison with existing offloading methods

This section compares the proposed approaches with the existing
offloading schemes.

Comparison with existing offloading schemes using simulation:
In Fig. 19, the total time in task execution using FLDec is compared
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with the task execution time in existing offloading schemes [5,8,9,141,
with respect to the task size. The data transmission speed was con-

sidered 500-1500Mbps, with an
speed of the task executing node

average of 1000Mbps. The processing
was considered 5GHz. For comparison,

we have performed a simulation based on different task sizes (1000-
3000 bits), while performing task offloading or local execution using
FLDec, and determined the time consumption in task execution. We
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Fig. 19. Total time in task offloading in FLDec and existing offloading schemes.

have performed simulation for the existing works also to obtain the re-
sults. The total energy consumption (device and edge server) during task
execution period is also determined for FLDec and compared with the
existing offloading schemes in Fig. 20, with respect to the task size. We
observe from the results that FLDec outperforms the existing offloading
approaches with respect to total time and energy consumption in task
execution. FLDec has ~75-79 %, ~47-57 %, ~66-74 %, and ~38-50 %,
less time consumption than joint task offloading and resource allocation
method (JORA) [5], multi-feature matching scheme (MFM) [7], action
space recursive decomposition method (ASRD) [8], and dynamic switch-
ing algorithm (DSA) [9], respectively. We also observe that FLDec has
~10-15 %, ~33-42 %, ~45-58 %, and ~65-68 % less energy consumption
than DSA, MFM, JORA, and ASRD, respectively. In FLDec, as we have
used an FL-based decision-making model to decide whether to offload
or not based on task type, user input, device configuration, and net-
work parameters, accurate decision-making is achieved, and the time
consumption as well as energy consumption in task execution are min-
imal.

Comparison with existing schemes for offloading in FL using ex-
periments: We carried out a comparative study between the proposed
partial computation offloading method FedOff and the existing offload-
ing methods for FL. The comparative study is presented in Table 6. In
[16], convolutional neural network (CNN) was used, and the model loss
was 0.2-0.5. The system delay was 10-50s per round [16]. The number
of rounds in [16] was 100 to converge and get minimum loss. Hence,
the total delay was 1000-5000s in [16], considering all rounds. In [17],
deep neural network (DNN) was used, and the prediction accuracy was
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80 %. The training time was 343-701s per round [17]. The total number
of rounds in [17] was 100 to converge. Hence, the total training time
was 34300-70100s in [16], considering all rounds. Unlike our proposed
method, [16,17] did not consider the energy consumption and secure
data offloading aspects. In [18], DRL was used, and the authors set a
target training accuracy of 98 %. The number of iterations was 2000 to
converge [18]. The authors measured the system delay from simulation,
and it was 10-28s [18]. They also measured the processing power, and
it was 4-15 W [18]. However, the authors did not use any cryptographic
approach for data privacy protection during offloading of dataset [18].
As we observe, FedOff achieved >98 % accuracy for the global model
and >94 % accuracy for the local models. The number of rounds to con-
verge with minimum loss in FedOff was 5. The total time consumption
was 200-500s in FedOff, and the average time consumption per round
was 40-100s. The total time consumption in FedOff includes the total
training time (training time 4+ communication time for model updates
exchange model updates + aggregation time) considering all rounds,
the time consumption for data transmission, and the time consumption
for data encryption and decryption. The average energy consumption of
the participating user devices during the total period was 1000-2500J.
As we observe, the achieved prediction accuracy is highest in FedOff,
and it has acheived secure data offloading by using cryptography. Thus,
considering all the aspects as presented in Table 6, we observe that Fed-
Off outperforms the existing approaches.

5. Conclusion and future work

This paper proposes an FL-based offloading decision-making model
for mobile devices, and a partial computation offloading method for FL
to deal with the Straggler effect. Based on the device configuration, task
type, and respective input, the FL-based decision-making model predicts
whether a task is computationally intensive or not, using MLP. If the
predicted result is computationally intensive, then the proposed FL-based
decision-making model predicts whether to offload or locally execute the
task based on the network parameters, using LSTM. Based on the pre-
dicted result, the task is either locally executed or offloaded to the edge
server. If the edge server is unable to execute it or if the user preference
is remote execution, then, the task is offloaded to the cloud. The exper-
imental results present that the proposed offloading decision-making
method has achieved above 90 % prediction accuracy, and the consid-
ered case scenarios show that the proposed method provides the result
at a lower response time and lower energy consumption of the user de-
vice. The results also present that the proposed offloading method has
reduced the response time by ~11-31 % for computationally intensive
tasks. In the proposed partial computation offloading method for FL,
the resource-constrained devices offload a part of their local dataset to
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the edge server if they are unable to analyze the whole dataset. For se-
cure data transmission during offloading to the edge server, AES-128 is
used. As time consumption and data privacy both are vital, we have used
AES-128 for fast encryption. The experimental results show that the pro-
posed partial computation offloading method for FL has achieved >98 %
accuracy for the global model. The results also present that the use of
AES-128 for encryption increases the time by 0.05-0.16 % but ensures
data privacy protection during transmission.

As part of our future work, we will extend the proposed work to a dif-
ferential privacy-based FL model for task offloading to further enhance
the data privacy and security of model updates. The class imbalance and
data scarcity issues are also to be dealt with to introduce an accurate
prediction model. To deal with these issues, generative artificial intel-
ligence can be used to generate realistic samples for training purpose.
The integration of generative adversarial networks with FL is another
future research direction of this work.
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