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Abstract:

Since several services perform the same function, albeit with different quality of service (QoS)
parameters, service composition becomes a crucial problem to find an optimal set of services to
automate a typical business process. Service composition problem aims to find a set of services
among functionally equivalent services with different Quality of Service (QoS) concerning users’
constraints. The majority of prior research has investigated the service composition problem with
the assumption that advertised QoS values are deterministic and do not change over time. However,
factors like sensors failure and network topology changes cause uncertainty in the advertised QoS
values. Furthermore, previous studies calculate QoS values through service logs without consider-
ing the presence of anomalies in the existing QoS values; however, the dynamicity of distributed
service environments and communication networks in multi-cloud environments cause anomalies
in the QoS values. Therefore, existing approaches fail to model QoS values accurately which leads
to Service Level Agreement (SLA) violation and penalties for service broker. To address this chal-
lenge, we propose a novel anomaly-aware robust service composition to deal with the problem of
uncertainty of QoS values in a dynamic environment of multi-cloud. The proposed approach uses
Bertsimas and Sim mathematical robust optimization method, which is independent of the statisti-
cal distribution of QoS values, to compose services. Moreover, our approach exploits a machine
learning-based anomaly detection technique to improve the stability of the solution with a fine-
grained identification of abnormal QoS records. The results demonstrate that our approach achieves
14.55% of the average improvement in finding optimal solutions compared to the previous works,

such as Information theory-based and Clustering-based methods.

Keywords: Service Composition, Uncertainty, Robust Optimization, Anomaly Detection, Cloud

Computing, Internet of Things
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max Z inj * Weopst * U(Cost(csg))-l-

V<is<n jE€Z
Tij * WRTime * U(RTime(csz))+ R
i * Wagan * U (Avail(cs?) )+

Tij * WReput * U(Reput(csg))

s.t.
Z Z U(RTime(csg)) * i < Drrime Vi (f=%)
\<i<n jeZ
H Z U(Avail(cs!)) * 25 > baven Vi 0-Y)
\<i<n jeZ
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SIS 0l HEUS 5 (5)lrmal 51 o8 nds ok S gla S g3l () S VY 0, S
(AMWE)

Input 2T = (g, ty, -+ 1)
CS; = {cst, esh, - s}
Q = {cost, responseTime, availability, reputation}
W = {wcostv WRtime; WAvail » wReput}
Output  : C'SGraph: Candidate services and their QoS values structured as a DAG

() < AnomalyDetectionAndFiltering(())
foreach csz € CS; do ‘ ‘ '
UCS] <= Weost * U(Cost(cs])) + Wriime * U(RTime(cs])) + wavair * U(Avail(cs])) +

Wreput * U(Reput(cs])) /* Aggregated QoS values utility */

end

startNode < I, endNode + @

while fask t; in'l’ do

if start Node # 0 then

foreach candidate service 5 in C'S do

(start,cs)) <  wucs(cs])  /* the edge between start node to
candidate services for first task x/

end

startNode + true
end

if endNode # 0 then

foreach candidate service cs’, in C'S,, do

(cs{l,end) < € /* the edge between candidate services for end
task to end node x/

end

endN ode + true
end

foreach candidate service cs! in C'S; do
foreach candidate service cs! in C'S; 41 do
Jood J
| (csj, csiyy) < ucs(csiyy)
end

end

CSGraph «— append(CSGraph, (cs?, cs?))

end
Set the utility value 0 to all other edges in C'SGraph;
return(C'SGraph)
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n(u,v) =
Weost * U(Cost(csfj)) + WRTime * U(RTime(csff)) QRIS )

+WA'U“” * U(Avail(csgl)) + wReput * U(Reput(cs%))
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Lgd o ez allowedy @yl b Ll guy o iy 1 LU

o 8
[TM(G)} - [nu:;] 7,0 € allowedy,
pﬁyu((g) = Zseallowedk [Tu’s(e)jl * [nu,s] (\Y-Y‘)

«,  otherwise

Coadl (05 a5t Ll glieol 5o ol e SG lils 55 arsla )l VY Y dlslas s

w335 Wl Bl sl ¢35 Sl eslid b LS s e |y BLasST ledbl 5 (g0 s 9 (Soilol oo
Dlies & a5 b s oS5 b e o AT Sl sl b o (0l 00 ) (21 Sad s (s
b Gellae b ks S5 b G 035 Iy pm (BLEST) (ol S5 a5 adl s 050

Cop S35 sl oS5 b 3L (gl e Dl s s S Y 0, S
Input : CSGraph: Candidate services and their (Anomaly-removed) QoS values structured
in a DAG using AMWE algorithm
Parameter: max/ter: maximum number of iterations, nAnt: number of ants, «, 3: relative
importance between global and heuristic information, p: the evaporation rate
Output : BC'P: best composite plan
Initialize using C'SGraph
while mazx [ter do
Randomly position nAnt artificial ants on some nodes /* Each node presents a
typical candidate service */
foreach ant = 1 1o nAnt do
ant Builds a composite plan gradually by adding a candidate service /* select
candidate services one after the other for each task in a
workflow with probability py(u,v) */

end
Decay pheromone levels over time w.r.t p

Pheromone is lain with strength depending on how much the composite plan is good /* apply
the global pheromone updating rule */
BC P = the best composite plan obtained so far

end

return(BC'P)
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Tuw(0+ 1) = (V= p) % 7 (6) + 202V ATE (), V()

Aar=y)
k ant by used is (u, v) path if,

\
auk(6)’

AT, (0)F =

)

., otherwise.
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Response Time for an Invoked Service
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Response Time in Different Time Slots

10 “ .

Response Time

1 6 12 18 24 30 36 42 48 54 60
Time Slot#

(436 &) fenly 0L Sios s blug wads - )8 S Sl i 9F <l el Oy Py S
RS PR L;UTCQ;.- b & (Glazsa ) glaosls -l Lodd esls ol SO sl 0
S SHTL Ll ph Ll gl i (o875 S ol s nds oS olie > combal pis 4
LS o bl b Lays sidoms (51 (6 5km Jom 31 (81 1 Vb o conds 75 ) SN S ST s 550
FIFN ks Jlo G bl ST 0y K 05 sl po U b oS oS5 il 20 o sl
b Cossdoes LB 1 S Wb 5 G Ol s el Olo )8 Caulby (el el sdasdl))
DS 55l 5 S5 leds &1l 6l sl Je SG cwr»wéub%éu}»bgﬂsw
2o 23 g w93\t Jhe lasysly ol (olal ety g S Sl sl b LI
g s

3 gdoms Cosl i Sk S ol bl oo L ablie 6l 1) bl sl sl Loty Je S

Sl ou\..::ﬁb\ oA OJ.JL\.«IJ ‘.}5‘.39-4.\(5‘).: Q‘J")K
e S sl b leds 53 bl e Ol plalid sl G133y sl Bs, SO LY
ol 0l 1) U ks sl 3l Ko

55



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

das e o)l OL{J‘JKM““f")‘:’J ‘.gjsu cblas ays fb“ﬁ&d&x‘ﬂbk&f Y
LS PS5 Ko s Joly ol sel o oLz

JJ«GJJ 4—"3_))\54{"5}‘-9 | i o

@}g.u Jde  YYY
C.\A.L}%JhbtgWf&@&ud}%}M&(&\joMﬁ\jw}@bJM cv_r‘)ﬁ

D) Lle)le Jde ol Jeol add e )l das 0 0L, CwLo ol

Slas gazes Olgs 4,8 5 S B Ol SG sdud 3o p 4 S 1 oS5 Gl adlze @
Pl (5l 2300 ok S Sl L Ll 5 131 Cand 3300 s 155 ks )
Cdsdoe 8 G e (S5 el sl p) edle ke pladl dby e 1 4k
5L o oleds bl b G cadd 5ol ezl 5o s o Sl 1y 055 5L 0 g0 Cnds i S
S s o3l 1y Blos el CokS (glacus s

b g & ol padein Obds 3L J g i CeldS bzl wlots adlse @
ek LS (pBls 53 el a8l ana g (LI Cads bl sl )1l S sl SS
Wge ol (o S plS i ok S Calides [l 5 OLSG (63, Ses L 1y (5 ) nd-
Db o Sl Cuds a6l &S Cl 350l Oleds I s b

Dl ilwdng Jde Slas o Cod S5 dts (Hlud e J s i) Cosd- S5 addse @
w blas s 5 I Hluds slaadd s ) 3593 (635 e add go ol Ll et 3 b 2
SLI¥FLY b 3 adlpe ol i S e ool T iy sba )y oS (s s
) 0

sl oyl ool M Hldde 6l 4 Coods oS (sls o)l ;““M&Mfw davleo a5 @
ool D o 0l L;,,/z:.@ Caocls- CodS slaosls jl adlge ool 3030 0 ks CodS

A o oS Lyl K Sl adlsn ol izean ised o ]S (U5 sladilolu I Laosls

4%



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

@by )5 4 @3De o 1YY U

ol osls LS)K QLJJ.?-)J 4\.2.:15_5 U’S“""Z

Lled § 513 6,8 0l S 03 Sy by ) Slas gores

ol 0313 (5,8 Ol G 3 g se cinlby S S

t; 4-5.:.15_9 fnl:u\ LS‘J.‘ J}AU Sleds- sl

(M) 3500 Oleds 31U 48 gazen

arby yali 6l 3500 Cleds 4e pazes

(a‘i 4.5?15‘3 Cbu\ &l 550l Cwds ol

Sk CoS gla pually 4o sz

Gl oS sl sl sl

Cands Sk S Gl 2yl 6l ) Slacys sious 45 sazes
g_;":fj‘s Sl LS‘J:’ Sles C*"'kg obe) J&S‘“\" bRTimg

8] Cas ks Caad 0351 s Sl 6 Cost(s])

TeonBET = ﬂ:r'g

sf Cand- cwl,; ole) e 05551 s Slp b RTz'me(sg)

57 5580 s Ol pte b Ol sdemsplis 5355 ke ij
Sl gl S w55 5 (slesls abis S X

X Sleals s G (6l s sadl sluss h(x)

sl 0b3 4 sazee SV A(X) oSk E(h(Y))
1ol b slasls as sazes SO (6l (sl 5 el ne(n)

57 Cands (5l (ol 50 03 Gl Cnd oS s aij

Sg Cods (gl M Hlads oy

pe b)) conkd pde bl b odos b s & ol b 4 sazes J;
(2252 S5l 4aS 6 2) Sa 1 Z

(lods ay5a) Cilal CZ'B ol o c

s 5 o s 4 03,8 g b 53 00 o3l O 55 ks ¢

(s 3 oS a5 4 03,5 Jge b 53 0 3l 08 s e Dij

—y; < aj <yjas 7] Glas 58 Hlude edasdl) Y

dl?.]ajlgg\.a rlfu,:;db) 093 A

6\03‘3. 4o soren 3> gl glaosls oluld = 5 T'

Sl palis Gl 51 L 87 Condi (Slazee s (slaosls e Sbe 1
Sl polie Gl Sl g 57 sl (Glazse ;5 slaesls Hlane Gl ol ol

OV ¥ Side o adlge ool Sl .3 0 0 ol pdle (6,550 o nee Jlo il oluli

w0l f'.&b/)ﬁ

)}:&MJKM LQJJJ‘)K)‘W‘} g;L:b‘).) k‘j@j&w‘ﬁéé% JJ.&“SC,\M‘;J Ql::l.::

ZA



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

Abstract Composition Request
Sensing Navigation

1". Data .
sa Warehouse @ Translation %
.IJJ].[I. Analytics i’l Visualization

V—J

Service Composition using Robust
Optimization (Bertsimas and Sim Model) \ Computing QoS
Kﬁ uncertainty
3 K A TR perturbation

level

YUM S92IAI0S
ajepipue)

SOD pasiuaApy

""ButiojtuoN sotAIss SO0

o

protection
degree ! x -
i Monitored :
QoS values |

Anomaly Detection

(SlsD) (solmal 31 e8T sl cosds S5 Jde S slans VY JS0S

Q

ol das fory

(_gjuw:;i‘}))\w.mj};uabacw»wf‘_;uﬂbbfswpwf.uc}iwj sy gkie 4
S8 S sl (Sl 355 0 S0 0 pp Dladss (oS5 s 53 [ VF] s s ol o 5l 52l
o sl e VY] ol ey ol s Ll 55 (g5l Blaws S 51 o3l (55l
Slaze )b lresls 3525 pde )50 3 Jlazal 5 S5, SV Sl ol gt el 55 3,80,
S lamady g smen 25055 SBL )l gl (1S5 Cads G OlS e o8 S Olael LB 5 IS
785 5L Glazsa )b laeshs b s jaadein G s L5 e oS ol (S0 G el S 4
0P a2 i il 53 OF Izl sl (§ 5Lt S 51,500 (S5 558 (et slazel B
O e [A] el s il S (sl el sl cndad phe 53 (34 4 ez Jlaz| ST Lole)
Gk 31 ol gl la ol (5 alablons o pdpllanil B3 5 )b 516 LS o (23655505 ol
Sipss NS VFoY doles LS 15 (ol sl 5 (K o wodlas 55 (cbli> 40 el & b

LS o Sud 308 Ly et 5 o gy 5o ) Sl Slntingy Ghss 258 U [V F]

#4



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

minimize clx

subject to ECLUZL']‘ + QR + Z Dij < Bi V1
J JEJ;
G +pij > aijy; Vi, j € J; (\F=Y)
Y S S Y

Gis Pij> Yj =

ﬁ)KQﬁA)bm)\bﬂBgSij Sl ) oola! @ﬁé)l.&m\:vjd.bﬁ C»tv . c slxe O:")"
qunﬁ\w:ﬁé‘j&jéj}xﬁﬁ T3 aM@.«:-qulg QLA) Lol M&%&Lﬁﬂblﬁ&j}j

CM}‘\J ¢C¢JL>U3|_)J cJ.A:'L’ \Y—V‘Jbuﬂwub} I*gé)‘y,ajb Cﬂw‘ Sij Qﬁ-\?—g)bﬁa\ rJ..G

C))L.& «.d)L’.a)J u:“fl"" ‘.yj = |.17*j

Sy Sl —y; < ay < yjosew | Sl I osle
ol e 3 ol 3y (S g b 53 oS eslinal 0853 (sla i iy 5 ( slacsbe ioman
rboesd o Slgsl (S3ltings 35055 03l )0 iy SledbI L (At ol s ool 5550 (Lo g5l 0 5)
Seolie ) Gl iaj, € Ji ol b s samme Jp ople 358 COL [VF] et o SUPREpe
4 gozes (0l 53 6 (2ol LS & el (o (s Gl Lt ol pe )3 S (Candd kS
s ol ool o3 585 Hab a0, 80 35 Sl o 5 o (glie 5 LS Lk B oyl o3l s
Sl oS i a; S ol 2,55 [ai; — g, aij + Q5] 05b 55 3l U555 g0 0305 03]
Ji = {0, 5,0, V) as ez (b () el IBST s Gy 5 el (ol SRS L) 0 il
a5y oler (Jal Gla bl o ol (pl etz 4 gazes ool S s 1 [ ] = F
R ool odh ls bl pde (Cdd S bl i bl 53) ol b e Sl Sl pli e
o ol 316 35l e 3B 1 Ju,f(..,w (bloes a3 ol Cblises a3 J S U5 o S,
Shs ol ke DBl el G lagaly o 6L e B o 5 S 5 o gl Sl i
Wl o 3o g5 5 s T )y 23,8 o bt T wbilioms s b o 5 20bk 325 5|

bﬁ@&.«fyﬁfﬁwgg}g});;»bg o 5,55 [0 i) 3l e L olde o Llg 0 555

Yo



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

= Y8 31 dke glp .S pns 15,50 1y 555 5l 300 dob J 4s gaes 3148 ola sl yb sliss
5,501 55 e op 5o B diyls o3l J; as sezes 53 3520 byl 53 48T ol Lme o opl (AL
S /A, Oled b (1 — [T]) # diy, ] 031060 & LV S cayy, o 4 L3S 15,3 S bl S
3 P Loy a) 3 gm0 Conds kS Glazese,B lresls Sl o 25 ) seo 4 LIS e i JMRe LS
Ceodd S5 4 Jde T = ¢ 5148 ol Gadete mpds 4 ol Sy (W Oledsl 5
SN 1y 35 ke 1 5y 723 8 03l L aly Sl pldS7n 4 1) 3 s e ks oalad Lol 15 s
1) 35 Mo 0k B A e Condi kS olie ales 8 esls 513 T = [ ST et
R
m; € M ks N gl gl cuds et 51 o8 cunds oS5 Jde VP Y dslas sls
V0T aalae o b o g o o5 1O Y ol 5o gy Olo) olis g ol o 55500 ot
lacos gdows 4 a8 b Hleal S5 cods SO el goeedde Sraaln slais, Sl el b
Sy Olr (o) XS o (odid |y lablons s Ty o)y calsbae ol 53 o8 ol 22 oo oy
SR L Sl 5 (Rt o odlian IS pSmana ably ol Sl oslitl b (oS5 can J >

YIRS B-COPRC I R DPFP RSN L VL CPL G IR TN JESPR PR AR § QK E SR I

Al



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

Z=min Y. 3 i *Cost(s])

W<i<N jEM

Subjected to

ooy RTz'me(s{) ki +Cx D+ D0 pij < Drrime

<i<N jeM i€l jeJ;

C+pij = dij*wy Vi, j € J;

o=y
<i<N
zij € {+,V}
+ <1 <N, c<j<my
Dij = *, (>

Slaably 03 w35 o8 Dok 5 pasedal Sla el Giod ll i 55 3505 v a3l Jo o

B s el IS als o3 gdoee sl ol (sl a1 T Jsd BT 5 Slas o ek 8
Sgrgn alie Pl 5 ST 4 bais sl (gl sl 0l a3 92 50 (Slaodls 1 eslicel b
sl gy oS b jo oS ol S 0LLE sl 5L _ijws)sﬁﬁwqf_&b}ﬂb‘_guﬂbg
S s byl g5ludde (g1 cnlis e B 5L FE 5 e Slazed )b slaesls & Loz
LS el 0305 sl oS 2yl G sl ol (3l 3,505 [ V0 OV FAA] L &) e
& Ol o BEL Slazese sl slaesls 51 o ooty a0 & 5,05 (s JBlus 5 2S10) O 65 sudoes 4
S Lol ilwdde 5 Sl - 50 SaS L cands okS alie eds B opl posde a5l s
s 55 Ol 5l oalimal b sl (g5t Jdo 0035 0 G118 aablowe sl pla Jomol) 4 j2eie

S a by |y A s (5 Salab e
S Cl ;5,7 € Ji b 4 sezen cpl 1340 3525 J; el & las gazes ol SLI s 5> @

\Al



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

e S sl Ol ol )05 13 (Cods cdS aded o slie) kel o gla sl )l o
9 iS4 3loms s gaze ol 53 392 g0 (6Ua el sl e ‘Cwl:s Ol Cwds e S oslas elas

IV dtn e o 5 A

L S monas Ol sl (st 3,055 el ool Sl oslinad b o3yls 3925 T el sl 5 @
OB 8 peondd &0 il ool s sbe 4 S (Sl o ) i bl 51 S

S 1 S 5 ol sl o amIlias SO B s s 03]

ajfjﬁjaéﬂ|xgh.3|ﬁ);g;.a.k}gﬁfj.?(g\ﬂo.&&é\)ﬂfﬂé}b%d.&.«ﬁ&&ﬁ;&

Sl Sty el SLlas s b iy Gols o pen 4 IV Bl 55 0 > el 0
S & ST 03 5 3350 s 5148 S 1S s N Ol5n S b s e
P 53 a1t 125 S a0 53 s ila e B (L) (5l 0 Spn 05 Slles Jaoes
Rl ) Sle w258 d O e ()87 dliblons 4 i el Sas sl sl S (DS Ol S L,
sl 0 03 (yeed 3 g2 5o (g U glaesls o SUSTL IV e aleiiy Je s Ko

A a8 IS Bl e (S5 aalsl s

IO e 3l O_¥_Y

S 55 8 s dalons VO Y dslrs 3 1y B I 5K (galgiioy Jis oS sl ol olial g S
Sy 30 oy 3. 50 Sl )6 gy Loy Conds kS Al palie ol el s G (gl S
Slods Sl s [ag — g, i+ i) Sl sl 3baaz5 b (10, V&, /4 Y XY YY) sl
S S b Bld 5,8 s (gl S Sbis Sl b 3 gy sle b ssm JMEe SG L
kS plie 55 (gole b I Julge 5l s s SUST 5 5 4l sloe VLl (la )bl
(obealb b Jbgh) b 8 Cends- el Ol (61 43l ) v e 8713 QLS Ol o it sl
Sy A 3l s e 0,80 53 IS Ol emslons 53 1y (s3le b 3l ¢ Salanly ST
Slaesls o s oSl 5355 (5l (1S3 WLy Sloss- ) @ 536 Sabausly ol oy 5,8 s

Obes (S5 5 (6leeal) @ole é (glosls blis a8 w8 o colb dd Sl V2 ¥ Y 2w 53 oS Glageso )b

vy



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

O35 e 3 sk 4 onlginy Jue 53 0 gl e 0dl (5 leal) L;L»‘,ST“LLEJ BRI NEYE ) C‘"Lﬁ
23 53l R 2 e 3l Gadets sy 3l ol il 3l S3liingy dobs > $olaal 3|
L @;325 f_y-_Y o ) LY [f’/\] Gl 0l ealaz .bzow L:JLE:/JL@

(ARC) J,T‘.:wf\u T R

Ll e Jlaz o 5 Syls ol ke &5 58 00 65,8 (2,8 ol b ezl s S5, &8 I 5
S 3 bl pde o a5l o dms e LS | ool 0 ;S ol sl (53 lutings 5 S0 5
il e Dl LS5 Cuie VY] o oy O] [aseiin Cos g b odd 0315 48 sazes
e Hbe ol Cro 5 bl calad pule o) (25 L 5,005 cpl aSol Jsl i)l v 53 5l
OB S oo (55 add 53l el (S5t 35005 ST i3 3 3b 00 5 el ol (5L
S 55 0 dlasl ol il 5s Hleal Sluang [VY] el pdy OGllasl ()18 adailoes cb.w eS8
Sl 1 S5 B 0l 4 5Ll glaosls bl 55 48 I 53 kS oS |y leaaiie S5 L Jos
o 0l palie & bl sl (luking 123) XS (6osl mex Jleil i 5 s B 3l el
Slazdn )b 230 ol 1 s ol 5 gm0 03b o) oS 3,0 5L s oS Sy Pl 5 ST
OLEs ) gy ool @olgniny (sl sl Slodss oS5 ) g5k Yo ¥ ), S (53 e
ol ol S5 Calides caand 5l 5l (ool (.;win a3 e
S Cusstons T ome S 35 8 G 3 ulbs ald o) S (53005 Comd a5 @
Sl bl Cow oS Lol s 4 ez Q) Cods S slis S 55l Cleds as gas (B
) o Sanenas Lo 5 oS 5T a5l dijj Slre IS Olzn ST 5 Al 1y ad g
el L g o adete (Ll )8
3L o by e T ebliz a5 tdas s 611 1y b el ) ﬁ,ﬁ\@@w ESCH TR
ol b Cad S ol 3 Hleal slie il oS ol STJQYT'CJS) A ol

el
xS ks oS S p Gore ROS pb & pie G olgning ¢y sl g a1 g > @
Sls 0 &5 3 1) dg (0 S33)

vY



sl Cods S5 s LYY ot 0305 e 5 sl ) S 5 oo Y foas

o 3l (6l s 5 polacd 3 S0 dhor 31 ilides lles bl s 1ollas @
Bl 30 a3 Il s 0551 s (51 (bl Laseis 5 S5 gl i Ol
sl Jaes U

OOl ) o eads kS 3l 0233 6l MQV b a6 i oy s Jgl al 5 55
ST S 803 wle @ el 0l (i ed (S ke ol Sl 48 358 0 e alie L300
Sl & aHat Condy poxis s LS ST Glazeso )b slaesls 4 5L 0 | 593 olles Ll 5 0
o g 483500 Olads 51 G o (gl IS loes ldie iy oS Ol &7 5 55 o0 a5l 20,1k
pde oSl 55 b ol gl S, 48 Jm s 48 ol S5 0LLE el 5550 atde pShendd
OIS N R P T oW oo LT 5 Ll b el Jlasl o 5 (gl coalad
S gdows b 0dd 0315 48 g S 3 el ke G 40858 S 1) Jomely G g (il )
S338 Sk S5 gl 55 ¥ L ys Broker.accept() <ol VY] LS o s adeiie
ol a8 6Ll compositionR equestQuetie o 4 |y LT 5 550 o s sb w1,
A bl e aelsl AL @l sy ‘_gjif.s Gl S )5 w\};ﬁ@»&@wb (YYU F L)
AL O bgles) et 5 ool gl (Sltiagy dde L (O Dad o b ol d e an ) SO
bghas) Laos b BLL 56 5 (gleal oluld (1410 B & bshs) S5 gl wleds Sl (Y
o 3l ) s S5 el s S s (0 la3) ad Lo ) (gl ad e s (Y0 B VP
bl 592500 Cleds Tl y ) sl 353 Clises (sladld 1) 5L5 55 50 lasa s 5 2,00 00
2l 3 o3linl b ol b o ple 1085 (1 Q ot 5 T il s (651808 .yl o ol pal (T
a5 gazes Slaadls S go b & e cpm SN 355 g sl o sl (G Slilas Q s kS
dslas 5b) @Tdamjwwﬁgjgj);\&aHatJM\;,gw [ cblisaxrys o J; conlsd s
(b shs) Ao o 55 (Sl o 5 gl (53 lwtigs Jo oy s (A o) ol s 305 00 (VO

Sle oV P
Slols (kS o Jl)l 1) (R pools) (oS5 o ol 355 )8 S5 68 ey V) S50 uld
5 XS e sl Bslad S5l SO (Y S oLk leds Gites ST s 5o ooleds ()
Pz (P 5 008 anlons |) (oS5 s ol s uin (Y das o 13 ROS i 3 ) ol

foreach ail> 5 535 55b a4 .S 0 ST )8 Glacos sdows Slus » g (oS5 ol o (5l

Vo



Sz F_Y ot 0305 e 5 sl ) S 5 oo Y foas

alS s Uil JA3s ail> b 0l el Cods CS S cd s a sl (VP L Ve byl
woih 5 kS o dlys 6595 Olse w1y S5 Cuds K Cost &b 3yl oylal (S S5 wleds
Caodi= N0l 55 (S ol alad oLl 51 G 13 8 0 0 1) b 1S5 ook 0 o
Al syl gy (0 S035) (S5
N (Y12 bylas) uS al 5 \)W&g&;ut{;;uuww@,ﬁwwﬁ
sz AL O aslie 5 rnislo) SO gy 2 b 02 S R ol 5353 (6l oS5 Conds Okl ey
Ll oy 13 el 0 81 ool 53 e b el oy 13 e L Gl e LTS 5o
53) LS p axrlpe (W b)) Coll s ) @ 55250 Glazee )0 laesls Sl eslinad (6l pncs
Gl 6 ool oS polie (g Al o 53 L (AS e Lai 1y Laesls ol MQV s ol (.;wfﬂ
e T odd jasein JoVG Ol U (T« (MQV IsolatedFOrest g 25 31 sl b (3le ;8
LS o e demn Gl G353 6 1 ol lasy 55y o T eyl 355 g0 Sl MQV i
anomaly RemovedM QD oz e & 53 (syleal jlodd ey cods coas olis
aHatEstimator s 5 b aHat <> e jldie (Sl al= e gl . 06,5 0 513 (VA L)
250 @ 1) s G Sy e L LIS ) (V4 L) 55 0 5500 (anomaly Removed M QV)
b o 5 oo ol sl (3t 3,505 3l 3Ll b LS &0 020 S ol 8 o o as Al 5 S50
LS S A Loy o3b @ ax 5 b Sloyss Do 4 Ly IS Ol Sl S agrl e Conlad ps
43,8 (s (6 S Hlie (5, 1y bl ool Ol e B wdls Slsl b et qan G s e3> S

Dgs o Golwal e is (e 2 Sl ol s slas Aulsl eel

‘5.\..;@.’- f_Y
s S @yl doe 55 clusl s S g ans bl g arg b b ol s
bl 5o s S5 Je )
Dl el S5 Jds LY
Gl 53 Golrials (3L 4 oals Jlows (IS il (6 )lreials 1 oT cends S5 ke Jika

\%4



Sz F_Y ot 0305 e 5 sl ) S 5 oo Y foas

ST ) S s YY) S
input : T = ({1,ty,...,ty): T is a workflow including N tasks
B = (brrime, bAvail; beput): B is user’s constraints
S; = {sl,s2,...,s"}: 5] € S; presents jth candidate service for performing the ith task
Q ={q1, 9, ..., qx }: O defines the QoS values for s
Ji: Set of coefficients which are subject to uncertain parameters
@;;: Maximum allowed amount of perturbation for each s{ identified by decision maker
(experts’ opinion)
param: [': Protection degree,
A: The time period between adaption phases,
T: Contamination rate, i.e., the proportion of outliers in monitored QoS values
output: RC'S: The resulted robust composite service

M@V <« @ /* At the start point, we do not have any monitored QoS

values */
aHat;; < a;; /* As the system continues working, the value of the
state variable aHat will be updated gradually */

composition RequestQueue.enqueue(Broker.accept())
while compositionRequestQueue | = Empty do

composition RequestQueue.dequeue() /* Picking up a composition
request and extracting required inputs and parameters from
it */

coe f M at < Encoding tasks of T" and services of \S; into coefficient matrix using QoS values
of
BertSim < Formulate the parameters: uncertainty set of .J;, protection degree of I', and
perturbation rate of a H at, which come from the BertsimasandSim approach
M odel < Construct the robust optimization model based on the coe f M at and BertSim
Initialize RC'S using a set of arbitrary services to form a composite service
foreach model € Model do
if Cost(model) <Cost(RC'S) then
RCS < model /* Evaluate the the solution based on objective

function of Cost(S;) and constraint B */
end
end
Print (RC'S) /% Resulted (near-)optimal robust composite service
based on user' constraint x/

if A is elapsed then

MQV  «+ QoSMonitoring() /* Utilize historical data from the
monitoring subsystem */

anomaly Removed M QV — IsolatedForest(MQV,Y) /* Remove
the anomalies using the Isolated Forest with specified
contamination rate T x/

aHat < aHatEstimator(anomaly RemovedMQ)V') /* Update the
state variable of aflal uging the anomaly-removed QoS values
(anomaly Removed M QV') */

end

end
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